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1. lep>kaBHi MexaHi3aMu iHpOpMaLifHOro 3a6e31e4eHHs] CUCTEMU €JIEKTPOHHOT'O MIXKBiIOMYOr0 JOKYMEHTOO0Iry
cdepu o60poHU

2. State Mechanisms for Information Support of the Electronic Interagency Document Workflow System in the
Defense Sector

Pedepar/aHoTanis:

1. Y puceprauiiiHiil pob0Ti BUPilIEHO HOBE HAYKOBE 3aBJIaHHS, SIKE N10JISAra€ y HAYKOBO-TEOPETUYHOMY
OOIrpyHTYBaHHI epkaBHUX MexaHi3MiB iHopMaLiliHOTro 3a6e3re4yeHHs] CUCTEMU €JIEKTPOHHOIO MDKBiIOMYOT0
IOKYMEHTOO00iry cdepy 060pOHU Ta pO3POOJIEHHI IePCIEeKTUBHUX PEKOMEHALN 010 IX MPaKTUYHOTO
BHMKOPHUCTaHHS B yMOBax Lu¢poBoi TpaHcdopMallii, eBpoiHTerpallii Ta I0BO€HHOI BindynoBu Ykpainu. Y gucepratiii
OOCJIiI)K€HO HOPMATUBHO-TIPABOBi ACIEKTH €JIEKTPOHHOTO JOKYMEHTOOOITy B CUCTEMI AEP>KaBHOTO YIIPaBJIiHHS
cexTopy 060poHU fepkaBu. [IpoaHasnizoBaHO Cy4acHUM CTaH PABOBOIO PEryJl0BaHHS B Lill cdepi Ta BUSBIEHO
KJIIOYOBi TPOTaJIMHY, IO N€PEUKOKAIOTh €(PEKTMBHOMY BIIPOBA/IKEHHIO TEXHOJIOTIN IITYYHOTO iHTEJIEKTY Ta
0JIOKYEIHY B CUCTEMY JJOKYyMEHTOO0Iry OO0POHHOTO BiloOMCTBA. BU3HaYeHO aKkTyasbHi TPaBOBi BUKJIMKY, [TOB's13aHi 3
BIIPOBAJPKEHHSIM TE€XHOJIOTIi IITYYHOTO iHTEJIEKTYy Ta 6JI0KYEIHY B €JIEKTPOHHUI JOKyMEHTOO06Ir 000POHHOTO

CEKTOPY, 30KpeMa: BilICyTHICTb HOPMaTUBHOTO BU3HAYEHHS [IPABOBOTO CTaTyCy JOKYMEHTIB, CTBOPEHUX i3



3aCTOCYBaHHAM aJITOPUTMIB LITYYHOTO iHTEJIEKTY; HEBU3HAYEHICTh MEXaHI3MIB PO3NOINY BiZOBigAILHOCTI IIpU
BUKOPHMCTaHHI aBTOMATM30BaHUX CUCTEM IIPUUHATTS PillleHb; BiICYTHICTD CIELia/lbHUX BUMOT 10 3aXUCTY JAHUX
IIPY BUKOPUCTAHHI PO3NOAIIEHMX PEECTPIB Ta CUCTEM IUTYYHOI'O iHTEJIEKTY; HEBPETYJILOBAHICTD [IMTAHb
iHTeponepadesIbHOCTI CUCTEM €JIEKTPOHHOTO JOKYMEHTOOOIry B Pi3HMX CTPYKTYpPax CEKTOpy 060poHU. OCOOIUBY
yBary MpuAijieHo MATAaHHSIM aBTOMAaTU3allii IPoLeCiB JOKyMEHTOOOIry, MpoTuii KibepaTakam Ta BIOCKOHAJIEHHIO
MeXxaHi3MiB IPUIHSATTS pillleHb Ha OCHOBI IITY4YHOIO iHTEJIEKTY, 1110 3abe3ledye CTilKiCTb KpUTUYHOI iHdpopMallifiHOI
iH(paCTPYKTYpH CEKTOPY OO0OPOHMU. YIeplie po3p0o6ieHO KOHLEINTYalbHy 6araTopiBHEBY apXiTEKTypPy 3aXUIIEHOTO
€JIEKTPOHHOTO JJOKYMEHTOO00Iry B CUCTeMi MDKBiZOMYOi B3aeMoii cepu 060pOoHH, 10 6a3yeThCsl HAa TEXHOJIOTIIX
IITYYHOTO iHTesIeKTy. OCO6INBICTIO 3aIIPOIIOHOBAHOI apXiTEKTypH € iHTerpallisl JOKaJbHO PO3TOPHYTUX BEJIMKUX
moBHUX Mogesieli (Ollama, DeepSeek-R1) 3 koHTeliHepu3oBaHo1o iHppacTpykTypoio (Docker Desktop), mo no3Bossie
326€31e4YUTH aBTOHOMHICTb, CTilIKiCTb J10 30BHILIIHIX BIJIMBIB Ta BiANOBiAHICTh BUMOraM iH(popMaLiiiHOi 6e3neKu
Ilep’KaBHOTO piBHA. ApXiTeKTypa po3pobJieHa 3 ypaxyBaHHSIM crieludiku 060pOHHOTO CEKTOPY, A€ KPUTHUYHO
BaXJIMBUMHU € 3aXUCT Jep>KaBHOI Ta€MHMI], CTIMKiCTb [0 KibepaTak, MiATPUMKa aBTOHOMHOI'O QYHKI[iOHYBaHHS B
yMOBaX OOMEXEHOT0 IOCTYIy O 30BHILIHIX MEPEX, a TAKOXX MOKJIMBICTb iHTErpallii 3 y>ke iCHyIounMu
MiXBiToMurumMu matpopmamu. Takox ynepuie cpoOpMyIbOBaHO NIPAKTUYHI peKOMEHallii 11100 PO3TOPTaHHS Ta
HaJIAIITYBaHHS CUCTEM 3aXUILEHOr0 eJIEKTPOHHOTO JOKyMEHTOO0Iry B MeXXax MixkBimomuoi B3aemomii chepu
000pPOHU i3 3aCTOCYBaHHSM TE€XHOJIOTIM JIOKAJIbHOTO PO3MillleHHSs IPOrpaMHUX KOMIIOHEHTIB, 30KpemMa Mojieieit
IITYYHOTO iHTEJIEKTY BEJIMKOTO MacITaby, MO I'PYHTYIOTbCS HA PO3TOPTaHHI KOMIIOHEHTIB IITYYHOTO iHTEJIEKTY B
i3071bOBAaHOMY CepelOBUILi 3 BUKOPUCTAHHSIM KOHTEMHEPHUX IIaTGOPM. YIOCKOHATIEHO METOL0JIOTII0 OL[iHKI
CHHEepreTUYHUX e(eKTiB eJIeKTPOHHOI B3aeMOii Aep>kaBHUX OpPraHiB y CUCTEMi MDXKBIZOMYOro JOKYMEHTOOOIry, 110
(YHKIiOHye B MEXaxX CEKTOpa Oe3NeKu i1 000POHY, 5Ka, Ha BiIMiHY Bifl iCHyIOUMX, Bpax0OBye clelu}iKy IOBOEHHOIO
KOHTEKCTY, 30KpeMa BUCOKNI PiBEHb BUMOT 10 iH(OpMaLiliHOI 6e311eKN, HEOOXiIHICTh OIIEPATUBHOIO IPUMHSITTS
pilieHs, MigBUIIeHy AUHAMIKy MDKBiOMY0i KOOpAMHALlil, a TAKOK 0OMeKeHiCTh MaTepiasbHO-TeXHIYHUX i
KaIpOBUX PECYPCIB Y IIPOLECI BiTHOBJIEHHS J,E€PKaBHOTO yIIPaBJliHHA. TakoX yJOCKOHAJIEHO HOPMAaTUBHO-IIPABOBi
niAgxony 1o iHTerpauii ITy4YHOro iHTEJIEKTY Ta TEXHOJIOTII pO3NofiNeHoro peecTpy (6J10KYENH) Y CUCTEMY
€JIEKTPOHHOTO JOKYMEHTOOOIry IIJISIXOM PO3POOKU MTPOINO3ULIiN 00 YCYHEHHS] YMHHUX [TPABOBUX KOJIi3ii,
MiHiMi3allii eTHYHUX PU3UKIB i 3a6€3redyeHHs BifITOBiMHOCTI TPAaBOBUM, TEXHIYHUM Ta €TUYHUM CTaHIApTaM
€spornericbkoro Cotody Ta OpraHizauii [liBHiYHOATIaHTMYHOTO AOTOBOPY, & TAKOXK CPOPMOBAHO HANIPSIMKU
rapMoHi3zallii HallioHaJIbHOTO 3aKOHOIaBCTBa 3 Mi’XKHapOJHUMHU HOpPMaMu Y cpepi peryaioBaHHs U(PPOBOTO
cyBepeHiTeTy Ta Kibepbesneku. [licTany nofabplioro pO3BUTKY I'OJIOBHI HAIIPSIMY, 1O 326€31e4yI0Th 3MIilJHEHHS
HalliOHAJIbHUX ME€XaHi3MiB eJIeKTPOHHOTO MDXKBiIOMYOTr0 JJOKYMEHTOO00Iry B 000pOHHIl cepi, 3 ypaxyBaHHIM
BUKJIMKIB BOEHHOTO Ta [IOBOEHHOI'O N€PiO0fiB, MIKHAPDOJHUX CTAHIAPTIB, a TAKOK 3pOCTAI0YO0i POJIi IITYYHOTO
IHTEJIEKTY Ta IEeLEeHTPaIi30BAaHMX TEXHOJIOTIN. JlicTany oaaabuoro po3BUTKY HAIIPSIMU BLOCKOHAJIEHHS €IUHOI
CHCTEMHU eJIEKTPOHHOTO MiXKBiJOMYOT0 JOKyMEHTOO0Iry IIJISIXOM KOMILJIEKCHOTO aHaJli3y TeXHIYHUX,
opranizalilHUx Ta 6€3[eKOBUX aCIEKTIB ii PyHKIIOHyBaHHS Ta 3aIIPOIIOHOBAHO KOHIIEIILI0 PO3MIUPEHHS CUCTEMU
Ha OCHOBI THYYKOI apXiTE€KTypY, sIKa MiATPUMY€E iHTepoIepabesIbHICTh MiXX Pi3HMMHN OpraHaMU Jep>KaBHOI BIai,
MOJYJIBHICTB, 3axXUIeHNH 00MiH iHdOpMaLi€to, afanTaliio 10 HOBUX TUIIIB 3arpo3, a TAKOK BIIPOBAI’KEHHS
IHHOBALITHUX TEXHOJIOTI!, 30KpeMa iHTEeJIEKTYaJIbHUX areHTiB, JMHAMIYHOrO MapIIPyTU3aLliHOrO IJIAHYBAHHS Ta

KpUNTOrpadiuHUxX NPOTOKOJIiB HOBOT'O ITOKOJIiHHSL.

2. The dissertation solves a new scientific task, which consists in the scientific and theoretical substantiation of
state mechanisms for information support of the electronic interagency document workflow system in the defense
sector and the development of promising recommendations for their practical use in the context of digital
transformation, European integration, and post-war reconstruction of Ukraine. The dissertation examines the
legal and regulatory aspects of electronic document workflow in the state governance system of the national
defense sector. The current state of legal regulation in this area is analyzed, and key gaps are identified that hinder
the effective implementation of artificial intelligence and blockchain technologies in the document management
system of the defense department. Current legal challenges associated with the implementation of artificial
intelligence and blockchain technologies in the electronic document workflow of the defense sector are identified,



including: the absence of a legal status definition for documents generated using artificial intelligence algorithms;
the uncertainty of responsibility distribution mechanisms when using automated decision-making systems; the
lack of special data protection requirements for distributed ledgers and artificial intelligence systems; and the
unresolved interoperability issues of electronic document workflow systems in various structures of the defense
sector. Particular attention is paid to the automation of document workflow processes, counteraction to
cyberattacks, and improvement of decision-making mechanisms based on artificial intelligence, which ensures the
resilience of the critical information infrastructure of the defense sector. For the first time, a conceptual multi-
level architecture of secure electronic document workflow in the system of interagency interaction of the defense
sector has been developed, based on artificial intelligence technologies. A distinctive feature of the proposed
architecture is the integration of locally deployed large language models (Ollama, DeepSeek-R1) with a
containerized infrastructure (Docker Desktop), which ensures autonomy, resilience to external influences, and
compliance with the requirements of state-level information security. The architecture is developed considering
the specifics of the defense sector, where the protection of state secrets, resilience to cyberattacks, support for
autonomous functioning in conditions of limited access to external networks, as well as the possibility of
integration with existing interagency platforms are critically important. For the first time, practical
recommendations have been formulated for the deployment and configuration of secure electronic document
workflow systems within the framework of interagency interaction in the defense sector, using technologies for
local placement of software components, in particular large-scale artificial intelligence models, based on the
deployment of artificial intelligence components in an isolated environment using container platforms. Improved
the methodology for assessing the synergistic effects of electronic interaction of state bodies in the interagency
document workflow system operating within the security and defense sector. Unlike existing ones, the proposed
methodology considers the specifics of the post-war context, including the high level of information security
requirements, the need for operational decision-making, increased dynamics of interagency coordination, as well
as the limited material, technical, and human resources in the process of restoring public administration. Improved
the regulatory and legal approaches to the integration of artificial intelligence and distributed ledger technology
(blockchain) into the electronic document workflow system by developing proposals to eliminate existing legal
conflicts, minimize ethical risks, and ensure compliance with the legal, technical, and ethical standards of the
European Union and the North Atlantic Treaty Organization. Directions for harmonizing national legislation with
international norms in the field of digital sovereignty and cybersecurity regulation have also been formed. Further
developed the directions for improving the unified electronic interagency document workflow system through a
comprehensive analysis of technical, organizational, and security aspects of its functioning. A concept for
expanding the system based on a flexible architecture is proposed, which supports interoperability between
various public authorities, modularity, secure information exchange, adaptation to new types of threats, as well as
the implementation of innovative technologies, including intelligent agents, dynamic routing planning, and new-
generation cryptographic protocols.
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