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1. MeTopmosoriuni ocHOBM Ta iHdOpMalLiliHa TEXHOJIOTis 3ab6e31e4yeHHs Pe3UJIbEHTHOCTI KOMITIOTEPHUX CUCTEM B
yMOBax Kibep3arpos

2. Methodological basis and information technology for computer systems resilience under the cyberthreats

Pedepar:

1. Incepraist Ha 3M06YTTSI HAYKOBOTO CTYIEHS JOKTOPA TEXHIYHMX HAyK 3a crenianbHicTio 05.13.06 «IHpopmauiiiHi
texHosorii» (12 - Indopmaniiini TexHosorii). - Ykpaincbka akangemist ApykapcTsa, JIbBis, 2020. [Juceprauis
[IPUCBSIYE€HA BUPIIIEHHIO aKTyaJbHOI HAYKOBOi 33/1a4i po3po6JieHHs! Ta IPAKTUYHOTO BIIPOBAI)KEHHS
METOJI0JIOTIYHMX OCHOB Ta iH(pOpMalliiHOI TeXHOJIOTIi 3a6€3M1eUeHHSs Pe3UJIbEHTHOCTI KOMITIOTEPHUX CUCTEM Ha
OCHOBI IPMHLIUIIIB ITPOAKTUBHOTO BUSIBJIEHHS aTakK Ta alallTUBHOI peKOHQIrypalii cucTeM B yMOBax Kibep3arpos.
[TpoBeneHo HOCTimKEHHS BilOMUX MOJeJiel, METOIB Ta iH(popMalliiftHUX TeXHOJIOTIH mifBUIeHHs iHpopMaIliifHOi
6esnexku KC. Po3po6iaeHo Mofeni KibepaTak MEpesKHOTO Ta XOCTOBOTO THUIIIB. PO3po61eHO METOAU BUSIBIIEHHS
KibepaTak MEPEKHOTO Ta XOCTOBOTO THUIIIB, @ TAKOX METO[, 3abe3nedeHHs pe3uabeHTHOCTI KC B yMOBax 31iliCHEHHS
KibepaTak Ha OCHOBI CaM0OaJalITUBHOCTI. PO3po6ieHo MeTonosorio Ta iHpopmaliiiHy TEXHOJIOTIIO 3a6e311e4eHHs

PEe3WIbEHTHOCTI KOMITIOTEPHUX CUCTEM B YMOBax Kibep3arpos. HaBezieHo Ta mpoaHasli3oBaHO pe3yJsbTaTh poboTu



po3pobieHoi inpopmarniriHoi TexHosorii. Kiito4oBi ci0Ba: pe3anyibeHTHICTD, Kibep3arposa, Kibepartaka, IKiaanBe

IIporpamHe 3a6e3rnevyeHHs, KOMITIOTepHa CUCTeMa, iHpopmalliiiHa TeXHOJIOTis, IPOAKTUBHE BUSIBJICHHSL.

2. Thesis for a degree of doctor of technical science, specialty 05.13.06 - Information Technologies (12 -
Information Technologies). - Ukrainian Academy of Printing of Ministry for Education and Science of Ukraine, Lviv,
2020. Today, cybercriminals are finding new ways to profit from businesses that are subject to extortion and a
profitable source of income for organized crime groups through private information stored and processed by
these institutions. Various types of cyberthreats are a powerful tool used by cybercriminals to commit harmful
acts. Cybercriminals are developing new ways to avoid modern methods of detecting attacks, so existing
approaches are unable to counter the increasing threat of attacks. The effects of cyberattacks are becoming more
dangerous and devastating. The described situation intensifies the development of new approaches that can
detect, prevent and mitigate cyber-attacks. It is very important to ensure stable operation of the computer system
under attacks. One way to solve this is to build resilient systems that are able to quickly recover and continue to
function in the context of attacks. In order to ensure the resilience of the computer system under attacks, it is
necessary to create models, methods and information technologies that would give such systems the ability to
anticipate, resist, and have the ability to recover from attacks. Keywords: resistance, cyber threat, cyberattack,
malware, computer system, information technology, proactive detection.
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