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1. MeTonu Ta Mozenb 6araTodakTopHoOi aBTeHTUdiKaLil B iHpOopMaLiiHO-KOMYHIKaLliMHUX CUCTEMAx Ha OCHOBI

HYJIbOBUX BOOAHUX 3HaKiB

2. Methods and model of multifactor authentication in information and communication systems based on zero
watermarks

Pedepar:

1. Tlogmy6Huit B. O. MeTomu Ta Mmopesi 6araTopakTopHoi aBTeHTUPiKalii B iHpopMaLilHO-KOMYHIKaLilHAX
CUCTEeMax Ha OCHOBI HyJIbOBUX BOJISIHMX 3HAKiB. — KBasi(ikauiitHa HayKoBa Ipals Ha paBax pykonucy. Jluceprauis
Ha 37100yTTs CTyIeHs fokTopa ¢inocodii 3a crienianbHicTio 125 Kibepbesneka — XapkiBCcbKuii HalliOHATbHUI
yHiBEpCUTET pajiioesneKTpoHiku MinicTepcTBo ocBiTu i Hayku Ykpainu, Xapkis, 2025. Jlucepraliiiiny po6oTy
IIPUCBSYEHO aKTyaJIbHill HAyKOBO-TEXHIUHIN Tpo6sieMi 6araTodakTopHOi aBTeHTU(IiKaLii B iHpopmaLiiiHO-
KOMYHIKal[iHUX cucteMax. Y poboTi 3aIIpOIIOHOBAaHO Mojielb 6araTodakTopHOi aBTeHTrUdiKallil 3aCHOBaHY 32
IIOTIOMOTOI0 YHIKaJIbHOTO METO/Y HYJIbOBOTO BOJISTHOTO 3HaKy Ha OCHOBI RGB-306paskeHb. 3pOCTaHHSI BaXKJIMBOCTI
aBTeHTU(IKaLlii Ta BIPOBAI>)KEHHSI HOBUX HOPMaTUBHUX BUMOT, CTaBUTh II€pe]] OpraHisalisimMu npobaemy Bu6opy
MeToziB 6araTodakTopHoi aBTeHTUdIKaLil. OfHUMY i3 (PaKTOPiB BUOOPY € BapTiCTh BIPOBAIKEHHS

6aratodaktopHoi aBTeHTUdiKaLLi, ii 3pyIHICTb, CTIKICTD 10 IOMUJIOK IIEPIIOTO Ta APYroro poxy. 3arporoHOBaHUN



MeToJ 6araroakTopHOi aBTeHTUPiKaLii MO>XKe OyTH BUKOPUCTAHMUH SIK aJIbTEPHATUBA iCHYI0OYMM METOAM Ta
aBTeHTUdIKaLlil, BMEHIIYIOYM KiJIbKICTb TOMUJIOK IpY aBTeHTUdIKaLlil B cCTeMaX 3 BUCOKUM piBHEM yMmiB. MeTa
IOCJTiI)KeHHS — 3MEHIIEHHsI [IOMUJIOK IIepIIOro Ta Jpyroro pony npu asreHTudikauii kopuctysadis B IKC msxom
BUKOPUCTAHHS MeToAly 6araTroakTopHOi aBTeHTH(DiKallii 3aCHOBAaHOMY Ha HYJIbOBOMY BOJSIHOMY 3HaKOBi. O0’'€KT
IOCJIiIPKEHH — Ipolecu 6araTodakTopHoi aBTeHTUdiKalii B iHpopmaliiiHO-KOMyHiKalillHuX mepexxax. [Ipeamer
IOCTiIKeHHS — MeToau 6aratodakTopHOi aBTeHTUdiKallii 3 BAKOPUCTAHHSM HYJIbOBUX BOJSHUX 3HAKIB.

2. Poddubny V. Methods and model of multifactor authentication in information and communication systems
based on zero watermarks. - Qualification scientific work in manuscript form. Dissertation for the degree of
Doctor of Philosophy in the specialty 125. Cybersecurity — Kharkiv National University of Radio Electronics,
Ministry of Education and Science of Ukraine, Kharkiv, 2025. The dissertation is devoted to the current scientific
and technical problem of multifactor authentication in information and communication systems. The work
proposes a model of multifactor authentication based on a unique zero watermark method based on RGB images.
The growing importance of authentication and the introduction of new regulatory requirements pose a problem
for organizations in choosing multifactor authentication methods. One of the factors in the choice is the cost of
implementing multifactor authentication, its convenience, and resistance to errors of the first and second kind.
The proposed multifactor authentication method can be used as an alternative to existing methods and
authentication, reducing the number of errors during authentication in systems with a high level of noise. The aim
of the dissertation is to reduce errors of the first and second kind when authenticating users in the ICS by using
the multifactor authentication method based on a zero watermark. The object of research is the processes of
multifactor authentication in information and communication networks. The subject of research is methods of
multifactor authentication using zero watermarks.
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