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Pedepar:

1. Y nuceprauii 31ilicHeHO KOMILJIEKCHE HAyKOBe JOCJIIIKEHHS: CTaHy aiMiHiCTpaTHBHO-IIPAaBOBOTrO 3a6€31e4eHHs
indopmariitHoi 6e3nexku B YKpaiHi B yMoBax eBpoiHTerpaltlii; OCHOBHUX IIPOGJIEM Ta IPOTUPIY aiMiHiCTPATUBHO-
[IPaBOBOrO 3abe3ne4yeHHs iH(popMaLifiHOi 6€3MeKy; IPOIO3ULLill Ta pEKOMEHIallil IO0A0 MOAAIBLIIOrO
BI,OCKOHAJIEHHSI aIMiHICTPaTUBHO-TIPABOBOTO 3a6e3ne4eHHs iHpopMaliiiHoi 6e3reku B YKpaiHi B yMoBax
eBpoiHTerpatii. Y pesysbpTaTi IpoBeLeHOro LOCiIKeHHsI COPMYJIbOBAHO Psifi HOBUX HAyKOBUX I10JIOKEHb Ta
BMCHOBKIB, 3aIIDOITOHOBAHMX OCOOUCTO IUCEPTAHTOM. B pesysibTaTi aHasizy 3MicTy iHpopMaliiiHOi 6e31eKu K

[penmeTa agMiHiCTPaTUBHO-TIPABOBOTO PETYJIIOBAHHA B IVCEPTALIMHOMY AOCIIKEHH] BULIIAIOTLCS HACTYIIHI



€JIEMEHTH, 110 BioOpaXkaloTh 3MICT aHAJII30BaHOI KaTeropii: 06’ekTu 3abe3nedyeHHs iHpopmaliiiHoi 6e3neku. B
Iycepralii KOHCTaTyEeThCS, 110 OCHOBHUMHU 06’'eKTamu iHpopmalliitHoi 6e3neKy, siKi 3a3Hal0Th BIJIMBY Ta
aJMiHiCTpaTMBHO-TIPABOBOI'O PETyJIIOBAaHHS i BUMaraloTb 3abe3ne4eHHs iXHbOoi 6e311eKH, BUCTYNAI0Th HallioHAJbHi
L[iHHOCTI Ta iHTE€pEeCH, OCKiJIbKY BOHA € CKJIQJITHUKOM HallioOHaJIbHOI 6e3nexku. Buxoasuu 3 1poro, ii 06’eKTamu €
Ilep>kaBa (30KpeMa, ii KOHCTUTYLiHMN J1afl, CYBEPEHITET, TEPUTOPiajibHA LiTiCHICTD, OMITUYHA, EKOHOMIYHA Ta
coljiajsibHa CTabi/IbHICTh, 3aKOHHICTb i IPABOIOPSIOK, MiXKHAPOIHE CIiBPOOITHULITBO TOII0); CYCIIiJIbCTBO
(memoxkparisi, KyJbTypa, AYXOBHO-ICTOPUYHA ClIafIIMHA, iHpOopMalliliHi pecypcH, CyCIlijibHA 3/1arosa, NoJIiTUYHA
CTa6iNbHICTb TOLIO); JIIOAUHA i FPOMASIHUH (KUTTS, 3M0POB’s, KyJIbTypa, Tpagulii Tomo). Ha 1yMKy qucepTaHTKy,
1€ BaXXJIVBE ITOHSTTS OXOIJIIOE IMPOKE KOJIO aCIEKTiB, 1110 CTOCYETHCS 3a3HAYEHUX 00 €KTIB 3a6e3re4eHHs
iHpopMaliiiHoi 6e3rneKu, MOB’A3aHUX i3 IPOollecaMy CTBOPEHHS, 301 PpaHHsl, 30epiraHHsi, 06pOOKH, BilOOpasKEHHS],
nepenaBaHHsl, PO3MOBCIOIPKEHHS], BUKOPUCTAHHS, 3HUILIEHHS Tolo iHdopmalii. B nucepraii HarosomyeTbcs, Mo
inpopmalliiiHa 6e3rneKa He 0OMEXYETbCS iCHYIOUMMU (PisMYHUMH IIPOLECAMU, SIKi MOXKYTb BifjOyBaTUCS 3
indopmariero. BoHa Bkitoyae sk KOHKpeTHY iHdopMalilo, Tak i iHpopmalliiiHi pecypcy, sKi € iIHCTpyMeHTaMuU JJ1st
CTBOpEHHS, 36MpaHHsl, 36epiraHHs Touo iHpopmauii. Kpim Toro, inpopmariiiHa 6e3nexa BKIOYaE€ METOAU U
MEXaHi3MH, 110 BUKOPUCTOBYIOTbCS 17151 3aXUCTy iH(popMalii Ta indpopmaniitHux pecypcis. TakuM YMHOM, 00’€KT
iHdopmaniitHoi 6e3neKky B paMKax agMiHICTPaTMBHO-TIPaBOBOIO PETyJIIOBaHHS € CKJIAHOIO i 6araTopiBHEBOIO
CHACTEMOIO, sIKa 00'eJHy€ LIiHHOCTI Ta iHTepeCH JIIOJHHU, CYCIIiJIbCTBA 11 JepkaBu 3 iHpopMaliieto, iHpopmaLiiHuMu
pecypcamMu, METOJIaMU, MEXaHI3MaMHU Ta 3ac00aMu 3a6e3IeueHHs iHPpopMaliliHoi 6e3eKH, o noTpedye
KOMILJIEKCHOTO PEryJIl0BaHHS B MeXKax aJMiHicTpaTuBHOro npasa. Kpim Toro, 3BepTaeThbes yBara Ha Cy0'eKTiB
3abe3nevyeHHs iHpopmaliitHoi 6e3neku. Cy6'ekTamu 3abesnedeHHs iHpopMmallifiHoi 6e3neky YKpaiHu € cuctema
Ilep>KaBHYX i Helep>)KaBHUX iIHCTUTYIIIM, a TAKOXX rPOMajisiH YKpaiHu 06'eJHAaHMX CIIJIBHOIO METOIO 10/I0 3aXUCTY
HallioHaJIbHUX iHTepeciB B iHPpopmMauiliHiil cepi. 3a3Buuail cy6'ekTH, sIKi 3a/1isHi B 3a6e3neyeHHi iHpopmaliitHoi
6e3rexy, YIIOBHOBaXXEHI 3aKOHOM Ha 3[iiiICHEHHSI BifIIIOBiIHOI isSIbHOCTI. ix palliOHaJIbLHO PO3IJISTATH SK LITiCHY
cucremy. Cy0'eKTU BifirpaloTh KJII0YOBY pOJib y CTBOPEHHI Ta NiATpUMIi cucTeMu iHpopMallifiHoi 6e3neku. BoHu
HECYTb BiZITIOBIIAJIbHICTD 32 PO3POOKY Ta aKTUBHY peasli3allilo 3aX0/liB, CIIPSIMOBAaHUX Ha 6e3MeKy iHdpopmauii Ta
iHpopmaLiitHuX pecypciB. BakanBo, 10 OKpeMi Cy6'€KTU He 0OMEXYIOThCS JIMLIE BifTIOBiaNbHICTIO 3a
iHdopmariiiny 6e3reKy, BOHA TaKO>XX MaloTh MOKJIUBICTb 37[{ICHIOBAaTH aMiHICTPaTUBHUI BIJIMB HA [IOPYIIHUKIB.
KiouoBi cyioBa: iHdopmMauiiiHa 6e3rexa, agMiHiCTpaTUBHO-TIPaBOBe 3a0€3I1€4Y€HHS, aiMiHICTpaTUBHO-IPaBOBA
(opMa, aIMiHICTPAaTMBHO-IIPABOBUI METO, 3aXUCT iH(popmauii, inpopmauiiini BigHOCUHHY, iHPOpMaLiiHa
noJsiTuKa, indopMariiiiHi 3arposu, Kibepbesmneka.

2. The dissertation provides a comprehensive scientific study of: the state of administrative and legal support of
information security in Ukraine in the context of European integration; the main problems and contradictions of
administrative and legal support of information security; proposals and recommendations for further improvement
of administrative and legal support of information security in Ukraine in the context of European integration. As a
result of the study, a number of new scientific provisions and conclusions were formulated, proposed by the
author. As a result of analysing the content of information security as a subject of administrative and legal
regulation, the dissertation identifies the following elements reflecting the content of the analysed category:
objects of information security. The dissertation states that the main objects of information security which are
subject to administrative and legal regulation and require ensuring their security are national values and interests,
since it is a component of national security. Based on this, its objects are the state (in particular, its constitutional
order, sovereignty, territorial integrity, political, economic and social stability, law and order, international
cooperation, etc.); society (democracy, culture, spiritual and historical heritage, information resources, social
harmony, political stability, etc.); human and citizen (life, health, culture, traditions, etc.). In the opinion of the
dissertation, this important concept covers a wide range of aspects related to the above-mentioned objects of
information security associated with the processes of creating, collecting, storing, processing, displaying,
transmitting, distributing, using, destroying, etc. information. The thesis emphasises that information security is
not limited to the existing physical processes that can occur with information. It includes both specific information
and information resources, which are tools for creating, collecting, storing, etc. In addition, information security



includes methods and mechanisms used to protect information and information resources. Thus, the object of
information security within the framework of administrative and legal regulation is a complex and multilevel
system that combines the values and interests of an individual, society and the state with information, information
resources, methods, mechanisms and means of ensuring information security, which requires comprehensive
regulation within the framework of administrative law. In addition, attention is drawn to the subjects of
information security. The subjects of ensuring information security of Ukraine are a system of state and non- state
institutions, as well as citizens of Ukraine united by a common goal of protecting national interests in the
information sphere. As a rule, the entities involved in ensuring information security are authorised by law to carry
out relevant activities. It is rational to consider them as an integral system. Entities play a key role in creating and
maintaining the information security system. They are responsible for the development and active implementation
of measures aimed at the security of information and information resources. It is important that individual entities
are not limited to being responsible for information security, they also have the ability to exercise administrative
influence on violators. The author states that legal restrictions are the most effective means of influence. These
restrictions include administrative rules governing the use and processing of information and relate to both
personal and property aspects. They give information security entities the right to impose sanctions and liability
measures on violators, which helps to ensure that information security is maintained at the appropriate level. This
influence is of different nature: preventive, by creating the impression of inevitable liability for information
security breaches; property, which provides for the withdrawal of a certain amount of money from the offender for
the actual breach of information security in favor of the state, etc. Keywords: information, information security,
information relations, legal regulation, national security, system, subjects, administrative and legal support,
administrative and legal form, administrative and legal method, information protection, information relations,

information policy, information threats, cybersecurity, cyberspace, cyber threat.
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