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Pedepar:

1. Y puceprauii 37iliCHEHO KOMIIJIEKCHE HAYKOBE JOCJIIKEHHS: CTaHYy aiMiHICTPaTUBHO-IPAaBOBOTO 3a0€3MeYEHHs
indopmauiitHoi 6e3nekn B YKpaiHi B yMOBax eBpoiHTerpallii; 0CHOBHUX IIpO6JIeM Ta IPOTUPId aMiHICTPaTUBHO-
MIpaBOBOro 3a6e3nevyeHHs iHGopMaIiiiHOI 6e3MeKu; MPOIo3ullill Ta peKOMEH Ialliil 010 TOAAbIIOTO
BJOCKOHAJIEHHS aMiHiCTpaTMBHO-IIPaBOBOrO 3abe3nedeHHs iHdpopMalLliiiHOi 6e3neKky B YKpaiHi B yMoBax
€BpoiHTerpaltii. Y pe3ysbTaTi pOBEIEHOr0 NOCAiTKeHHS C(POPMYIbOBAHO PSJi HOBUX HAYKOBUX MTOJIOKEHD Ta
BHCHOBKIB, 3a[IDOIIOHOBAHUX OCOOUCTO JuCEePTaHTOM. B pesysbrari aHamnisy 3micty iHpopmMauifiHOi 6e31eKu K
IpenMeTa aJMiHiCTPaTUBHO-TIPABOBOTO PETYJIIOBAHHA B JUCEPTALIMHOMY JOCIII)KEHH] BULIISAIOTHCS HACTYIIHI
€JIEMEHTH, 110 BioOpakaloTh 3MICT aHa/Ii30BaHOi KaTeropii: 06’ekTu 3ade3neyeHHs iHPpopmaliiiHoi 6e3nexku. B
Iyceprauii KOHCTaTyEeThCS, 0 OCHOBHUMHU 06’'eKTaMu iH(popmaniitHoi 6e3neKy, siki 3a3Hal0Th BIJIMBY Ta

aJMiHiCTpaTMBHO-TIPABOBOI'O PETyJIIOBAHHS i BUMaraloTh 3abe3redeHHs iXHbOoi 6e3l1eKy, BUCTYIAaI0Th HallioHAJIbHi



L[iHHOCTI Ta iHTepecH, OCKiJIbKM BOHA € CKJIAIHUKOM HallioHaJIbHOI 6e3reKku. Buxosyu 3 1poro, ii 06’ekramu €
IeprkaBa (30Kpema, ii KOHCTUTYLIHNI J1afi, CYBEpEHITeT, TepUTOpiajibHa LiiCHICTh, MOMITUYHA, EKOHOMIYHA Ta
coljiasibHa CTabi/IbHICTh, 3aKOHHICTb i IPABONOPSIOK, MiXXHAPOIHE CIiBPOGITHULITBO TOIL0); CYCIIiJIbCTBO
(memoxkparisi, KyJbTypa, AyXOBHO-iCTOPUYHA CIAJMMHA, iHOpMaLliliHi pecypcH, CyCIIijIbHA 3/1arojia, NoJIiTUYHA
CTabiJIbHICTh TOIIO); JIIOAMHA i TPOMAISHUH (KUTTS, 3I0POB’S, KyJIbTYpa, TpaauLii Tomo). Ha IymMKy AucepTaHTKy,
1€ BaXXJIUBE ITOHSTTS OXOIJIIOE IMPOKE KOJIO aCIEeKTiB, 1110 CTOCYEThCS 3a3HaY€HUX 00 €KTIB 3a0e3le4eHHs
iHopmauiitHoi 6e3neKy, IOB'I3aHUX i3 TPOLleCaMy CTBOPEHHS, 30MpaHHsl, 306epiraHHs, 06po6KH, BifoOpakeHHH,
nepefaBaHHsl, PO3NOBCIOIPKEHHS], BUKOPUCTAHHS, 3HULIEHHS Tolo iHdopmalii. B nuceprauii HarosomyeTbcs, Mo
indopmaniitHa 6e3rnexa He 06MeXYeTbCS iCHYyI0UMMHU (Di3SMYHUMU MIPOLIECaMHU, SIKi MOXYTb BilOyBaTUCH 3
iHdopmatiiero. BoHa Bkitovae sk KOHKpeTHY iHdopMallilo, TaK i iHpopmalliiiHi pecypcy, sKi € iIHCTpyMEHTaMHU JJ1st
CTBOpEHHS, 36MpaHHs, 306epiraHHs Touo iHpopmauii. Kpim Toro, inpopmariiiHa 6e3mexa BKIOYa€ METOAU 1
MEXaHi3MH, 110 BUKOPUCTOBYIOTbCS [71s1 3aXUCTYy iH(popMalii Ta indpopmaniitHux pecypcis. TakuM YMHOM, 06’€KT
indopmariitHoi 6e3neKky B paMKax agMiHICTPaTMBHO-TIPaBOBOIO PETyJIIOBaHHS € CKJIAIHOIO i 6araTopiBHEBOIO
CHACTEMOIO, sIKa 00'eJHy€ LIiHHOCTI Ta iHTepeCH JIIOJMHHU, CYCIiJIbCTBA 11 JiepKaBu 3 iHpopMaliieto, iHpopMaLinHuMu
pecypcamu, MeToaMU, MeXaHizMaMu Ta 3aco6amu 3abesneyeHHs iHPpopmMaliiiHoi 6e3neKy, 1o noTpedye
KOMILJIEKCHOTO PETyJIIOBaHHS B MeKax afgMiHicTpaTuBHoro rpasa. Kpim Toro, 3BepTaeThcs yBara Ha Cy0’eKTiB
3abe3nevyeHHs iHpopmaliitHoi 6e3neku. Cyb'ekTamu 3abe3rnedeHHs iHpopMallifiHOi 6e3neky YKpaiHu € cucteMa
Iep>KaBHYX i HeIeP>)KaBHUX iIHCTUTYLIiM, a TAKOXX POMaJIsSiH YKpaiHu 06'e€JHAHUX CIIJIBHOIO METOIO 1010 3aXUCTY
HallioHaJIbHUX iHTEpeciB B iHPpopmMaLiliHiil cepi. 3a3Buuait cyd'ekTH, SIKi 3a/1isiHi B 3a6e3neyeHHi iHpopmaliiiHoi
0e3reKy, YIIOBHOBaXXEH] 3aKOHOM Ha 3/1iiiICHEHHSI BiJJIIOBiIHOI [isIIbHOCTI. Ix paLliOHaJILHO PO3IJISIIATH SK LITiCHY
cucremy. Cy0'eKTU BifirpaloTh KJII0YOBY POJib y CTBOPEHHI Ta NiATpUMIi cucTeMu iHpopMallifiHOi 6e3neku. BoHu
HeCYTb BiJIIOBiZa/lIbHICTb 32 PO3POOKY Ta aKTUBHY peaisallilo 3aX0/iB, CIIPSIMOBAaHUX Ha 6e3neKy iHpopmalii Ta
iHdopmaniitHux pecypcis. BaxnBo, 110 oKpeMi Cy0’eKTH He 0OMeXYIOThCS JINLIE BiIOBiAaIbHICTIO 32
iHopmaliiiny 6e31eKy, BOHA TaKO>XX MalOTh MO>KJIUBICTb 3[{ICHIOBaT/ aJMiHICTPaTUBHUI BIJIMB HA [IOPYIIHUKIB.
KimouoBi cioBa: iHdopMauiiiHa 6e3exa, agMiHiCTpaTUBHO-TIPABOBE 3a0€31€4€HHS, aiMiHICTPaTUBHO-IPAaBOBA
dopma, aiMiHICTpaTUBHO-TIPABOBUI METO, 3axUCT iHpopmaunii, inpopmaniitni BinHOCHHY, iHDOpManiiiHa
nosiTuKa, indopMmariiiiHi 3arposu, Kibepoesmnexa.

2. The dissertation provides a comprehensive scientific study of: the state of administrative and legal support of
information security in Ukraine in the context of European integration; the main problems and contradictions of
administrative and legal support of information security; proposals and recommendations for further improvement
of administrative and legal support of information security in Ukraine in the context of European integration. As a
result of the study, a number of new scientific provisions and conclusions were formulated, proposed by the
author. As a result of analysing the content of information security as a subject of administrative and legal
regulation, the dissertation identifies the following elements reflecting the content of the analysed category:
objects of information security. The dissertation states that the main objects of information security which are
subject to administrative and legal regulation and require ensuring their security are national values and interests,
since it is a component of national security. Based on this, its objects are the state (in particular, its constitutional
order, sovereignty, territorial integrity, political, economic and social stability, law and order, international
cooperation, etc.); society (democracy, culture, spiritual and historical heritage, information resources, social
harmony, political stability, etc.); human and citizen (life, health, culture, traditions, etc.). In the opinion of the
dissertation, this important concept covers a wide range of aspects related to the above-mentioned objects of
information security associated with the processes of creating, collecting, storing, processing, displaying,
transmitting, distributing, using, destroying, etc. information. The thesis emphasises that information security is
not limited to the existing physical processes that can occur with information. It includes both specific information
and information resources, which are tools for creating, collecting, storing, etc. In addition, information security
includes methods and mechanisms used to protect information and information resources. Thus, the object of
information security within the framework of administrative and legal regulation is a complex and multilevel
system that combines the values and interests of an individual, society and the state with information, information



resources, methods, mechanisms and means of ensuring information security, which requires comprehensive
regulation within the framework of administrative law. In addition, attention is drawn to the subjects of
information security. The subjects of ensuring information security of Ukraine are a system of state and non- state
institutions, as well as citizens of Ukraine united by a common goal of protecting national interests in the
information sphere. As a rule, the entities involved in ensuring information security are authorised by law to carry
out relevant activities. It is rational to consider them as an integral system. Entities play a key role in creating and
maintaining the information security system. They are responsible for the development and active implementation
of measures aimed at the security of information and information resources. It is important that individual entities
are not limited to being responsible for information security, they also have the ability to exercise administrative
influence on violators. The author states that legal restrictions are the most effective means of influence. These
restrictions include administrative rules governing the use and processing of information and relate to both
personal and property aspects. They give information security entities the right to impose sanctions and liability
measures on violators, which helps to ensure that information security is maintained at the appropriate level. This
influence is of different nature: preventive, by creating the impression of inevitable liability for information
security breaches; property, which provides for the withdrawal of a certain amount of money from the offender for
the actual breach of information security in favor of the state, etc. Keywords: information, information security,
information relations, legal regulation, national security, system, subjects, administrative and legal support,
administrative and legal form, administrative and legal method, information protection, information relations,

information policy, information threats, cybersecurity, cyberspace, cyber threat.
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