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V. BimomocTi npo guceprauiio

Mosga guceprarii:

Koau TemaTHYHHUX PYOpPHK: 50.37.23

Tema gucepranii:

1. BaxuineHa cucremMa TeXHIYHOI MifTPUMKU IIPOLECIB JUCTAHLIMHOTO BOJIEBUSIBIICHHS

2. Secure system of technical support of processes of remote expression of will

Pedepar:

1. Inceprauiiina po60oTa IpUCBsIYeHa TEXHIYHOMY 3axucty iHdopmauii (T3]) y pamkax cucTemMu IUCTaHIiHOTO
BosieBUsBieHHs (CIIB), o rapaHTye 30€pe>KeHHs TAEMHHULLL T0JIOCIB Ta 3abe3Mevyye CBOOOAY BOJIEBUSBIICHHS B
YMOBax a/IMiHICTPaTUBHOTO TUCKY. BusiBieHO «cy1abki Micis» y 3axucTi icHyrounx CIIB, 30kpema cnenudidHi
3arposu A1 iHpopmaliii, BifiCyTHICTb IPOTUil KOTPUM IIiiprBae NOBIpy rpoMasiH 1o ii «uecHoi» poboTH.
BusHaueHO MOXUIMBOCTI Ta LJIIXU HENTpanisalii nux «caadokux micup». [Tooygosano mogesns CIIB, y sIKiil 3aBAsIKU
BBEJIEHHIO HEOOMEKEHOI KiJIbKOCTi KOPUCTYBayiB 3 TpaBaMU JOCTYIYy Ha O3HAaOMJIEHHS 3 yCiMa (aiisamu i
IIpolecaMy Ha cepsepi, asie 6e3 mpaBa Ha Oyap-sKy Moaudikaliio, 3abe3nedeHa MOKIIMBICTh BUSIBJIEHHS BCiX
NOPYILIEHb NOJIITUKY 6e3I1eKH 1010 1i1iCHOCTI pe3yJbTaTiB BOJIEBUSIBJIEHHS Ta KOHDiNEHLIMHOCTI r0JI0CiB B yMOBaxX
HEeJIOBipU [I0 BCixX 6€3 BUHSATKY 0Ci0, 1110 6EPYTh y4acThb y po3po0lli, CTBOPEHHI Ta 06cayroByBaHHi CIIB.
3anpornoHOBaHO YIOCKOHAIEHNI METO], 3aX1IeHOTO OOMiHY JaHNMU Yepe3 [HTepHeT, IKUi 3B KU

BHMKOPHCTaHHIO BUIAJIKOBUX GITOBUX IIOCJIIOBHOCTE! Ta CyMiCHOro 3acTocyBaHHs mudpy BepHama i anropurmy



Iuddi-T'ennmana 3 napameTpamu, O rAPAHTYIOTh CTIMKUI 3aXUCT JAHUX, i 3aBISKY 30€pEXXEHHIO BiiCTaHi
enuHOCTI 3rifHo 3 K. [lleHHOHOM, 3a6€311e4yI0Th (POPMaIbHO OOI'PYHTOBaHY HEMOJKJIMUBICTh TOPYILEHHS

KOH(QifEeHiTHOCT] JaHUX B KaHaJIi 3B'SI3KY.

2. The dissertation is devoted to the technical protection of information within the remote voting system (RVS),
which guarantees secrecy of votes and ensures freedom of expression of will in conditions of administrative
pressure. "Weaknesses" are identified in the protection of existing RVS, including specific threats to information,
the lack of counteraction which undermines the trust of citizens in its "honest" work. The possibilities and ways of
neutralizing these "weaknesses" are determined. The model of the RVS was constructed, which, by introducing an
unlimited number of users with access rights to reviewing all files and processes on the server, but without the
right of any modification, was able to detect all violations of the security policy regarding the integrity of the
results of the expression of will and the confidentiality of votes in conditions of distrust to all, without exception,
persons involved in the development, creation and servicing of the RVS. An improved method of secure data
exchange over the Internet is proposed, which, due to the use of random bit sequences and the coherent
application of the Vername cipher and the Diffie-Hellman algorithm with parameters that guarantee the stable
data protection, and, due to the preservation of the distance of unity according to K. Shannon, provide a formally
grounded impossibility of violation confidentiality of data in the communication channel.
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