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6e3MeKu JiepKaBu

2. Models and methods for identifying key nodes of social networks to ensure the information security of the state

Pedepar:

1. Y nuceprauii po3B’si3aHO akTyajibHEe HayKOBE 3aBIAHHS, 110 MOJISITa€ B po3po61i Mozesielt i MeToiB ineHnTudikarii
KJIIOYOBUX BY3JIiB y COLIiaJIbHUX Mepeskax 3 METOIO MiiBUILleHHS piBHSA iHQopMaLiliHOi 6e3reKy JepikaBu. 3Baxaiouu
Ha CTPIMKUI PO3BUTOK LIM(PPOBUX TEXHOJIOTIH, COLliabHI MepesXi IepeTBOPUINCS 3 IIIIaTGOPMU OCOOUCTO]
KOMYHiKallii Ha r106a1bHU iHCTPYMEHT MacOBOTO BILJIMBY, 10 OXOILJIIOE MiJIbIOHU KOPUCTYBAUiB y peaJIbHOMY 4aci.
Ix postb B cydacHOMY iHdOpMalIiiiHOMY TPOCTOpI MOJISITae He JIIIe B Tiepeiadi MOBiOMIEHD, a i Y popMyBaHHI
CYCIIiJIbHOI IyMKH, 3yMOBJIEHI SIK IPUPOSHAMU MEXaHi3MaMU B3a€MOJii KOPUCTYBaYiB, TaK i aJIrOpUTMaMU
[I€pCOHAJI30BaHOI BUIA4i KOHTEHTY. AJITOPUTMIiYHI CTPiYKM HOBUH, ME€XaHi3MU PEKOMEHAAlli, a TAKOXK (PYHKIIii
PENoCTiB i BIOJ06aHb CTBOPIOIOTh CIPUSTIIMBI YMOBU /17151 CTPIMKOTO ITOIIMPEHHS SIK IPABIUBOI, TaK i XUOHO]

iHpopmarii. Y moeHaHHi 3 ICUXOJIOTIYHUMY eeKTaMU, TAKUMU SIK eMOIIiliHe 3apaskeHHs, e(DEeKT MigTBePIKeHHS



ab0 rpyrnoBOro MUCJIEHHS, lie CTBOPIOE BUCOKUI PU3UK MACOBUX iH(POPMALilTHNX BUKPUBJIEHb. Y KOHTEKCTI
ribpuIHMX 3arpo3 i TpMBaYUX iHPOPMaLiiHUX BiliH Taki 0cO6IMBOCT] (PYHKLIOHYBAaHHS COLiaJIbHUX IIJ1aTHOPM
pOO6JIATE iX HaJI3BMYaHO BPa3/IMBUMMU J10 3JI0BXXUBAHb — [1JIsS1 MAHINyJ IS TPOMAJICbKOIO IYMKOIO, IiApUBY
CYCIiJIBHOI CTabILHOCTI, @ TAKOX 3[iiICHEHHSI 11iJIeCIIPSIMOBAHUX KaMIaHil gesiHndopmauii. B po6ori Bnepe
3aIIPOIIOHOBAHO METO/ aHaJli3y CUHXPOHI3alii iHdpopMaLiliHKX IPOIECiB y coLiaJibHUX Mepeskax Ha OCHOBI 6a30BOi
mozerni KypaMoTo 3 ypaxyBaHHSM iHOUBiAyanbHOI CIPUMHSTIANBOCTI KOPUCTYBAYiB Ta CUJIM 3BS13KiB MixK HUMH, 1110

IO3BOJISIE MOZEJIIOBATH KOJIEKTUBHI e(eKTH iHpopMaLiliHOI JUHAMIKY.

2. The dissertation addresses a current scientific challenge, namely the development of models and methods for
identifying key nodes in social networks in order to enhance the level of national information security. Given the
rapid advancement of digital technologies, social networks have evolved from platforms for personal
communication into global tools of mass influence, encompassing millions of users in real time. Their role in the
modern information space extends beyond message transmission to the shaping of public opinion, driven both by
natural user interaction mechanisms and algorithmic content personalization. Algorithmic news feeds,
recommendation systems, as well as features like reposting and liking, create favorable conditions for the rapid
dissemination of both accurate and false information. Combined with psychological effects such as emotional
contagion, confirmation bias, or groupthink, this significantly increases the risk of widespread informational
distortions. In the context of hybrid threats and ongoing information warfare, such functional features of social
media platforms make them highly vulnerable to misuse—for manipulating public opinion, undermining social
stability, and conducting targeted disinformation campaigns. This work introduces, for the first time, a method for
analyzing the synchronization of informational processes in social networks based on the classical Kuramoto
model, taking into account users’ individual susceptibility and the strength of connections between them. This
enables the modeling of collective effects within information dynamics.
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