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Pedepar:

1. AktyanpHicTp focrimkenHs. B ymoBax crpimkoro po3sutky Industry 4.0 ta nudposizauii 1oricThyHUX IpOLECiB
BMHUKA€E rOCTPa HEOOXiIHICTb BUPIlIEHHSI KPUTUYHUX [TPO6JIeM O6e3IeKu JaHUX y CydyacHUX iHpopmMalitHux
cucremax. TpaguuifiHi eHTpai30BaHi apXiTeKTypU JIOTICTUYHUX iHPOPMALiTHUX CUCTEM I€MOHCTPYIOTb CyTTEBI
0OMEe>KeHHSI IpYU POOOTi 3 I7106aIbHUMHU JIAHLIIOKKAMU [T0CTaYaHHS, BKJIIOYAI0UY BiZICYyTHICTh €(DeKTUBHUX
MexaHi3MiB Bepudikallii JaHuX, HEJOCTATHIO MMPO30PiCTh, BPA3IUBICTh A0 KibepaTak Ta CKJIAIHICTh 3a6e3redeHHs
inicHocTi iHpopMalii. MeToro poboTH € MifBUILEHHS PiBHS 6e31eKU Ta €(PeKTUBHOCTI yIIPaBJliHHS JaHUMU Y
JIOricTUYHUX iHOPMaLiIHUX CUCTEMAX IJISIXOM PO3POOKM METOAY 3abe3MeYeHHs! TOCTOBIPHOCTI Ta UiJIiCHOCTI Ha
OCHOBI TexHoJI0Tii 6710KYeiiH. HaykoBa HOBM3HA OJiepKaHUX Pe3yJbTaTiB - Briepiie po3po6yieHO HOBY MOZIEJIb
OIIiHKM 3arpo3 6e3lelli B JIOTiCTUYHUX iHpOopMalliflHUX CUCTEMAX, sIKa BpaxoBye creludiky 6s10K4eiiH-apXiTeKTypu
Ta 6a3yeThCsl HA KOMILJIEKCHOMY aHali3i Bpa3jnBOCTEH, IO JO3BOJINIIO PO3MUPUTU MOKIMBOCT] BUSBJIEHHS
MOTEHL[{HMX aTaK Ta MigBUIIATYA TOYHICTh OLiIHKY PU3UKIB B yMOBax po3IofinieHoi 06pobku naHux. - Bnepie

3aIIPOIIOHOBAHO OPUTiHAJIILHUM METO], 3a6e3Ie4eHHs JOCTOBIPHOCTI JaHuX, 110 I'PYHTYETHCS HA YIOCKOHAJIIEHUX



IepeBax Mepkiia Ta IHTEJIEKTyaJIbHUX CMAPT-KOHTPAKTAX, SIKUM [JO3BOJIMB CYTTEBO MiABUILIVUTU PiBEHb 3aXUIIEHOCTI
CHCTEMHU, aBTOMAaTU3yBaTH NpoLecu Bepudikanii Ta 3ab6e3neynTy HE3MIHHICTb JaHUX Y JIAHIIIOKKY [10CTaYaHHSI. -
OTpumas Nojasbllivii pO3BUTOK Npoliec Bepudikallii TpaH3aKLiil y po3NoiIeHUX JIOTICTUYHUX CUCTEMAxX Ha OCHOBI
6araTopiBHEBOi cucTeMu KpunrorpadiyHUX MEXaHi3MiB, 110 JO3BOJIMJIO 3HAYHO MiABUIIUTY HATiNHICTb epenadi
IAaHUX MK yYaCHMKaMU, MiHiMi3yBaTU pM3MKU HECAHKLiOHOBaHOI Moauddikanii inpopmaliii Ta 3abe3neunTtu
IIPO30PiCThb onepauiil. - YI0CKOHAJIEHO MEXaHi3MU KOHTPOJIIO OCTYIY [0 AAHUX LIJIIXOM BIIPOBA/KEHHS
iepapxidyHoOi cuCcTeMU CMapT-KOHTPAKTIB Ta KpUNTOrpadiuHUX TOKEHIB, 10 PO3MINUPUIIO MOKIMBOCTI THYYKOIO
yIIpaBJIiHHS [TpaBaMy KOPUCTYBAUiB, MiIBUMINIIO aJANTUBHICTh CUCTEMU Ta 320€31€e4nJI0 HATiHY 307151110
KOHQineHUiHuX faHuX. - PO3BUHYTO MeTOIM 3aXUCTy iHPOPMAaLiiHUX [TOTOKIB Y JIOTICTUYHUX CUCTEMax 3a
PaxyHOK BIIPOBAJP)KEHHSI ME€XaHi3MiB IPOaKTUBHOI'O MOHITOPUHTY 6JI0KY€H-TPaH3aKLil, 110 JO3BOJIUJIO CBOEYACHO
BUSIBJISITH CIIPOOYM HECAHKI[JOHOBAHOTO NOCTYITY Ta MiBUIINATY 3arajbHUI piBeHb 6e3MeKu cucteMu. 3a
pe3yJIbTaTaMU JOCJiIPKEHHS PO3p006JIeHO: - Moiesib BUSIBJIEHHS aKTyaJIbHUX 3arpo3 6e3reli B JIOTICTUYHUX
iHdopmaniiiHux cucTeMax, 10 BpaxoBye creludiky 6710K4eH-apXiTeKTypy Ta 6a3yeThCsl HA KOMIIJIEKCHOMY
aHaJisi BpasnuBocTell; - MeToJ 3a6e3red4eHHsI JOCTOBIPHOCTI JaHMX Ha OCHOBI yIOCKOHAJIEHUX JiepeB Mepkiia Ta
iHTeJIeKTyaJIbHUX CMapT-KOHTPAKTiB. Pe3ysIbTaTi JOCIiIPKEHHS MOXKYTh OYTY BUKOPUCTaHI IIPYU MPOEKTYBAHHI Ta
MogepHizauii inpopmaniiiHux cucteM y cdepi JOriCTUKY, YIIPaBJIiHHS JaHII0)KKaMU TIOCTaYaHHSI Ta IHIINX rajly3sax
3 pO3MOiNIeHOI 0OPOOKOI0 TaHUX, 10 CIPUATUME MiBUIIEHHIO 3arajbHOi e(eKTUBHOCTI Ta 6€3MeKU JIOTiCTUYHUX
onepauiil B ymoBax LU posoi TpaHcpopMallii npoMucaoBocTi. Kito4oBi ciioBa: 6J10K4€lH, JIOTiCTUYHI
indopmaniitHi cucremu, CMapT-KOHTPAKTH, MOJI€Jib, Oe3eKa JaHUX, METOJ, JIAHII0XKKH II0CTavYaHH4, JepeBa
Mepkina, uudpona Tpanchopmaliis, kpunrorpadidyHi MeToau, po3noijieHi CucTemMu.

2. In the context of rapid Industry 4.0 development and digitalization of logistics processes, there is an urgent need
to address critical data security problems in modern information systems. Traditional centralized architectures of
logistics information systems demonstrate significant limitations when working with global supply chains,
including the absence of effective data verification mechanisms, insufficient transparency, vulnerability to
cyberattacks, and complexity in ensuring information integrity. The objective of this work is to enhance the level of
security and efficiency of data management in logistics information systems by developing a method for ensuring
authenticity and integrity based on blockchain technology. Scientific Novelty of Obtained Results - First
development of a new security threat assessment model for logistics information systems that considers the
specifics of blockchain architecture and is based on comprehensive vulnerability analysis, which expanded the
capabilities for detecting potential attacks and improved risk assessment accuracy in distributed data processing
conditions. - First proposal of an original data authenticity assurance method based on enhanced Merkle trees and
intelligent smart contracts, which significantly improved system security level, automated verification processes,
and ensured data immutability in the supply chain. - Further development of transaction verification processes in
distributed logistics systems based on a multi-level system of cryptographic mechanisms, which significantly
improved data transmission reliability between participants, minimized risks of unauthorized information
modification, and ensured operation transparency. - Enhancement of data access control mechanisms through
implementation of a hierarchical system of smart contracts and cryptographic tokens, which expanded flexible
user rights management capabilities, increased system adaptability, and ensured reliable isolation of confidential
data. - Development of information flow protection methods in logistics systems through implementation of
proactive blockchain transaction monitoring mechanisms, which enabled timely detection of unauthorized access
attempts and improved overall system security level. The dissertation work is devoted to problems of ensuring
data authenticity and integrity in logistics information systems based on blockchain technology. Based on research
results, the following were developed: - A model for identifying current security threats in logistics information
systems that considers blockchain architecture specifics and is based on comprehensive vulnerability analysis; - A
method for ensuring data authenticity based on enhanced Merkle trees and intelligent smart contracts. Research
results can be used in designing and modernizing information systems in logistics, supply chain management, and
other industries with distributed data processing, which will contribute to improving overall efficiency and
security of logistics operations under industrial digital transformation conditions. Keywords: blockchain, logistics



information systems, smart contracts, Merkle trees, model, data security, method, supply chains, digital
transformation, cryptographic methods, distributed systems.
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