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Pedepar:

1. Y nuceprauii BUpiLIy€eThCS HAYKOBE 3aBHAHHS, SIKE€ CTOCYETHCS MiBUILEHHS LIiyIiCHOCTI BifleoiHpopmMaLiiiHOro
pecypcy [jis 331aHOT0 4acy Moro JOCTaBKY B CUCTEMI KPUTUYHOI iHPPaCTPYKTypy B yMOBax Jii KibepaTax.
Po3rngpaioTbcs icHyoui MeToau npoTuii kKibeparakam. CTBOPIOETbCS METOJ, MiJIBUILLLEHHS LiJliICHOCTI
BizeoiHpopmallii Ha OCHOBI CTPYKTYpHO-€HTPOMIMHOIO CJIOTYBAHHS [1apX KOMIIOHEHT TPaHC(OPMAHTH, 110
BpaxoBye: 1) BUSBIIEHHS CTPYKTYPHO-CTaTUCTUYHOI 3aJIE5KHOCTI MiXK €JIEeMEHTaMU Tlapy KOMIIOHEHT TPAaHC(POPMAHT
Ta PO3MIllleHHSs B CTapIlli po3psiAy CJOTY Cay>k60B0i iHpopMallii Ipo Jiana3oH BaroBoro KoegiuieHTa, oro
3HQUEHHSI Ta HASIBHICTb HYJILOBUX €JIEMEHTIB B KOJJOBaHil Napi; 2) Ipy BUKPUBJIEHH] CJIOTY IOMUJIKA BiJHOBJIEHHS
11apy KOMIOHEHT TPACH(POPMAHTH JIOKaJIi3y€eThCsl 06JIACTIO 3HaY€Hb BaroBOro KoedillieHTa Ta BUKJIIOYAEThCS
CIIOTBOPEHHSI PELITH IIap KOMIIOHEHT TpaHCcPopmaHTH. [1oKa3yeThCs, O JOCAra€ThCs MiABUILEHHS LiJIiICHOCT i
3MEHIIEHHS1 4acy JOCTaBKU PeCypCy IpYU BUKOPUCTaHHI iH(pOpMaLifHUX TEXHOJIOTIN IPOTUIii KibepaTak s

cucTeM KPUTUYHOI iHPPACTPYKTYypH B yMOBaX NPUCYTHOCTI BIMBYy DDoS-arak.



2. The dissertation solves the scientific problem, which concerns the video resource integrity increase for a given
time of its delivery in the critical infrastructure system under the cyberattacks conditions. Existing counteracting
cyber attacks methods are considered. The video information integrity increasing method is created on the
transform components pair structurally-entropy slotting basis, which takes into account: 1) the identification of
the structural and statistical relationship between the components pair elements and the placement in the slot
first digits the service information of the coded pair; 2) in the case of the slot distortion, the error is localized by
the area of weight coefficient values. The integrity increasing and the delivery time reducing of the resource
through the use of information technology counteract cyber attacks for critical infrastructure systems in the
presence of the impact of DDosS attacks is shown.
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