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Pedepar:

1. MeTom0 nucepTaniiHoOi poOOTH € MiJIBUILIEHHS 3aBa03aXUIIEHOCTI CUCTEM Palio3B’I3Ky B YMOBaX KOMILJIEKCHOTO
BIUIUBY JecTabinisyrounx (GakTopiB HA OCHOBI iHTEJIEKTYaJIbHOTO YIPABJIiHHS iX 3ac06aMu 3aBafi03aXUCTy. Y paMKax
BHMKOHAaHUX JIOCJII>KeHb OTPUMAHO TaKi HayKoBi peaysbTaTy: 1. OGIpyHTOBaHI Ta PO3BUHYTI IIOJIOKEHHS
CHACTEMHOTO MiJX0Ay 10 BUPillleHHs MPO6JIeMHU iHTeJIEKTyaIbHOTO YIIPaB/IiHHS 3aco6amu 3aBago3axucty CP3
CIIELIiaJIbHOTO NIPU3HAYEHHS: 3IilICHEHO OOI PYHTYBaHHS IPUHIMIIIB [100YI0BU iHTEJIEKTYyaJIbHAX CUCTEM
yIIpaBJIiHHS CUCTEMAaMU Paflio3B’s13Ky CIlelliaJIbHOrO IPU3HAYEHHS; IPOBeeHa Kuacudikallig 3anad
iHTeJIeKTyalIbHOTO YIIpaBJIiHHS 3acobamu 3aBasiozaxucty CP3; po3pobsieHa cxema CUCTEMHOIO aHasli3y i CUHTe3y
METO/IiB iHT€JIEKTYaJIbHOTI'O yIIPaBJliHHA 3acobamu 3aBafo3axucty CP3; cpopmysiboBaHa MeTa (PYHKLIOHYBAHHS
nizcrcTemMu iHTeeKyTalbHOTO YIIpaBiHHA 3aco6amu 3aBafo3axucty CP3, o6rpyHTOBaHi NIpMHLUIY ii T06YL0BH i

CTPYKTYypa; OOIPyHTOBAaHi eTany BUpilleHHs IPo6JieMHU PO3POOKU METO0JIOTI] iHTeJIeKTyalbHOTO YIIPaBJIiHHS



3acobamu 3aBafo3axucty CP3; BU3HaUYeHi BUMOTU IO METO/IB yrpasiiHHs B CP3 creniaJibHOro NpU3HaYeHHS;
MpOBeieHa JeKOMITO3UIIisl PillleHHs AaHOoi MPOo6aeMy Ha 3aBIaHHS B 3aJIEXKHOCTI Bifl CUTHAJIbLHOI Ta 3aBafOBOi
obctaHoBkY B CP3 Ta HasiBHOCTI iHpopmalii npo il cucreMu paiioesleKTPOHHOrO IpUAYLIEHHS. 2. 3aIpolIOHOBaHA
HOBAa HayKOBa KOHIEMIist opraHisaliii B3aemozii monesneil eJleMeHTiB CuCTeM Paflio3B’si3Ky CIleliaIbHOro
npusHadeHHs. PopmanizoBaHo onuc npouecy GyHKIIOHYBAaHHS CUCTEMU Pa/lio3B'I3Ky CIIeliaIbHOTO IIPU3HaAYeHHS
B YMOBaX CKJIQJHOI paZiioeIeKTPOHHOI OO6CTAaHOBKU. 3. 3aIIPOIIOHOBaHI Moesli QYHKIIOHYBAaHHS CUCTEM
Pazio3B’s13Ky Ha Pi3HUX PiBHAX B3a€MOJi BIIKPUTUX CHUCTEM, SIKi JO3BOJISIIOTH [IOCJIJOBHO 3[[iHCHUTHA KOMIIJIEKCHY
OIIiHKY CTaHy CUCTE€MHM pafio3B’sI13KY CIIeLiaJIbHOTO IIPU3HAYEHHS: MATEMaTUIHA MOJIEJIb OLiHKY pajiioeJIeKTPOHHO]
00CTaHOBKY CHCTEM Palio3B’a3Ky CIIelialbHOTO IPU3HAYEeHHS; MOJIeJIb OL[iHKY CTaHy CUCTEM pallio3Bs13KY
CIIeLliaJIbHOTO NPU3HAY€HHS B YMOBAX KOMILJIEKCHOTO BIJIUBY JeCTabiylisyrounx (pakTopis Ta MaTeMaTHYHa MOJIeJlb
3aXUCTy CUCTEM Palio3BsI3Ky CIleLiaIbHOTO NPU3HAYEHHS B yMOBaX KOMIIJIEKCHOTO BILIUBY AECTabilizylounx
daxTopiB. 4. Po3po6sieHo BIiepuie MaTeMaTUIHY MOJIeJb OLiHKYU PalioeJIeKTPOHHOI 06CTAaHOBKY CUCTEM
Pazio3B’s13Ky CcreliabHOro IPpYU3HAYeHHS. YJOCKOHAJIEHO MOIeJIb OL[iHKY CTaHy CUCTEM Pafio3B’si3Ky CIeLiabHOro
IIPM3HAYEHHS B yMOBaX KOMIIJIEKCHOTO BIUIMBY JeCcTabinidyounx ¢pakropis. Po3pobseHo Brepuie MaTeMaTUIHy
MOJIeJIb 3aXUCTy CUCTEM PaZio3B'sI3Ky CIelialbHOTO IPU3HAYEHHS B yMOBaX KOMILJIEKCHOT'O BILIUBY
IecTabinizyrounx pakTopis. 5. 3aIIPOIIOHOBAHO CYKYIIHICTh HOBMX METOZIB OL[iHIOBaHHS CTaHy CUCTEMU
Pazio3B’s13Ky CIeliaIbHOro IPYU3HAYE€HHS B yMOBaX CKJIaAHOI pPaflioeIeKTPOHHOI 0OCTaHOBKU. 6. YIOCKOHAIEHO
METOJI, OLiHKU PaJioeJIeKTPOHHOI O6CTAaHOBKM CUCTEM Pajlio3B’13Ky CII€LliaIbHOTO IpU3HaYeHHs. HabyB
[IOJAJIbIIOrO PO3BUTKY METO/, OLIIHKU Ta IIPOrHO3yBaHHA cTaHy CP3 gKuil Bifpi3HAETLCA Bifl BilOMUX
BHUKOPHCTaHHSIM HOBOT'O THITY HEUITKUX KOTHITUBHUX TEMIIOPAJIbHUX MOJleJIel], OpiEHTOBaHUX Ha 6araToOBUMIpHUI
aHaJli3 i NpOrHO3yBaHHS CTaHy O0'€KTIB B yMOBaX HEBU3HAUEHOCTI. YJOCKOHAJIEHO METO/, OL[iHKH Kibep 3axUIeHOCTi
CHCTEMU Pajlio3B’I3Ky CIIeliaJlbHOTrO IIpu3HayeHHs. 7. PO3p06IeHO CYKYITHICTh METOIiB iHTE€IEKTYaJIbHOTO
YIPaBJIiHHS 3ac00aMU 3aBaZi03aXUCTy CUCTEM Paflio3B'sI3Ky B 3aJI€5KHOCTI Bif] paflioeJIeKTPOHHOI 06CTaHOBKU B
cucteMi Ta HasBHOCTI iHpopmalii mpo fii cucreMu paiioesleKTPOHHOro NpuayleHHs. 8. Po3pobiieHo Biepie
METOJ, CUHTE3Y palioHasbHOi Tonosiorii CP3 crieniaibHOro nNpru3Ha4yeHHs 3 BUKOPUCTAHHAM F€HETUYHOTO
aJIrOPUTMY. YIOCKOHAJIEHO METOJ, IHTEJIEKTYaIbHOT'O YIIpaBJliHHA napaMeTpamMu CP3 crenjiasbHOro Npu3HavyeHHs.

Po3pobseHo Brepie MeTol, KOMIJIEKCHOTO yIpaBiinHs pecypcamu CP3 crneniaabHOro nNpru3HavyeHHsI.

2. As aresult of the conducted research, a methodology of intelligent management of the means of jamming of
special purpose radio communication systems (SRS) in the conditions of a complex radio-electronic environment
was developed, which allows to increase the efficiency of the functioning of radio communication systems in
conditions of complex destructive influence, which is of significant importance in improving the existing and
creating a promising radio communication techniques of special purpose control and communication systems. The
purpose of the dissertation is to increase the noise immunity of radio communication systems in conditions of
complex influence of destabilizing factors on the basis of intellectual control of their noise protection means.
Scientific results: 1. Substantiated and developed provisions of the system approach to solving the problem of
intelligent control of jamming means of special-purpose SRC: substantiation of the principles of building intelligent
control systems of special-purpose radio communication systems; classification of tasks of intellectual control of
the means of protection of SRC; a scheme of system analysis and synthesis of methods of intelligent control of the
SRC jamming protection means has been developed; the purpose of the functioning of the intelligent control
subsystem of the SRC jamming protection means is formulated, the principles of its construction and structure are
substantiated; reasonable stages of solving the problem of developing a methodology for intelligent control of the
SRW protection means. 2. A new scientific concept of organization of interaction of models of elements of special-
purpose radio communication systems is proposed. A description of the process of functioning of a special-
purpose radio communication system in a complex electronic environment has been formalized. The developed
concept allows: to organize the interaction of different models and their coordination according to the parameters
and characteristics of the SRH, according to the time of calculations, accuracy and units of measurement; operate
with already existing models, as well as include newly created models in the complex, providing the possibility of
replenishment, improvement and restoration of models; integrate complex models depending on the specific



situation of creation and adaptation; model networks and their elements; perform various calculations and multi-
level modeling; effectively evaluate network parameters and characteristics. 3. Models of functioning of radio
communication systems at different levels of interaction of open systems are proposed, which allow sequentially
to carry out a comprehensive assessment of the state of a special-purpose radio communication system: a
mathematical model for assessing the electronic situation of special-purpose radio communication systems; a
model for assessing the state of special-purpose radio communication systems under conditions of complex
influence of destabilizing factors and a mathematical model for protecting special-purpose radio communication
systems under conditions of complex influence of destabilizing factors. 4. A set of new methods for assessing the
state of a special-purpose radio communication system in a complex radio-electronic environment has been
proposed. The method of assessing the electronic situation of special-purpose radio communication systems has
been improved. The method for assessing and predicting the state of SRC has been further developed, which
differs from those known by using a new type of fuzzy cognitive temporal models focused on multidimensional
analysis and forecasting the state of objects under uncertainty. The method of assessing the cyber security of a
special purpose radio communication system has been improved. 5. A set of methods of intelligent control of noise
protection of radio communication systems depending on the electronic situation in the system and the
availability of information about the actions of the electronic suppression system. 6. The proposed methodology
for the synthesis of a rational topology of a special purpose SRC using a genetic algorithm. The structure of SRC is
presented in the form of a two-dimensional incidence matrix. This matrix is used as a chromosome by genetic
algorithm operators. In the genetic algorithm, the elements of the incidence matrix describing the relationships
between elements of the SRC are genes. In each cycle of the genetic algorithm, pairwise crossing of chromosomes
is carried out, during which part of the genes are exchanged, which for the network under study means the
appearance and disappearance of the corresponding connections between elements. 7. The method of intelligent
management of the parameters of the special-purpose SRH is proposed. The difference between the proposed
method and the known ones lies in the complex management of the parameters of the physical, channel and
network level of the special purpose SRC.
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InenTudikarop ROR:

Penensentu

VIII. 3ak1104Hi BiZOMOCTI

Bnacwue IpizBume Im's I1o-6aTbKOBI nariox Cepriét OJieKCaHIPOBHY
rOJIOBH paau

BnacHe IlpizBume Im's I10-6aTbKOBI mariox Cepri#i OsiekcaHAPOBIY
TOJIOBYIOYOTO Ha 3acCiiaHHi

BiamoBimaibHUH 32 MiZTOTOBKY Hosxenko Onena AnpiiBHa

00JIiKOBHX JOKYMEHTIB

PeecTpartop YkpIHTEI



KepiBHuk Bigginy YKpIHTEI, mpo €
BiZITIOBiZaIBHUM 3a peecTpallilo HayKoBoi IOpuenko TeTsHa AHaTosiiBHA

JisiIbHOCTI




