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2. Intelligent methods of managing interference protection of radio communication systems under conditions of
destabilizing influences

Pedepar:

1. MeTor0 mucepraniiiHOi poOOTH € MiIBUIIEHHS 3aBa03aXUIIEHOCT] CUCTEM Paflio3B’I3Ky B YMOBAX KOMILJIEKCHOTO
BIUJIMBY JeCTabisizyiounx (HakTopiB Ha OCHOBI iHTEJIEKTYaJIbHOTO YIIPaBJIiHHS iX 3ac00aMu 3aBafl03axUCTy. Y pamMKax
BUMKOHAHMX JIOCJIiJPKEHb OTPMMAHO TaKi HayKOBi pe3ysbTaTy: 1. O6rpyHTOBaHI Ta PO3BUMHYTI II0JIOKEHHS
CHCTEMHOTO MiIXONY 10 BUpPillIeHHs] IPO6IeMH iHTeIeKTyalbHOTO YIIPaBJliHHS 3acobamu 3aBago3axucty CP3
CIIeLliaJIbHOr0 MPU3HAYeHHS: 31iliICHEHO OO PYHTYBaHHSI IPUHLUIIIB [100y10BY iHTEIEKTyaJlbHUX CUCTEM
VIPaBJIiHHS CUCTEMaMMU Pafio3B’s13Ky CIIeLliaJIbHOTO IIpU3HAYEHHS; IPOBefieHa Kiacudikallisg 3agad

iHTesIeKTyaIbHOTO yIIpaBIliHHS 3acob6amMu 3aBafio3axucty CP3; po3pobsieHa cxema CUCTEMHOrO aHaili3y i CHHTe3y



METO/IiB iHT€JIEKTYaJIbHOTO YIIPaBJIiHHA 3acobamu 3aBafo3axucty CP3; cpopmynboBaHa MeTa (PYHKLIOHYBAaHHS
nifcucTeMu iHTeIeKyTalbHOrO YIIpaBJliHHS 3acob6amu 3aBaniozaxucty CP3, o6rpyHTOBaHI NpuHLUMNY ii 1006y0BHY i
CTPYKTYypa; OOI'PYyHTOBAaHi eTany BUpIilleHHs IPo6JeMU PO3POOKU METOM0JIOTI] iHTeIeKTyabHOTO YIIPaBJIiHHS
3acobamu 3aBafo3axucty CP3; BU3HaUeHi BUMOTM 10 METOiB yrpasiiHHs B CP3 creniaJibHOro NprU3HayeHHS;
[IpOBeJieHa AEeKOMIIO3ULlisl pilleHHs JaHOoi Mpo6ieMu Ha 3aBHAHHS B 3aJI€KHOCTI Bifl CUTHAJIbHOI Ta 3aBafiOBOi
obctaHoBKY B CP3 Ta HasiBHOCTI iHpopmaliii mpo 1ii cucremu paiioesieKTPOHHOrO IpUAYLIEeHHs. 2. 3alipolloHOBaHa
HOBA HayKOBa KOHIIEMILisl opraHisanii B3aeMozii Mozesiell eJIeMEHTIB CUCTEM Paflio3B’d3Ky CIIeliaIbHOTro
npusHadeHHs. opmanizoBaHo onuc npouecy GyHKLUIOHYBaHHS CUCTEMU Pafiio3B’a3Ky CIeliaJlbHOrO IPU3HAYEHHS
B YMOBaX CKJIAIHOI paZiioesIeKTPOHHOI O6CTaHOBKU. 3. 3aIIPOIIOHOBaHI Moesli QYyHKIIOHYBaHHS CUCTEM
Pazio3B’s13Ky Ha pi3HUX PiBHSX B3a€MOJi BiIKPUTUX CHUCTEM, SIKi JO3BOJISIIOTH [1OCIIJOBHO 3[iHCHUTHA KOMIIJIEKCHY
OLIiHKY CTaHy CMCTE€MM PaJiO3B’s13KY CIIELiaJIbHOTO IPU3HAYEHHS: MAaTEMAaTUYHA MOJIEJIb OLiHKY PaJlio€JI€KTPOHHO]
0OCTaHOBKU CUCTEM PAJiO3B'sI3Ky CIeLialbHOTO IPU3HAYEHHS; MOZIEJIb OLiHKU CTaHy CUCTEM Paflio3Bs13Ky
CIIelliaJIbHOTO IPU3HAaY€HHS B YMOBAX KOMIIJIEKCHOTO BIJIUBY JecTabinisyrounx (pakTopis Ta MaTeMaTUYHa MOJIeJlb
3aXMCTy CUCTEM PaJlio3B’s13Ky CIELiaIbHOTO NPU3HAYEHHS B YMOBaX KOMILJIEKCHOTO BIIJIMBY J€CTabili3yiounx
¢daxTopiB. 4. Po3po6sieHo BIiepuie MaTeMaTUYHY MOIeJb OLIiHKHU PajlioeJIeKTPOHHOI 06CTAHOBKY CUCTEM
Pazio3B’sI3Ky CIeLiaIbHOTO IPYU3HAYEeHHS. YJOCKOHAJIEHO MOIeJIb OL[iHKY CTaHy CUCTEM Pafio3B’si3Ky CIeLiabHOro
IIPM3HAYEHHS B yMOBaX KOMIIJIEKCHOTO BIUIMBY JiecTabini3ytounx ¢pakropiB. Po3pobseHo Briepuie MaTeMaTUuuHy
MOJ€JIb 3aXUCTy CUCTEM Pafio3B'sI3Ky CIEeLiabHOTO IPM3HAYEHHS B yMOBAaX KOMIIJIEKCHOTO BILIUBY
Iectabinizyrounx pakTopis. 5. 3aIIPOIIOHOBAHO CYKYIIHICTb HOBUX METOZIB OL[iHIOBAHHS CTaHy CUCTEMU
Pazio3B’s13Ky CIeliaIbHOro IPYU3HAYEeHHS B yMOBaX CKJIaAHOI pPaiioesleKTPOHHOI 0OCTaHOBKU. 6. YIOCKOHATIEHO
METOJI, OLIiHKU PafioeJIeKTPOHHOI 06CTAaHOBKM CUCTEM Pajlio3B’s13Ky CIIeLliaIbHOTo IpU3HayeHHs. HabyB
[IOJAJIbIIOTO PO3BUTKY METOJ, OLIHKY Ta IIPOrHO3yBaHHA cTaHy CP3 SKull Bigpi3HAE€THCA Bill BilOMUX
BHUKOPHCTaHHSIM HOBOT'O THITY HEYITKUX KOTHITUBHMX TEMIIOPAJIbHUX MOJiesIel, OpiEHTOBaHUX Ha 6araToOBUMIpHUI
aHaJli3 i NpOrHO3yBaHHS CTaHy O0'€KTIB B yMOBaX HEBM3HAUEHOCTI. YJOCKOHAJIEHO METO/, OL[iHKH Kibep 3axUIeHOCTi
CHACTEMHU Paflio3B’I3Ky CIIeLiaIbHOrO IpU3HayeHHs. 7. PO3p06IeHO CYKyIHICTb METOIiB iHTE€JIEKTYaJIbHOTO
yIIpaBJIiHHS 3aC00aMU 3aBal03aXUCTy CUCTEM PAJIiO3B'sI3Ky B 3aJIEXKHOCTI BiJl paflioesIeKTPOHHOI OOCTAaHOBKU B
cucteMi Ta HasBHOCTI iHpopmaliii po fii cucTeMu paiioesieKTPOHHOro pyuayieHHs. 8. Po3pobiieHo Boepiue
METOJ, CUHTE3Y palioHasbHOI Tonosiorii CP3 crieniaibHOro Npru3Ha4yeHHs 3 BAKOPUCTAHHSIM F€HETUYHOTO
aJIrOPUTMY. YIOCKOHAJIEHO METOJ, IHTEJIEKTYaJIbHOT'O YIIpaBJliHHA nnapamerpamu CP3 crieniaJbHOro pru3HavYeHHs.

Po3pobseHo Bepie MeTog KOMIVIEKCHOTO yIIpaBiiHHs pecypcamu CP3 crneniabHOro npr3HavYeHHs!.

2. As a result of the conducted research, a methodology of intelligent management of the means of jamming of
special purpose radio communication systems (SRS) in the conditions of a complex radio-electronic environment
was developed, which allows to increase the efficiency of the functioning of radio communication systems in
conditions of complex destructive influence, which is of significant importance in improving the existing and
creating a promising radio communication techniques of special purpose control and communication systems. The
purpose of the dissertation is to increase the noise immunity of radio communication systems in conditions of
complex influence of destabilizing factors on the basis of intellectual control of their noise protection means.
Scientific results: 1. Substantiated and developed provisions of the system approach to solving the problem of
intelligent control of jamming means of special-purpose SRC: substantiation of the principles of building intelligent
control systems of special-purpose radio communication systems; classification of tasks of intellectual control of
the means of protection of SRC; a scheme of system analysis and synthesis of methods of intelligent control of the
SRC jamming protection means has been developed; the purpose of the functioning of the intelligent control
subsystem of the SRC jamming protection means is formulated, the principles of its construction and structure are
substantiated; reasonable stages of solving the problem of developing a methodology for intelligent control of the
SRW protection means. 2. A new scientific concept of organization of interaction of models of elements of special-
purpose radio communication systems is proposed. A description of the process of functioning of a special-
purpose radio communication system in a complex electronic environment has been formalized. The developed
concept allows: to organize the interaction of different models and their coordination according to the parameters



and characteristics of the SRH, according to the time of calculations, accuracy and units of measurement; operate
with already existing models, as well as include newly created models in the complex, providing the possibility of
replenishment, improvement and restoration of models; integrate complex models depending on the specific
situation of creation and adaptation; model networks and their elements; perform various calculations and multi-
level modeling; effectively evaluate network parameters and characteristics. 3. Models of functioning of radio
communication systems at different levels of interaction of open systems are proposed, which allow sequentially
to carry out a comprehensive assessment of the state of a special-purpose radio communication system: a
mathematical model for assessing the electronic situation of special-purpose radio communication systems; a
model for assessing the state of special-purpose radio communication systems under conditions of complex
influence of destabilizing factors and a mathematical model for protecting special-purpose radio communication
systems under conditions of complex influence of destabilizing factors. 4. A set of new methods for assessing the
state of a special-purpose radio communication system in a complex radio-electronic environment has been
proposed. The method of assessing the electronic situation of special-purpose radio communication systems has
been improved. The method for assessing and predicting the state of SRC has been further developed, which
differs from those known by using a new type of fuzzy cognitive temporal models focused on multidimensional
analysis and forecasting the state of objects under uncertainty. The method of assessing the cyber security of a
special purpose radio communication system has been improved. 5. A set of methods of intelligent control of noise
protection of radio communication systems depending on the electronic situation in the system and the
availability of information about the actions of the electronic suppression system. 6. The proposed methodology
for the synthesis of a rational topology of a special purpose SRC using a genetic algorithm. The structure of SRC is
presented in the form of a two-dimensional incidence matrix. This matrix is used as a chromosome by genetic
algorithm operators. In the genetic algorithm, the elements of the incidence matrix describing the relationships
between elements of the SRC are genes. In each cycle of the genetic algorithm, pairwise crossing of chromosomes
is carried out, during which part of the genes are exchanged, which for the network under study means the
appearance and disappearance of the corresponding connections between elements. 7. The method of intelligent
management of the parameters of the special-purpose SRH is proposed. The difference between the proposed
method and the known ones lies in the complex management of the parameters of the physical, channel and
network level of the special purpose SRC.
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Kopg 3a €IPIIOY: 02070921

Micue3HaxoaKeHHS: npocrekt bepecreiicbkuit, 6y, 37, Kuis, 03056, Ykpaina
dopma BracHOCTI: JlepxaBHa

Cdepa ynpaBriHHS: MiHicTepCTBO OCBITH | HayKK YKpaiHu

Inentudikarop ROR:

CeKTOop HayKH:. YHiBEPCUTETCHKUI

PeuenzeHTu

VIII. 3ak1104Hi BiZOMOCTI



BaacHe IlpizBume Im's I10-6aTbKOBI nariox Cepri#i O1eKCaHAPOBHY

TOJIOBH paju

Biacue IpizBume Im's I10-6aTbKOBI 'nariox Cepriét OJiekcaHnpPOBUY

TOJIOBYIOYOrO Ha 3acCimaHHi

BiamoBigaibHUH 32 MiZITOTOBKY Hopxenko Onena AHzIpiiBHa

00JIiIKOBHX JOKYMEHTIB

PeecTpartop YkpIHTEI

KepiBHuKk Bigginy YKpIHTEI, mpo €
BiJIIOBiZaJIbHUM 3a peE:CTpaI.lilO HayKOBO'l' Opuenko TersiHa AHaTOJIiBHA

OisiILHOCTI




