O0Js1ikoBa KapTKa aucepTaii

I. 3arasibHi BimOMOCTI

Jep>kaBHUH 00J1iKOBHI HOMEP: 0826U005566
Oco006J1uBi TO3HAYKH: BinKpura

JaTa peectpauii: 03-11-2026

Craryc: 3amanoBana

PexBi3utu Hakasy MOH / Haka3y 3aKjazy:

I1. BizomocrTi nipo 3700yBaya
Baacue IlpizBume Im'a Ilo-6aTbKOBI:
1. Opura IMuTpo AHApifioBUY

2. Dmytro Dryha

KBasmigikamis:

InenTudikarop ORCID ID: 0000-0003-4426-7551
Bupg, pucepranii: nokrop dinocodii
AcnipaHTypa/JIOKTOpPaHTypa: Tak

IIIndp HayKoBOi crIeniaIbHOCTI: 281

Ha3zBa HayKoBOIi creniaIbHOCTI: [Ty6siiyHe yrpasliHHs Ta aAMiHICTPyBaHHS

T'anyss / ranysi 3HaHb!

OCBiTHbo-HayKOBa nmporpama 3i CreniajibHOCTI: T1y6iuHe ynpaBiiHHS Ta afAMiHICTPyBaHHSI

JlaTa 3axHcCTy:

CreniaJIbHICTh 32 OCBITOO: MeHeIKMEeHT

Micue po60oTH 34,00yBayva: 3akiaz BULIOL OCBiTH "BinKpuTHii MiXKHAPOIHMIA YHIBEPCUTET PO3BUTKY JIOAUHN

"Ykpaina"

Kopg 3a €IPIIOY: 30373644

Micue3Haxoa KeHHS: By JIbBiBchbKa, Kuis, 03115, Vkpaina

dopma BsracHOCTI: IIpuBarHa,/HenepkaBHa
Cdepa ynpasiriHHS:

InenTudikarop ROR:



I11. BimomMocTi mpo opranizariiio, e Big0OyBcsl 3aXHCT
Iudp cnenianizoBaHoi BYU€HOI pagH (Pa30Boi Cleliaai30BaHOi BYEHOI pazu). PhD 17373

IToBHe HaﬁMCHyBaHHH Iopn,qnqﬂoi 0COOH: 3akiaj BUIIOI OCBITH "BifKpUTHI1 MDKHApOJHUN YHIBEPCUTET

PO3BUTKY JIIOOUHY "YKpaiHa"

Kopg 3a €IPIIOY: 30373644

Micue3Haxoa KeHHS: By JIbBiBchbKa, Kuis, 03115, Vkpaina
dopma BiracHOCTI: lIpuBaTHa,/HenepkaBHa

Cdepa ynpasiriHHS:

InenTudikarop ROR:

IV. BizomocTi nipo nmiznpueMcTBO, yCTaHOBY, OpraHisalliio, B sIKii 0yJ10
BUKOHaHO JHUCEPTALil0

IloBHe HaliMEeHYBaHHSI IOPHUAHUYHOI OCOOHM: 3akyiaz BUIOi OCBiTH "BinKpuTHii MiXKHAPOIHMIA YHiBEpCUTET
PO3BUTKY JIIOOUHY "YKpaiHa"

Kopg 3a €IPIIOY: 30373644

Micuesnaxo,r.pxeunu: ByJ1. JIbBiBChbKa, KuiB, 03115, YkpaiHa

dopma BiracHOCTI: lpusarHa/HenepkaBHa

Cdepa ynpasiiHHS:

InmenTudikarop ROR:

V. BimomocTi npo gucepraniio
MoBga guceprTaiiii: Vkpaincoka
Koau TemaTHYHHX PyOPHK: 82.13.03

Tema guceprauii:
1. lep>kaBHe peryJsioBaHHs iHpopMaliifHOi 6€31eKy B YMOBaX Cy4yaCHUX LUBIiTi3allilHUX BUKJIMKIB

2. State Regulation of Information Security in the Context of Contemporary Civilizational Challenges

Pedepar/anoTamis:

1. Inceprauiiine OOCIiIpKEHHS IPUCBIUYEHO TEOPETUKO-METOA0JIOTIYHOMY OOIPYHTYBAHHIO Ta PO3POOJIEHHIO
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(yHKUiOHaJbHE IPU3HAYEHHS BifTIOBIIHNX MEXaHi3MiB, y3arajbHeHO 3apyODKHUI OCBiT, Ta OOIPYHTOBAHO
HaIpsMU MOTo afanTanii 1o HalioHaIbHUX YMOB YKpaiHu. PO3po6sieHO KOHLENTyaslbHi Ta IPaKTUYHi 3acagu

BIOCKOHAJIEHHS JIepKaBHOTO perysioBaHHs iHpopMaLilfiHOi 6e311eKr Ha OCHOBI IPEBEHTUBHOCTI, alallTUBHOCTI,



MIKCEKTOPaJIbHOI B3a€MOJIiI Ta LMKIIIYHOCTI YIIPAaBIiHCHKOrO pouecy. Ha 0CHOBI cucTteMaTusanii TeOpeTUYHUX
niaxomniB mo eBosoLii iHpopMaLifHOTO CyCIiIbCTBA BCTAHOBJIEHO [IOCTYIIOBY TPaHC(OpPMAaLlil0 HAYKOBUX YSIBIIEHb
npo iHdopmatiito Bif ii po3yMiHHS sIK 3aC00y Nepezadi BiloMOCTel Ta peCcypcy eKOHOMIYHOI AislIbHOCTI 10
BM3HAHHS CUCTEMOYTBOPIOBAJIbBHUM YMHHUKOM CYCIIIBHOTO PO3BUTKY, (QYHKIIOHYBaHHSI AEP>KABU Ta MyOJIiYHOrO
yrpasitiHHS. JOCTiIKeHO eBOJIIOLiI0 KOHLEIil MOCTiHAYyCTpiaabHOro, iHPOPMaLiliHOTO, MEPEsKEBOT0 CYCITiJIbCTBA,
CycCIisibCTBa 3HaHb Ta iHdopMauiiiHoi nuBinizanii. O6rpyHTOBAHO, 10 LMdpoBizallis, miargopmisaliis,
aJIropuTMizallisg CyCHiIbHUX [IPOLECiB, PO3BUTOK MITYYHOT'O iHTEJIEKTY, IEPETBOPEHHS iH(opMallii Ta 3HaHb Ha
CTpaTeTivyHi pecypcH i MOCUIEHHS TPaHCKOPOHHOCTI iHPOpMalifiHUX MOTOKIB 3yMOBJIIOIOTH SIKiCHi 3MiHU
€KOHOMIYHMX, MOJIITUYHHUX, COLiaJIbBHUX Ta YIIPAaBJIiHCbKUX BiTHOCUH. Y OCKOHAJIEHO NOHATINHO-KaTeropiaJbHUN
arapar JOCJIiPKeHHS AeP>KaBHOTrO PeryoBaHHs iHopMaliliHOI 6e3l1eKu LIISIXOM OOIPYHTYBaHHS aBTOPCBKOIO
BM3HAUEHHSI IOHATTS «iHpopMaLiliHO-1M(poBa UuUBii3aliliHa TpaHCcPOpMaLlis» IK CUCTEMHOrO IIPOLIECY SIKICHUX
3MiH CyCIiJIbHYX, EKOHOMIYHUX, [TOJIITUYHUX Ta YIIPABJIiHCbKUX BiITHOCHUH, 10 3yMOBJIEHO TIEPETBOPEHHAM
indopmarii i 3HaHb Ha cTpaTeriyHi pecypcu po3BUTKY, [7100aIbHUM MOIIMPEHHSIM [1M(POBUX TEXHOJIOTIH,
MepexxeBux (POpPM B3a€MOIi Ta aJITOPUTMIYHUX CUCTEM, YHACJIIIOK YOTr0O 3MiHIOIOTbCS MEXaHi3MU (PYHKLIIOHYBaHHS
Iep>KaBH, CyCIIJIbCTBA Ta B3a€MO/ii IIOOMHU 3 iHPOpMaLIiiHUM CepefoBUILeM. BU3HaY€HO NyaniCTUYHUI XapaKTep
3a3HavyeHoi TpaHcopMaliii, sIKa, 3 OGHOTO GOKY, PO3IIKPIOE MOXJINBOCTI CYCITiJIBHOTO PO3BUTKY, YIOCKOHAJIEHHS
y6J1iYHOrO YIIPaBJliHHS Ta BUKOPUCTAHHS 3HaHb, a 3 iHIIOTro — (pOpMye HOBi CUCTEMHI Bpa3IMBOCTI, I0OB’s13aHi 3
TEXHOJIOTIYHOIO 3aJI€KHICTIO, I[P POBOIO HEPIBHICTIO, aITOPUTMIYHUM BIIJIMBOM i 3pOCTaHHSM 3aJI€SKHOCTI Jep>KaBU
Ta CyCHiJIbCTBA Bif iHpopmaniitHo-11dpoBoi iHppacTpyKTypu. Po3kputo TeopeTnyHi 3acaau indpopmauiinHoi
0e3MeKu SIK CKJIaZ0BOi Hal[iloHa/IbHOI 6e311eKy, OOIPYHTOBAHO ii KOMILJIEKCHUI Ta MiPKCEKTOpabHUIL XapaKTep.
BcraHoBIIEHO, 0 cy4acHUM 3MicT iHpopMallifiHOI 6e311eKH OXOIII0E B3aEMOIIOB'sI3aHi iHpopMaLlifiHO-
TEXHOJIOTIYHUH Ta iHpOpPMaLifHO-KOMYHIKaLiHUI BUMIipY, SIKi Iepen6avdaroTh 3axXucT iHpopmaliii, iHdpopmaninHux
pecypciB Ta indpacTpyKTypy, 3abesredyeHHs iHpopMaLiliHuX IIpaB Ta iHTepeciB JII0AUHMY, CYCIIiJIbCTBA i Jep>kaBHy, a
TaKOX [IPOTUiI0 NeCTPYKTUBHUM iHpoOpMaLiliHUM Ta iHPOpMalLiliHO-TICUX0JIOTIYHUM BIIMBaM. Habynu
[IOAJIBIIOTO PO3BUTKY TEOPETHUKO-METOZ0JIOTiYHI MOJIOKEHHS 0JI0 CYTHOCTI LMBiIi3aliliHOI 6€e3I1eKH, Ky
3aIpOINIOHOBAHO PO3IJISAATH SIK CTaH 3aXUIEHOCTI Ta CTIMKOCTI iep>KaBU i CyCIisIbCTBA, 3a SIKOTO 3a0€3Me4y€eThCs
30€pesKeHHs iX KJII0YOBUX LiHHICHUX, IHCTUTYLiNHUY, iHPOopMalLiiHUX, KyJIbTYPHUX | TEXHOJIOTTYHUX OCHOB,
3/1aTHICTb afaNTyBaTUCS 0O CUCTEMHUX TpaHCPOpMalill IMBiNi3alliHOro MaclTady, IPOTULITA NOPOIKEHUM
HUMHU 3arpo3aM Ta 3abe3nedyBaTy 6€31epPePBHiCTh i IEPCIEKTUBU CTAJIOTO PO3BUTKY. OGI'PYHTOBAHO HAraly3€eBUi
Ta Mi>KCEKTOPaJIbHUM XapaKTep UUBiIi3aliiHOi 6e31eKu, 110 T03BOJISIE PO3TIISIATH ii SIK KATEropilo BUIIOTO PiBHS
y3araJibHEHHS [1J151 OL[iHIOBAHHS CUCTEMHUX, JOBIOTPUBAaJINX, B3A€EMOIIOB I3aHMX i TPAHCHAIIOHAJIbPHUX
TpaHc@opMaliil Ta 3arpo3. 3alPOIIOHOBAHO KOHIENTYaJIbHY MOZIEJIb B3a€MO3B'SI3Ky LIMBiJi3allifiHOI, HalliOHAIbHOI
Ta iHdopMaliiiHOi 6e3rexku, y Mekax SIKOi HallioHasibHa 6e3IeKka BU3Hayae 6a30By CUCTEMY 3aXUCTY HALliOHAJIbHUX
iHTepeciB gep>kaBu, CyClisbCTBa i MoauHY, iHpopmMalliiiHa 6e3reKka xapakrepusye crenndidyHui BUMIp Takoi
3aXMIIEHOCTI, a MBifi3aliliHa 6e3neka popMye TEOPETUUHY PaMKy OLiHIOBaHHS TpaHCc(opmalliil i 3arpos
LMBisi3alifiHOro Macitady. BusHaueHo, mo iHpopmaliifiHa 6e3rneKa € OGHUM i3 KII040BUX QYHKLIOHATIbHUX
BMMipiB 3a6e3eyeHHs IUBiNi3aliifHOi CTIMKOCTI Jep>kaBu Ta cychisibcTBa. CUCTEeMaTH30BaHO Cy4YacHi IMBini3aniiHi
BUKJIMKU 32 KPUTEPISIMU MaCIITaAGHOCTi, CUCTEMHOCTI, JOBFOTPUBAJIOCTi, Mi>)KCEKTOPaIbHOCTI, TPAHCHAIliOHAJILHOCTI
Ta TpaHCc(OpPMaLifHOro BIUVIUBY. BU3HaueHO, 10 10 OCHOBHUX LIMBIiJi3allilHAX BUKJIMKIB HaJIe>XaTh TPaHchopMallis
MDKHapOJHOrO NMOPSAKY, ro6anizais iHpopmaliiiHoro npocropy, uudposisalis ta miatdopmisalist CycHisibHUX
BiJHOCVH, PO3BUTOK IITYYHOTO iHTEJIEKTY...

2. The dissertation is devoted to the theoretical and methodological substantiation and development of scientific
and practical provisions aimed at improving the state regulation of information security in Ukraine in the context
of contemporary civilizational challenges. The research examines the evolution of the information society, defines
the essence of information-digital civilizational transformation, reveals the place of information security and
civilizational security within the national security system, and systematizes contemporary civilizational challenges
and the information threats arising from them. The study analyzes the regulatory, legal, and institutional
frameworks for state regulation of information security, identifies the structure and functional purposes of the



relevant mechanisms, summarizes international experience, and substantiates approaches to its adaptation to
Ukraine's national conditions. Conceptual and practical foundations for improving state regulation of information
security are developed based on prevention, adaptability, cross-sectoral interaction, and the cyclical nature of the
public administration process. Based on the systematization of theoretical approaches to the evolution of the
information society, the study identifies a gradual transformation of scientific perceptions of information, from its
understanding as a means of transmitting knowledge and a resource for economic activity to its recognition as a
system-forming factor in societal development, the functioning of the state, and public administration. The
evolution of the concepts of post-industrial society, information society, network society, knowledge society, and
information civilization is examined. It is substantiated that digitalization, platformization, the algorithmization of
social processes, the development of artificial intelligence, the transformation of information and knowledge into
strategic resources, and the increasing transboundary nature of information flows bring about qualitative changes
in economic, political, social, and administrative relations. The conceptual and categorical framework for studying
state regulation of information security has been improved by substantiating an original definition of “information-
digital civilizational transformation” as a systemic process of qualitative changes in social, economic, political, and
administrative relations driven by the transformation of information and knowledge into strategic development
resources, the global proliferation of digital technologies, network-based forms of interaction, and algorithmic
systems, resulting in changes in the mechanisms through which the state and society function and individuals
interact with the information environment. The dual nature of this transformation is identified: on the one hand, it
expands opportunities for societal development, improvement of public administration, and the use of knowledge;
on the other hand, it generates new systemic vulnerabilities associated with technological dependence, digital
inequality, algorithmic influence, and the growing dependence of the state and society on information and digital
infrastructure. The theoretical foundations of information security as a component of national security are
examined, and its comprehensive and cross-sectoral nature is substantiated. It is established that the
contemporary understanding of information security encompasses interconnected information-technological and
information-communication dimensions, including the protection of information, information resources, and
infrastructure; the safeguarding of the information rights and interests of individuals, society, and the state; and
counteraction to destructive informational and information-psychological influences. The theoretical and
methodological provisions concerning the essence of civilizational security have been further developed.
Civilizational security is proposed to be understood as a state of protection and resilience of the state and society
in which the preservation of their fundamental value-based, institutional, informational, cultural, and technological
foundations is ensured, together with their ability to adapt to systemic transformations of a civilizational scale,
counteract the threats arising from such transformations, and maintain continuity and prospects for sustainable
development. The supra-sectoral and cross-sectoral nature of civilizational security is substantiated, allowing it to
be considered a higher-order analytical category for assessing systemic, long-term, interconnected, and
transnational transformations and threats. A conceptual model of the interrelationship between civilizational,
national, and information security is proposed. Within this model, national security defines the fundamental
system for protecting the national interests of the state, society, and individuals...
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BignoBigasibHuUI 3a MiATOTOBKY Ay6ac pocTucias rpuroposndy
00JIIKOBHX JOKYMEHTIB

PeecTparop IOpueHko TeTssHa AHaToOJiiBHA



KepiBHuk Bigginy YKpIHTEI, mpo €
BiZITIOBiZaIBHUM 3a peecTpallilo HayKoBoi IOpuenko TeTsHa AHaTosiiBHA

JisiIbHOCTI




