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V. BimomocTi npo guceprauiio

Mosga guceprarii:

Koau TemaTHYHHUX PYOpPHK: 20, 50

Tema gucepranii:

1. MeTopm TecTyBaHHs 6€3MeKU IPOrpaMHOro 3abe3nedeHHs 715 3aXUCTy iH(popMallii 3 BUKOPUCTAaHHSIM TE€XHOJIOTII
PEBEPCHOI iHXeHepii

2. A method for testing security software for protecting information using reverse engineering technology

Pedepar:

1. Y puceprauii BUpilieHO 3aBJaHHS PO3POOJIEHHS METOJly TECTYBaHHS 6€3I1€KU ITPOrPAMHOr0 3a6€3I1€4YE€HHS [JIs
3axucTy iHpopmallii 3 BAKOPHMCTaHHSIM TEXHOJIOTiH peBepCHOI ilkeHepii. MeTa gucepTauiiHOro JOCiIKeHHS
noJisirae B 3abe3leyeHHi HeoOXiHOro piBHS 6e3reky nporpamHoro 3adesneyeHHs (I[13) Ha OCHOBI CUHTe3y METOB i
3aCc06iB TECTyBaHHS 3 BUKOPMCTaHHSIM TEXHOJIOTiH PEBEPCHOI iHKeHepii. Yiiepie po3po6j1eHO MaTeMaTU4Hy
MOJeJIb [IOYATKOBOI reHepaii kogy KibepaTaki HeCaHKLiOHOBAHOTO JOCTYILY 10 iHpOPMaLiliHUX PeCypCiB, siKa
BpaxoBye B npoteci marematudHoi popmarizanii GERT-mepexi, OCHOBHI eTanu reHepatii Komy 1jsi ornepamniiaux
cucrem Windows a6o Linux 3 MOXKJIMBICTIO [IOIIYKY pillleHb Y Mepeski [HTepHeT, 1110 JO3BOJINJIO 3HANTU
MaKCHMaJlbHi 3Ha4€HH$ WiJIbHOCTI PO3MOisy IMOBIDHOCTEN YacCy I0YaTKOBOI reHepallii Kogy KibepaTaku
HECAHKLiOHOBAHOTO JOCTYITy 0 iHPpOpMaLiliHUX pecypciB. YIOCKOHAJIEHO MaTeMAaTU4YHy MOJIeJIb IIPOLECIB

aKTMBHOTO aHaJli3y CUCTEMMU YIIPABIIiHHS PECypCaMU Ta BIIPOBAJIKEHO ii B CUCTEMY 3aXKUCTY, 5IKa BiIPi3HAETHCA Bif,



BiZJOMUX ypaxyBaHHSIM (aKTOPiB IOBHOTU TECTOBUX IIPUMOMIB i OCTaTOYHOCTI crienudikaii mig yac peanisarii
aJTOPUTMY B CUCTEMI 3aXUCTY, 110 J03BOJIUIIO MigBUIIUTY €(PEKTUBHICTh TECTYBAaHHS 6€311€KU IPOrPAMHMX 3aCO0iB.
Y 0CKOHa/IEHO METOJ, BUJIIJIEHHS aJIFOPUTMY 3 [BiIIKOBOTO KOZY [IJIsl TECTYBaHHS 6€3I1E€KM IIPOrPAMHOTO
3a0€e3Me4eHHs, SIKAY BiJPi3HSIETHCS BiJl BilOMUX MOXKJIMBICTIO BpaxyBaHHSI iTEPaTUBHUX CLIEHAPIiB Y TEXHOJIOTISX
peBepCHOI iHKeHepii, KoJin B pO3IJIsif, JOAAI0ThCSl HOBI TPACH Ta BiICyTHI OOMEKEHHS Ha NIPUPOJly aHasli30BaHOTO

KOy, 110 JO3BOJIWJIO MiIBULIUTY PiBeHb O€3I1eKu IPOrpaMHOro 3a6e3neyeHHsl.

2. The dissertation solves the problem of developing a software security testing method for the protection of
information using reverse engineering technologies. The purpose of the dissertation research is to provide the
necessary level of security software based on the synthesis of methods and means of testing using reverse
engineering technologies. For the first time a mathematical model of the initial generation of the cyberattack code
for unauthorized access to information resources has been developed, which takes into account during the
process of mathematical formalization of the GERT-network, the main stages of code generation for Windows or
Linux operating systems with the ability to find solutions on the Internet, which allowed finding the maximum
values of probability distribution density time of the initial generation of the cyberattack code of unauthorized
access to information resources. The mathematical model of the processes of active analysis of the resource
management system has been improved and implemented into a system of protection that differs from the known
factors taking into account the completeness of the test methods and the completeness of the specification during
the implementation of the algorithm in the security system, which allowed to increase the effectiveness of
software security testing. The method for allocating a binary code for software security testing is improved, which
differs from the well-known ability to include iterative scripts in reverse engineering, when new tracks are added
to the review and there are no restrictions on the nature of the code being analyzed, which allowed to increase the
security level of the software.
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