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Pedepar:

1. Incepranifina po60Ta IPUCBIYEHA PO3BSI3aHHIO aKTyaJIbHOTO HAyKOBO-IIPAKTUYHOTO 3aBAAHHS PO3POOJIEHHS i
TOCJIiIPKEHHS HOBUX 0OiJbIll €(PEKTUBHUX METOIiB 10OYJOBU CUMETPUYHUX KPUIITOCUCTEM (6JI0KOBUX Ta TIOTOKOBUX
mn@piB) 471 HigBuleHHs edeK-TUBHOCTI 3axUCTy iHpopmalii. OTpumMaHi B [rcepTalliiiHiil pobOTi pe3yabTaTu
MOXYTb OyTH BUKOPUCTAaHI [715 MiABULIIEHHS €(EeKTUBHOCTI (3aXUILEHOCTi, MIBUAKOCTI POOOTH, 3MEHILIEHHS
PECYPCOEMHOCTI) CUCTEM 3axXUCTy. Y pOOOTi po3p006JIEHO METOAY TPUBUMIPHUX MAaTPUYHUX [1IEPETBOPEHb, HA
OCHOBI SKMX IIOOYZOBaHi JUHAMYHO KepoBaHi KpurnrorpadiuHi npumitusu. Po3pobieHi eneMeHTy y3arajJbHEHUX
TPUBUMIPHUX NEpeTBOpPeHb ['pes, ki OKpiM KJIaCUYHUX (TiIBOCTOPOHHIX) i TaK 3BaHUX MPAaBOCTOPOHHIX Ta
CKJIaJIEHUX KOJIiB MIiCTSITh paH[IOMi30BaHi Kogu I'pesi, Ha OCHOBI IKUX BUPillleHi OKpeMi [IpobieMu ooynoBU
IVHAMiYHO KepOBaHUX KpunrorpadiyHux NpuMitusiB. CUHTE30BaHi TPMBUMIPHI KpUnTorpadiyHi NpUMiTUBU

NepeMillyBaHHS, HEJIHIMHOI 3aMiHU, MAaTPUYHOTO MEPETBOPEHHS, CTOXaCTUYHOIO LUKJIIYHOTO 3CYBY, «<KOB3HOTO»



KOZyBaHHSI. YI0CKOHAJIEeHO METOUKU CUHTEe3y MPUMITUBHUX MaTpulb ['asya i i6oHayuyi, a TakoX iX criosydyeHux
BapiaHTIB HaJ IPOCTUMM NOJIIMU ['asya XapaKTEPUCTUKHU 2, IO JO3BOJIMIIO SIK PO3LMUPUTA MHOKHUHY y3arajJbHEHNX
reHepaTopiB IICEBIIOBUIIAJIKOBUX IIOCIIJOBHOCTEMH, TaK i 3alIpONIOHYBATH HOBI MiZIX0AU 1O PO3B’I3aHHS [IpObIeMU
(OpMyBaHHS TAEMHUX KJIIOYiB MK(pPYBaHHS AaOOHEHTAMU MEPEXi 3 BiIKPUTUMU KaHajlaMU 3B’13Ky. OTpumainu
NOJAJbIINI PO3BUTOK METOAY CUMETPUYHOTO 6JI0KOBOTO KpUNTOrpadivHOro rnepeTBopeHHs indpopmarii 3
IVHAMiYHO KepOBaHMMU NapaMeTpamu mudpyBaHHs (KpunrorpadiyHi nepeTBOPeHHs! BUKOHYIOTbCS B
TPUBHAMIPHOMY ITPOCTOPY i B aJITOPUTMax IKQPYyBaHHS 3/1iMCHIOETHCS Oll€paTUBHA MoaudiKallis apaMeTpiB
KpunTorpadiyHux NpyUMITHUBIB IiJ Yac Nepexoy A0 YeProBoro 60Ky TEKCTY, IO 1epeTBOPIOeThCS). PO3pobiieHo
KpurnrorpadiyHuii IPOTOKOJI 1J1s 3aXUCTy KOMaHHOI i TesiemeTpruyHoi indpopmatii BITJIA. Po3po6aeHo,

BUTOTOBJIEHO i alipo6OBaHO anapaTHO-TIpOrpamHi peasizariii 3D mudpartopis.

2. The dissertation addresses practical problems in modern cryptography by presenting new and more effective
methods of constructing symmetric key cryptosystems (i.e. block and stream ciphers) in order to improve
information security. Obtained results prove efficiency increase (improved quality of cryptography, increased
speed, improved re-source management) of the presented cipher implementation. This work deals with the three-
dimensional matrix transformation methods of building dynamically controlled cryptographic primitives. In
particular, a generalization of the three-dimensional Gray transformations has been developed, which apart from
the classical (left-side) and the so-called right-side and compound code, also includes randomized Gray codes,
allowing to solve a number of problems related to constructing dynamically controlled cryptographic primitives.
Besides, three-dimensional cryptographic shuffle primitives have been synthe-sized, as well as primitives for non-
linear substitutions, matrix transformation, stochastic cyclic shift and «sliding» encoding. Furthermore, methods
for a primitive Galois and Fibonacci matrices synthesis are improved, as are their jointed compounds over finite
Galois fields of characteristic two, allowing to expand generalized pseudo-random se-quence generators’ set, as
well as to propose new approaches to a problem of providing secret encryption keys for communication network
participants over open channels. A further development in the methods of symmetric block transformation with
dynamically controlled parameters of encryption is provided, in particular, the cryptographic transfor-mations are
performed in a three-dimensional space and the parameters of cryptographic primitives during encryption are
modified each time a new block of text is being pro-cessed. Moreover, a cryptographic communication protocol is
developed to encode telem-etry information of unmanned aerial vehicle. Hardware and software for 3D cipher
proto-type are manufactured and successfully tested.
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