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1. Metonu i 3acobu nigBuleHHs iHPpopMaLiiiHOi Ta PyHKIIOHANIBHOI 6e3MeKN 6€3IIPOBOLOBUX MEPEX NepeaBaHHs

IaHUX

2. Methods and Means of Enhancing Information and Functional Security of Wireless Data Networks

Pedepar:

1. O6’exTOM HOCTiIKEHHS B pOOOTI € IpoLec 3abe3nedyeHHs iHpopmaliiiHoi i PyHKIIOHANBHOI 6€311eKU B
0€3MpOBOIOBUX MeEPeXKax. MeTa po60TH - 3abe3nedeHHs iHpopMaLiiiHoi i PyHKIiOHANBHOI 6€3MeKH (JOCTYIMHOCTI
Ta 1iy1icHOCTI) 6€3IPOBOJOBUX MEPEX 3 MiBUIIEHHSIM iX eeKTUBHOCTI IpU NepenaBaHHi iHpopmaliii. [TpoBeneHi
IOCJIiI)KEHHSI TPYHTYIOTbCSI HA TEOPETUYHO OOI'PYHTOBAHUX Ta IPAKTUYHO allpOO0BAHUX METOJAX TEOPii
ingopmauii, Teopii inpopmauiniHoi 6e3neKy, Teopii HalliOHAJIBHOI 6€3I1eKu, Teopii IMOBIPHOCTI, Teopii 06pOOKU
CHT'HAJIIB, €JIeKTPOHHOI Teopii aucnepcii cBiTa, Teopii MHOXMH, Teopii yHKLiH nificHOI 3MiHHOI, Teopii Mepesk
[leTpi, Teopii cuctem Ta CUCTEMHOrO aHai3y i MixkHapogHux craHgapris BSI, PCI DSS, ISSAF, PTES, OSSTMM,
OWASP, NIST SP 800-115 i ISO 17799 B cdepi 6e3nexu. [IpakTuyHe 3Ha4€HHSI OTPUMAHUX PE3YJIbTATIB Y CYKyITHOCTI
CKJIaJia€e MiArpyHTs AJ1s 100YyI0BY 3aXUIEeHOI 6€e31POBO0BOi KOPIIOPATUBHOI CUCTEMH, B SIKill aBTOMAaTU30BAHO
npouecy 36opy iHdopmauii 3 aHaIi3aTOPIB CIIEKTPY Ta ii 06POOKH, a TAKOXK BIIPOBAIKEHO Ji€BY Ta €PEKTUBHY



nizcrucTeMy MOHITOPUHTY [171s1 aiMiHiCTpaTopiB 6e3nexu. HoBuMu pesyabTaTaMu, OTPUMAHAMU B IUCEPTaLiiHii
po6oTi, €: Briepiie po3pobieHui MeTol, MoANQIiKOBaHOI IPSIMOKYTHOI KBalpaTypHOI aMIIiTyJHOI MOTYJISLIT 17151
3MEHIIEHHS B3AEMHOTO BIIUBY 6€3IPOBOJOBUX MEPEXK, BIIPOBAIPKEHHSI SIKOT0 3a0e3I1euye MiBUILeHHS
MaKCHMaJIbHOI TEOpPEeTUYHOI IPOCTOPOBOI PO3B’SI3KU CYCifHIX Cy3ip’iB Ha 4,5%; Brepiue po3po6aeHni METO],
nigBUIIeHHs (PyHKIiOHAIbHOI 6e311eKu 6e3MTPOBOL0BOI iH(PPACTPYKTYPU, BIIPOBA/IKEHHS SIKOTO JO3BOJIAJIO:
y3roJuTH aHTeHHI CUCTeMU lepefiaBaya i mpuiiMaya 3a noJisipu3sallielo Ta, Ha BiIMiHY Bif] iCHyIOUHX, 3a06€3MeYnTH
301/1bLIIEHHS TOTY>KHOCTI €JIEKTPOMAarHiTHOI XBUJIi B TO4Li NpuitoMy 1o 7 BMBT, a mponyCcKHOi 30aTHOCTI — 110 4%;
YIOCKOHQJIEHUI METOJ, aJallTUBHOTO MiI00PY BiJIbHUX KaHAJIIB lepeaBaHHs JaHUX B 6€3IPOBOJOBUX MEPEXKax;
YIOCKOHAJIEHUI METO/, OL[iHKU CTaHy CUCTEM 3aXUCTy 6e3[IPOBOLOBOI iHPPACTPYKTYPH BiJl BIIMBY TEXHOT€HHUX Ta
AHTPONOTE€HHUX 3arpo3, BIPOBAIKEHHS SIKOI'O JO3BOJIMJIO 3a6€3M1€4YUTH MiJBUILEHHS JOCTOBIPHOCTI OLiHKM CTaHy
CHCTEM 3aXUCTy 0€3NPOBOLOBUX MEPEXK i3 3HAUEHHSIM KoeillieHTa KOHKopJalii ekcreprTiB He Hk4e 0,67.
Pesysprat nucepTaninHOro JOCJIIIKEHHS BIIPOBA)KEHO Y HABYAJIbHUM IIpoLeC Jlep>KaBHOrO YHIBEPCUTETY
TeJleKOMyHiKanii i KuiBcbkoro yHiBepcutety imeni bopuca I'piHyeHka, y MibKHapogHOMy TeMIyCc-IIpOeKTi, mpu
PO3rOpTaHHI YOTUPbOX BipTyanbHUX matdopm «HavanbHuil Kibeprosiron» (Jlep>KaBHUi YHIBEPCUTET
TejleKoMyHiKawii, KuiBcbkuit yHiBepcureT iMeHi bopuca I'pinyenka, HauioHanbHuM yHiBepcuTeT «JIbBiBCbKa
noJliTexHika» i XapKiBCbKUI HAI[iOHAJIbHUM YHIBEPCUTET pajlioeIeKTPOHIKM), a TAaKOXK B IPAaKTUYHIN AistibHOCTI TOB
«ABTOp», TOB «XEJICI IOA», TOB «Cuctema Tpetiny» i TOB «Jomodon-IliBnens». Chepa BUKOPUCTaHHS -

3abe3nedyeHHs iH(QOpMaLiHOI Ta (PYHKLIOHAIbHOI 6€3MeKU 6e3POBOLOBUX MEPEXK NepeaBaHHS JaHUX.

2. The dissertation is devoted to the actual scientific and practical problem of de-veloping methods for
guaranteeing the reliability and functional safety of wireless infrastructure on based on hardware division of
subscribers to increase its level of protection against security threats of diverse nature consisting of the developed
theoretical foundations, methods, models and means of reliable wireless systems and networks. The dissertation
proposes methods of modified rectangular quadrature ampli-tude modulation to reduce the mutual influence of
wireless networks, adaptive se-lection of free transmission channels in wireless networks using spectrum
analyzers, increase of functional security in wireless infrastructure and a comprehensive as-sessment of the state
of its protection systems against the anthropogenic effects. Experimental studies of the current state of wireless
technologies, the mutual influ-ence of wireless networks, the efficiency of miniature spectrum analyzers and the
efficiency of the accelerating lens for multiprocessing systems, as well as its dim-ming and polarization properties
have been carried out. New models of spectrum analyzers, free channel monitoring system, accelerating lens
antenna for multipro-cessing systems have been developed.
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