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2. Methods and structures of masked arithmetic for information security systems devices

Pedepar:

1. Incepranifina po60Ta IpUCBIY€HA PO3B'SI3aHHIO aKTyaIbHOI HAyKOBOI 3a5iavi MOOYIOBY i JOCITiIKEHHS METOIiB
Ta 3aC00iB BUKOHaHHS MAaCKOBaHOI apu(pMETUKH, 1110 MOKYTb BUKOPUCTOBYBATUCS 17151 TOOY0BU KpUnTorpagivHux
IIPUCTPOIB i3 MiABUILIEHOIO CTIMKICTIO IO iHKEHEPHO-KPUNTOrpadiuHMX aTak Ha OCHOBI aHAJIi3y CIIOXKUBAHO]
IIOTY>KHOCTI. Y po6OTi 3aITpOIIOHOBAHO METOJ, BUKOHAHHS orepaliii Au3'I0HKILii HafJ TaHNMU Y MaCKOBAaHOMY
IIpeJCTaBJIeHHI, 1110, 32 paxyHOK o0urcieHHs! QyHKIii KopeKLii MacKy pe3ysbTaTy 3 BUKOPUCTAHHSIM BUKJIIOYHO
MAaCKOBaHUX JaHUX Ta iX MaCOK, [03BOJIsSI€ BUKOPUCTATU TaKy OIlepalilo s NoOyJ0BU CTPYKTYp KpUnTorpagiyHux
onepalifHux 6JI0KiB BUKOHaHHS omnepallii Au3'T0HKIIii, MacmTaboBaHUX A0 KiJIbKOCTi MAaCOK JAHUX Y ix
MAacCKOBaHOMY MpeCTaBIeHHi. TaKoX 3aIIPOIIOHOBAHO METOJ, IEPETBOPEHHS MAaCKOBAaHOTO MIPE/ICTABIIEHHS JAHUX,
1110, 32 PaXyHOK BUKOPUCTAHH4 Ollepalil 1ogaBaHHs 3a moayseM 2N HaJ, JaHMMU Y MAaCKOBAaHOMY IIPE/ICTaBII€HHI,
11o6y;0BaHOI HA OCHOBI MaCKOBAHUX JIOTIYHUX ON€pallili, O3BOJIsl€ IEPETBOPIOBATH MACKOBAHE MPEICTABJIEHHS
IaHUX i3 apudMeTHIHNM MaCKyBaHHSM Y [aHi i3 JIOTIYHNM MacKyBaHHSIM Ta HaBIIAKH, & TAKOK BUKOPUCTATHU TaKe

IIepEeTBOPEHHS 1171 CTBOPEHHS CTPYKTYP KpurtorpadiyHux onepauiiiHux 6J10KiB, SIKi BUKOPHUCTOBYIOTh YacTy 3MiHY



TUIly MAaCKyBaHHA. PO3BMHYTO METOM, BUKOHAHHA OIlepallii KOH'IOHKUII HaJ JaHMMU Y MAaCKOBAaHOMY IIPEICTaBJI€HH],
10, 32 PaXyHOK BBeZleHHS Y QYHKIII0 KOpeKLii MacKy pe3ysbTaTy 00YMCIIeHb 3 YpaXyBaHHSIM YCiX MAaCOK BXiTHUX Ta
BUXi/IHUX [AHUX, JO3BOJISIE BAKOPUCTATH TaKy OIepallilo 115 T06yJ0BU CTPYKTYP KpUIITOrpadiyHUX onepaniiHux
6JI0KiB BUKOHAHH$ OIepallii KOH'IOHKIii, MacIITaboBaHUX [0 KiJIbKOCTi MACOK JJAHUX Y iX MACKOBAaHOMY
Ipe/CTaBeHHi. PO3BUHYTO MeTO| iHBepTYBaHHS JAHUX Y MACKOBAHOMY Ipe/CTaBieHHi y noJsax Buny GF(2N), mo,
3a paxyHOK BBeZleHHs y QYHKIIiI0 KOpeKllii MacKu pe3yJibTaTy 00YMCIIeHb 3 ypaxyBaHHSIM yCix MacOK BXiTHUX Ta
BUXIIHUX JAHUX, N03BOJISIE OOPOOJIATU NIaHi i3 JOBIIBHOIO KiJIbKiCTIO MACOK, a TAKO>K BUKOPUCTATU TaKe
IIEPETBOPEHHS IJ1s1 TOOYI,0BU CTPYKTYP KpUNTOrpadivHuxX onepauiiiHux 6J10KiB iHBEPTYBaHHS JaHUX y MOJISIX BULY

GF(2N), siKi BUKOPUCTOBYIOTb TabJIMYHI METO BUKOHAHHS OIlepaliil y IIUX OJISIX.

2. The thesis is devoted to solving actual scientific problem of development and research of methods and means of
implementing the masked arithmetic, which can be used to build cryptographic devices with increased resistance
to cryptographic engineering attacks based on analysis of power consumption. The methods for performing basic
operations of cryptographic algorithms for masked data representation are proposed in this work. The list of
considered operations are: logical operations of conjunction and disjunction, data inversion in fields GF(2N), table-
based transformations, conversion of mask type for masked data. Developed methods for performing logical
operations of conjunction and disjunction, data inversion in fields GF(2N) on the data in the masked representation
are characterized by the ability to process data with any given number of masks. For method for conversion of
mask type for masked data further developed a method of adding masked data modulo 2N. Due to this developed
method allows one to convert masked presentation of data from arithmetic masking to logical masking and vice
versa. For proposed method for table-based transformations of masked data, additional intermediate masking of
agreed type of mask input was introduced. That allowed one to perform table-based transformations on input with
either logical or arithmetic masking and get the result with the given masking type. Based on developed methods
for operations on masked data, developed Verilog-models of structures for cryptographic operation units
performing the above operations and cores of specialized hardware-based processor of symmetric block
encryption algorithms mCrypton and GOST 28147-89, which process masked data with one logical mask and allow
a creation of cryptographic processor with high resistance to attacks by analyzing the power consumption.
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