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1. B po6oTi BupileHo akTyajbHe HayKOBE 3aBJaHHS PO3POOKU iH(POpMaLIIMHOI TEXHOJIOTii KOMIIJIEKCHOI OLIiHKU
pU3UKiB iHpopMaLiiiHOi 6e3MeKy, sSIKa BpAaXOBye NIapaMeTpu Ta crieln@ivHi pucu IisibHOCTI TPAaHCIIOPTHO-
sorictnyHux 1eHTpiB (TJIL). Po3pobieHi monesi Ta MeTOY LO3BOJISIIOTh iHTErPYyBaTU CUJIbHI CTOPOHH iCHYIOUUX
niAXo[iB, afanTyBaTH iCHYIOUi TEXHOJIOTI] 10 crenudiky ranysi, BpaxoByBaTH CUCTEMHI B3a€MO3B'SI3KU Ta
3abe3nevyyBaTy NigBULIEeHHS e(pEeKTUBHOCTI B peanbHUX yMoBax (pyHKuioHnyBaHHs TJILL. MeTo guceprauiiiHOro
IOCJIiIKeHHS € MifgBuIeHHs e(PeKTUBHOCTI MiITPUMKY IIPUHHSTTS pillleHb [Py 3abe3nedenHi iHhopmanifiHoi
6esnexu TJIL] msxom MoegHaHHSI METOZIB €KCIIEPTHOI aHAJITUKY Ta BUKOPUCTAHHS FHYYKUX aJJalITUBHUX
HelpoHeuiTKux cucteM. O6’'eKTOM IOCTiI>)KeHH € iHpopMalliliHi mpolecy yrnpasiiHHs iHpOpMaLiliHOIO 6€31EK0I0
Ta MiATPUMKU IIPUMHATTA PilleHb Y TPAHCIIOPTHO-JIOTICTUYHUX cUCTeMaX. [IpeIMeTOM JOCTiIKEHHS € MO,

MeTonM Ta iHpopMaliiiHi TeXHOJIOTI] OlLliHIOBaHHS pU3UKiB 1B, HA OCHOBI HEYITKOI JIOTiKM Ta HEMPOMEpPEKEBUX



TEXHOJIOTi!. [I711 NpOBEeAEHHS NOCiI)KeHHs OyJIM 3aCTOCOBAHI METOJ, CHCTEMHOTO aHaJi3y; TEOPisl HEUiTKUX
MHOXUH; METO]] aHaJi3y iepapxill y HeuiTkil noctaHoBuji (Fuzzy AHP); meTonn 064NCIIOBATIBHOTO iHTEJIEKTY
(neriponeuitki mepexi ANFIS); meTogu QpyHKIiOHaIBHOrO Ta 06'eKTHO-0OpieHTOBaHOro MozemoBaHHs (IDEFO, DFD,
UML); MeTozu aJrOpUTMIUHOI onTHUMi3alii (anroputm Rete); MeTonu MaTeMaTUYHOI CTaTUCTUKU TA PErPECIHOrO
aHamisy. Y nepumomy poszisi nuceprauiiiHoi po6otu nposeneHo aHaiis TJIL sk 06'ekTa KpUTUYHOI iHPPACTPYKTYpPH,
10 MalOTh CTPATeriyHe 3HAaYeHHsI [1J1sI 3abe3redeHHs HallioHaIbHOI 6e3neku. [IpoaHanizoBaHo crienudiyHi 6i3Hec-
npouecHy, apxitekrypy IC TJIL Ta cdopMoOBaHO MOJieJIb 3arpo3 i BpazniuBocTel. JloBeleHO, 110 KOHBEPTreHIlis
indopmaliitHux Ta onepauiiHux TexHosoriil y TJIL] cTBOpIoe HOBI Kyacu Kibep3arpos, 3 SKUMU KJIACU4Hi METOIU
OLIiHIOBAaHHS PUBUKIB HE CIIPABJISIOTHCS Y€PE3 BUCOKUI PiBEHb HEBUBHAYEHOCTI Ta AUHAMIYHICTh IIPOLECIB.
O6rpyHTOBaHO HEOOXiTHICTh pO3pOOKU HOBOI iHPOpMaLiliHOI TeXHOJIOTI] NiATPUMKY IIPUNHSTTS pillleHb IIpU
3abesnevenHi Ib TJIL, 3naTHOI GyHKLIOHYBaTU B YMOBax AedilUTy peTpocneKTUBHUX AaHuX. CHPOpMyIbOBAHO
3aBJAHHA JOCIIIKEHHS 00 CTBOPEHHS IHTEJIEKTYyaIbHUX MOJieJiel oKy cTany piBHA Ib TJIL. V gpyromy
PO3iJIi PO3IJISIHYTO KOHLENTYaJbHY MOJEJb IHTETPAJIBHOTO OLiHIOBAaHHS piBHS pu3uKy Ib TJIL. Bona Bkito4yae
€KCIIEPTHY HEUiTKy MOJeJIb CTPATETiYHOr0 aHali3y, o 6a3yeTbCsl HAa TPUPIBHEBIN iepapXii pakTopiB 3 ypaxyBaHHSIM
YIOCKOHAJIEHOTO METOJy HEeUiTKOro aHanisy iepapxin (Fuzzy AHP) Ta piBHSI BIEBHEHOCTI €KClepTa. Y TPETbOMY
pO31iii BUKOHaHO (YHKI[iOHATIbHE MOJIE/II0BaHHS iHPOPMAIiliHOI TeXHOJIOTI] NiATPUMKYU IPUNHSATTS pillleHb IpU
3abesneyvenHi Ib TJIL] (IDEFO, DFD, IDEF3) Ta nobynoBaHo cleHapii B3aeMmoJii KopucTyBauis 3a fornomororo UML-
IiarpaM. OGIpyHTOBaHO BUKOPUCTAHHS YOTUPUPIBHEBOI 6araTOKOMIIOHEHTHOI C€PBiC-OPi€HTOBAHOI apXiTEKTypH
crucTteMu. Y 4eTBepTOMy PO37ijli IPOBEAEHO MPaKTUYHY anpobariiio Ta imitaniine MoJie1l0BaHHS pO3p0o6JIeHO]
iHpopMalliiiHOi TeXHOOTII MiATPUMKY MPUMHSTTS pilieHs npu 3a6e3nevyenHi Ib TJIL. Ha ocHosi 3072 npeneneHTiB
IiATBEPKEHO BUCOKY TOUHICTh HelpoHeviTkoi moaesi (RMSE = 0,0017, Accuracy = 95,2%). O6IpyHTOBaHO, 1110
piBE€HBb BUTpAT HAa CTBOPEHHS i €KCILTyaTanilo cuctemu 1B Ta piBeHb KyabTypu 1B MalOTh CyTTE€BO BUIINM KOe(il[ieHT
BIJINBY Ha 3HWKEHHS PU3NKY, HiXK TEXHIYHE [I€PEOCHaleHHs. Lle migTBepKye, 1110 PO3BUTOK KOMIIETEHLIIN
nepcoHasy € 6a30B00 yMOBOIO iH(popmaiitHoi 6e3nexku TJIL. loBeneHo edeKTUBHICTb METOLY pelyKLii IpaBui Ta
anroputmy Rete. 7151 33124 €KCIIEPTHOI OLiHKA PEKOMEHA0BAHO 3aCTOCOBYBATU 0a3y ITpaBuMJl, 0OCAT SIKOI He
nepesuiye 729. lle 3a6e3nedye noxuoKy < 1% npu MiHimManbHUX BUTpaTax yacy. [[pakTuyHe 3Ha4Y€HHS POOOTH
noJisirae y po3po061ii HoBoi iHopmMaLiifiHOi TeXHOJIOri MiATPUMKY IPUMHSTTS pillleHb, 110 3a0e3nevye IiABULEeHHS
indopmauiitnoi 6esneku sorictuaHoi iHppacTpykrypu TJIL. TexHosorist 103BoJIsI€ IPOBOAUTU KOMILJIEKCHY OLiHKY
pusukiB IB, popmyBaTH ONTUMaIbHI CTpaTerii 3aXUCTy Ta €(PEKTUBHO NIPiOpUTE3yBATH iHBECTULLi B 6€3IEKY.
[TpakTuyHa peasizalis pe3yabTaTiB LOCIiIPKeHHS BTiJIeHa y KOMITIOTepHil nnporpami «['i6punHa indopmaniiHo-
aHaMiTUYHA CUCTeMa OLiHKU PU3UKiB iHpopMalliiiHOi 6e31eKu TPaHCIIOPTHO-JIOTICTUYHUX LIeHTPiB». BoHa €
inctpymentom gi1s IT-¢axiBuiB, o0 403BOJIsIE aBTOMATU3yBATU aHAJIITUYHI TPOLIEAYPH Ta IMiABULYBATU
inpopmauiiiny 6e3nexy inpopmauiitnux cuctem TJILL. Po3po6aenuii Ha ii ocHOBI Be63acTOCyHOK «SecureFuzzy»
3abe3neyvye MiATPUMKY IIPUIHSTTS pillleHb Ha eTalax CTpaTeriyHoro aHasli3y pyU3MuKiB Ta BUOOPY KOHTP3axXO[LiB, 1110

I03BOJIsSIE KOMIIEHCYBATH Ae(dilnT KBasi(iKOBaHUX aHAIITHKIB Y JIOTiICTUYHIN ranysi.

2. The work addresses the pressing scientific challenge of developing information technology for a comprehensive
assessment of information security risks, taking into account the parameters and specific characteristics of the
operations of transport and logistics centers (TLCs). The developed models and methods allow for integrating the
strengths of existing approaches, adapting existing technologies to the specifics of the industry, accounting for
systemic interrelationships, and ensuring increased efficiency under real-world operating conditions of TLCs. The
aim of this dissertation research is to improve the effectiveness of decision-making support in ensuring the
information security of TLCs by combining expert analytics methods with the use of flexible adaptive neuro-fuzzy
systems. The object of the study is the information processes of information security management and decision-
making support in transport and logistics systems. The subject of the study is models, methods, and information
technologies for assessing information security risks based on fuzzy logic and neural network technologies. The
following methods were used to conduct the research: the method of system analysis; the theory of fuzzy sets; the
method of hierarchical analysis in a fuzzy setting (Fuzzy AHP); computational intelligence methods (ANFIS neural
networks); functional and object-oriented modeling methods (IDEFO, DFD, UML); algorithmic optimization



methods (Rete algorithm); and methods of mathematical statistics and regression analysis. The first chapter of the
dissertation analyzes data centers as critical infrastructure objects of strategic importance for ensuring national
security. It examines specific business processes and the information security architecture of data centers and
develops a model of threats and vulnerabilities. It is demonstrated that the convergence of information and
operational technologies in the TLC creates new classes of cyber threats that classical risk assessment methods
cannot handle due to the high level of uncertainty and the dynamic nature of the processes. The necessity of
developing a new information technology for decision support in ensuring the information security of the TLC,
capable of functioning under conditions of a shortage of retrospective data, is substantiated. Research tasks
regarding the creation of intelligent models for assessing the state of the TLC's information security level are
formulated. The second chapter examines a conceptual model for the integrated assessment of the information
security risk level of the TLC. It includes an expert fuzzy model of strategic analysis based on a three-level
hierarchy of factors, taking into account the improved Fuzzy AHP method and the expert’s level of confidence. In
the third chapter, functional modeling of the information technology for decision support in ensuring the
information security of the TLC (IDEFO, DFD, IDEF3) was performed, and user interaction scenarios were
constructed using UML diagrams. The use of a multi-component service-oriented system architecture was
justified. Chapter 4 presents the practical testing and simulation modeling of the developed information
technology for decision support in ensuring information security at the Trade and Logistics Center. Based on 3,072
cases, the high accuracy of the neuro-fuzzy model was confirmed (RMSE = 0.0017, Accuracy = 95.2%). It is
substantiated that the level of costs for creating and operating an information security system and the level of
information security culture have a significantly higher impact on risk reduction than technical re-equipment. This
confirms that the development of personnel competencies is a fundamental condition for the cyber resilience of
the TLC. The effectiveness of the rule reduction method and the Rete algorithm has been demonstrated. For
expert assessment tasks, it is recommended to apply a rule base with a size not exceeding 729. This ensures an
error rate below 1% with minimal time requirements. The practical significance of this work lies in the
development of a new information technology for decision support that enhances the cyber resilience of TLC
logistics infrastructure. The technology enables a comprehensive assessment of information security risks, the
formulation of optimal protection strategies, and the effective prioritization of security investments. The practical
implementation of the research results is embodied in the computer program. It serves as a tool for IT specialists,
enabling the automation of analytical procedures and enhancing the cyber resilience of TLC information systems.
The “SecureFuzzy” web application, developed on this basis, supports decision-making during the stages of
strategic risk analysis and the selection of countermeasures, thereby helping to address the shortage of qualified
analysts in the logistics industry.
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