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2. Adaptive information technology of diagnosis of computer systems of the existence of the Trojans

Pedepar:

1. lnceprauis NpUCBsA4Y€HA BUPIIIEHHIO aKTyaJbHOI HAYKOBOI 3a[1a4i - CTBOPEHHIO aJalITUBHOI iHPOPMaLiIHO]
TEXHOJIOTII [J151 IiABUILIIEHHSI IOCTOBIPHOCTI Ta €peKTUBHOCTI JiarHOCTYBaHHS KOMIT'IOTEPHUX CUCTEM Ha HasIBHICTb
TPOSIHCBKUX ITpOrpam. B xozi nocminKeHHs 0ys10 BUSBIEHO HelOJiKU po60TH iHpOpMaLIifHAX TEXHOJIOTIN Ta
3aC00iB JIiarHOCTYBaHHS KOMII'IOTEPHUX CUCTEM Ha HasIBHICTb TPOSIHCHKUX ITPOrpPaM. 3alipOIIOHOBAHO MTOBEIiHKOBY
MOJeJIb TPOSIHCHKUX IIPOrpaMm, sika popmaitisdye oco6MBOCTi QYHKLIOHYBAHHS TPOSIHCHKUX IPOTPaM B
KOMII'FOTEPHUX CUCTEMAX, Ta MOJI€JIb [IPOLIECY AiarHOCTYBaHHS KOMIT'IOTEPHUX CUCTEM Ha HasBHICTb TPOSIHCHKUX
[Iporpam, fKa JOo3BOJIs€ 30iICHIOBATY AiarHOCTYBAaHHS 3 BUCOKOIO IOCTOBIpHICTIO. Ha 0CHOBI 110BeAiHKOBOI MOAeJi
Ta MOZEJ IpoLecy AiarHOCTYBaHHS PO3po6JieHa alalTUBHA iH(OpMalliliHa TEXHOJIOTIs AiarHOCTYBaHHS

KOMIT'IOTEPHUX CUCTEM Ha HasIBHICTb TPOSIHCBKUX IIPOTPaM, sIKa BKJIOYa€e B cebe po3pobyIeHUI METO



IiaTHOCTYBaHHS KOMII'TOTEPHUX CUCTEM B PEXXMMi MOHITOPA Ta METOZ, NIOOYA0BY 3aXUILEHUX MOCIiLOBHOCTEN Ta
IETEKTOPIB [1J151 AiarHOCTYBAaHHS KOMIT'IOTEPHUX CUCTEM B PEXKMMIi MOHITOPA, i J03BOINIIA NiIBUILATU
IOCTOBIpHICTb Ta €(PEKTUBHICTb JliarHOCTyBaHH. ByJsio 37ilicCHEHO IporpamMHy peasisaliilo CUCTEMHU JiarHOCTYBAHHS
KOMIT'IOTEPHUX CUCTEM Ha HasIBHICTb TPOSIHCHKUX ITPOTpaM, IO AaJI0 3MOT'Y BUSIBJISITH HOBi TPOSIHCBKi IPOrPaMH 3
BHICOKOIO JIOCTOBIPHICTb Ta €(PEeKTHBHICTIO. KJII0UOBi €J10Ba: KOMII'IOTEPHI CUCTEMU, TPOSIHChKA MTPOrpama,
IiarHOCTYBaHHS KOMII'TOTEPHUX CUCTEM Ha HasIBHICTb TPOSIHCbKUX IPOTpaM, aialliTUBHA iHPopMalliliHa TeXHOJIOTis

,U,iaI‘HOCTYBaHHH.

2. The dissertation is devoted to solving important scientific problem - increasing reliability and efficiency of
computer systems diagnosing of the Trojans existence. Research identified the shortcomings of information
technologies and means of computer systems Trojans diagnosing. A behavioral model of Trojans, which formalizes
the features of functioning of Trojans in computer systems, is proposed. A model of the process of computer
systems Trojans diagnosing, which allows performing diagnosing with high reliability is developed. Adaptive
information technology of computer systems Trojans diagnosing, which includes methods of diagnosing computer
systems in monitor and scanner modes and allows improving reliability and efficiency, is developed. It is based on
the behavioral model and the model of diagnosis. Computer system Trojan diagnosis software, which made it
possible to detect the new Trojans with high reliability and efficiency, was developed. Key words: computer
systems, Trojans, computer systems Trojans diagnosis, adaptive information diagnosis technology.
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