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Pedepar:

1. B mucepTaniiHiil poboTi po3B’A3y€EThCS aKTyaJbHA HAYKOBO-TIPMKJIATIHA 3a71a4ya IPOTHO3YBAHHS i OL[iHIOBAaHHS
piBH# siKocTi Ta 6e3rexku [13KC Ha paHHiX eTanax >KUTTEBOIO LJUKJIY WIJISIXOM PO3PO6JIEHHS METOIB i 3aC00iB
IIPOTrHO3YBaHHS PiBHS IKOCTi Ta 6e3neku [13KC. O6’eKT BOCHiIpKEHHS — IPOLECU IIPOTHO3YBaHHS PiBHS SIKOCTI Ta
6e3Iexy MporpaMHoOro 3abe3rnedeHHs] KOMITIOTEPHUX cucTeM. [IpeMeT NOCiiKeHHs — MeTOAU Ta 3aCO0u
IIPOTHO3YBAHHSI PiBHSI SIKOCTI Ta 6€3IeKy IPOrpaMHOro 3a0e3leyeHHs] KOMITIOTEPHUX cUcTeM. MeToo
IYCEePTaLifiHOTrO AOCIII)KEHHS € 3a0e3I1e4eHHS OLiHIOBaHHS HasIBHOrO HabOPy BUMOT 3 I103M1lil IPOTHO30BaHOI0
piBHSI SIKOCTI Ta 6€3MeKu IPOrpaMHOro 3a6e3Me4eHHs] KOMITIOTEPHUX CUCTEM, SIKe IJIAHYEThCS 10 peastizallii 3a
TaKUM HabOpOM BHMOT, IJISIXOM PO3PO0OJIEHHSI METOZiB Ta 3aC00iB TPOrHO3yBAHHS PiBHS 6€3MeKHU Ta SIKOCTI
IIPOrPaMHOr0 3a6€e3I1eYeHHs] KOMITIOTEPHUX CUCTEM. Y AucepTallifiHiil po6oTi Bepile po3po6aeHO METO, IIOIYKY
3HA4Y€Hb aTPUOYTIB SIKOCTi Y BUMOTaX [0 TPOrPaMHOT0 3a6€3M1eYeHHS] KOMITIOTEPHUX CUCTEM, SIKUI BiIPi3HSETHCS
BiJl BiZlOMUX CTPYKTypYBaHHSIM BUMOT 3a aTpuOyTaMu SIKOCTi, Ta 3abe3neyye BUOIp 3HaYeHb aTpuOyTiB gKkocTi [13 3

IIpUpPOIOMOBHOI crienu@ikanii Bumor no I13, siKi BAKOPUCTOBYIOTHCS 1J1s1 OL[iHIOBAHHS 3HAa4€Hb XapaKTePUCTUK



skocTi [13 Ta 17151 KOMIIJIEKCHOTO OLiHIOBAHHS SIKOCTI [13; po3po6sieHni MeTOZ, 03BOJII€ aBTOMATU3YyBaTU
OIIPAlllOBaHHS BUMOT Ta MiHIMi3yBaTH y4acTb JIOAUHY Y IIPOLiecax aHasli3y BUMOT Ta OL[iHIOBaHHS SIKOCTi/0e3MeKHu.
Y nucepraliiiHiil po6OTi TaKOX BIEpIle PO3pOOIEHO METO/, IPOTHO3YBaHHSI PiBHSI SIKOCTi IPOrPaMHOr0O
3a0€e31e4eHHs KOMITIOTEPHUX CUCTEM, KU BiIpi3HSIETHCS Bif BiOMUX TUM, 110 [03BOJISI€E IPOTHO3YBAaTH PiBEHb
SIKOCTi MailGyTHbOTO ITPOTPAMHOTr0 3a0€3I1€YE€HHS HA OCHOBI 3Hau€Hb aTPUOYTIB SIKOCTI 3i crienudikalii BUMOT.
TaxkuM YMHOM, 3aIIPOTIOHOBAHUI METO[L J03BOJIsiE IOPiBHIOBATHU clielydikallii BUMOT, 04pasy BiIMOBJISITUCH Bif
peanizauii [I3KC Ha ocHOBI HeBianux crenu@ikalliil (EKOHOMis KOLITIB Ta 4acy, 3MEHIIEHHSI IMOBIPHOCTI
IIPOBAJIbHUX i IPOOJIEMHUX IPOEKTIB) Ta BUKOHYBATH I'PYHTOBHUI BUOip crienu@ikalii 1151 HACTYNHOI peasisaii
[13KC came BHUCOKOI SIKOCTI (32 yMOBH, 1[0 IOMUJIKU He OYAyTbh BHECEHI IIPU [10JAJIbIIOMY BUKOHAHHI IIPOrPaMHOrO
IpoeKTy). B nuceprauii ynockoHaneHo meTton, ineHTudikanii Ta knacudikauii BinMoB i BpassiuBoCTe IPOrpaMHOro
3a0€e31e4eHHs KOMITIOTEPHUX CUCTEM, KU, HA BiIMiHY BiJ] BiIOMUX, BUKOHY€ aHaJIi3 IPUIIMHEHHS
¢dyskuionyBanHs [13KC ta ¢pyHkuitHux moxxausocteil [13KC, sKi NOTeHLiHO MOXYTb OYTH BPa3JIMBOCTSIMU, Ta
3abe3reyye BUCHOBOK 1J0/I0 TOTO, UM € NpunuHeHHs pyHKuionyBaHHs [13KC BigM0oBOIO, i, SIKIIO TaK, TO SIKUH TUII
BOHA Mae, a TaKOX 3a0e31edye BUCHOBOK, Y4 € PYHKIiIiHA MOKJIMBICTb BPAa3JIMBICTIO, i, SIKIO TaK, TO SIKUI TUI BOHA
Mae. B po60oTi yIoCKOHAZIEHO METO/, TPOTHO3yBaHHSI PiBHS 6€311eKU TPOrPaMHOro 3a6€3Me4eHHs KOMITIOTEPHUX
CHCTeM, SIKUH, Ha BiIMiHY Bif] BilOMUX, BCTAHOBJIIOE 3aJIe>XKHICTb 3HaYeHHs 6e3neku [13KC Bin 3HayeHb aTpUbyTiB
SKOCTi Ta GOpMye IPOTrHO30BaHe YuCjIoBe 3HaueHHs 6e3neku [13KC Ha ocHOBI aTpubyTiB, i 3abe3neuye
IporHo3yBaHHs piBHs 6e3neku [I3KC Ha OCHOBI OTPMMAHOr0O YACJIOBOTO 3HAYEHHS, a TAKOX [IOPiBHSIHHS
cnenu@ikalliil BUMOT 32 IPOrHO30BaHMM pPiBHEM 6e3neku po3pobmosaHoro [13KC Ta MOXKIMBICTb BiiOpaKOBYBaHHS
HeBranux crenudikauiil. [TpakTuyHe 3HaUeHHS OTPUMaHUX Pe3yJbTaTiB I10JISITa€ B IOBELIEHH] TEOPETUYHUX
pe3yJbTaTiB gucepTaliiiHOi poOb0OTH [0 peanisalii Ta y 6e31ocepeHbOMY BUKOPMCTAHHI iX Ha MiANpUeMCTBI.
PeaniszoBaHa cucrema nporHo3yBaHHs piBHA gakocTi [I3KC Hagae KoprucTyBayy IIPOTHO30BaHi OLIIHKY BOCbMU
xapakTepucTuk skocTi [13KC, KoMIIJIEeKCHUI ITOKa3HUK NPOTrHO30BaHOi sIKOCTi [I3KC Ta BUCHOBOK PO PiBE€Hb SIKOCTI
MaiOGyTHHOTO MTPOrPAMHOTr0 3a6€311€YE€HHS KOMITIOTEPHUX CUCTEM, HA OCHOBI SIKOTO MOKHAa BUKOHATH [TOPiBHSIHHS
crienmdikalil BUMOT Ta OOIPyHTOBaHMI BUOip cnenu@ikauii BUMor 1j1s nojasneiuoi peanizauii. PeasnizoBana
cucremMa NporHosyBaHHs piBHs 6e3neku [13KC 3abe3nedye aHasi3 BUMOT, HA OCHOBI SIKOTO Ha/Ia€ KOPUCTYBauy
IIPOrHO30BaHy oliHKY 6e3neku [13KC (K xapaKTepUCTUKY SIKOCTI) Ta BUCHOBOK IIPO piBeHb 6€3MeKy MailbyTHbOTO
[13KC, Ha OCHOBI IKOTO MO>KHA BUKOHATH NOPiBHSIHHA crienu@ikaliil BUMOr Ta O6IpyHTOBaHUI BUOip crienudikarii
171 TojasnblIoi peanisaiii. PeanizoBana cucrema inenTtudikauii Ta knacudgikauii Bigmos i BpasznusocTteit [13KC
HaJja€ BUCHOBOK I[OJI0 TOTO, 4u € npunuHeHHs pyHKuionysanHs [13KC Bigmosoio [13KC; BUCHOBOK IIOJ0 TOTO, YU €
dynkuitHa moxxnusicTs [13KC BpasnusicTio [13KC; BUCHOBOK PO TUII BifMOBU Ta,/ab0 Bpa3IMBOCTI 32 ix
HasBHOCTI. Pe3ysipTaTul fucepTauiinoi po6otu BrposamxeHo y: ITI1 «ABiBi»; TOB «Jleiimoc»; I'O «IT Knacrep M.
XMeJIbHALIBKOTO»; Y HABYAJIbHOMY IIPOLECi XMEJIbHULBKOTO HALLiOHAILHOTO YHIBEPCUTETY; IIPY BUKOHAHHI
IepXOIpKeTHUX TeM XMeJIbHULIBKOTO HallioHaJIbHOTrO yHiBepcuTeTy «CamoopraHizoBaHa posIojiijieHa cuctema
BUSIBJIEHHS 3JI0BMUCHOTO MPOTPaMHOr0 3a6€31e4YeHHs B KOMITIOTepHUX Mepexax» ([P N¢ 0121U109936), «Cuctema
BusiBIeHHs 3113 Ta KOMII'IOTEPHUX aTaK B KOPIMOPATUBHUX MEPEXKAX 3 BUKOPUCTAHHSIM XUOHUX 00'€KTIB aTak Ta
nacTok» (IP N2 0124U000980).

2. The dissertation solves the actual scientific and applied problem of predicting and assessing the level of quality
and security of software at the life cycle’s early stages by developing methods and tools for predicting the level of
quality and security of computer systems' software. The object of research is the processes of predicting the level
of quality and security of computer systems' software. Subject of research are methods and tools for predicting the
level of quality and security of computer systems' software. The aim of the dissertation research is to provide an
assessment of the existing set of requirements from the point of view of the predicted level of quality and security
of computer systems' software that is planned to be implemented according to such a set of requirements by
developing methods and tools for predicting the level of security and quality of computer systems' software. In the
dissertation, the method for analyzing requirements for computer systems' software for the search for values of
quality attributes was first time developed, which differs from the known ones by imposing certain restrictions on
the formation of a specification of software requirements by structuring requirements containing quality



attributes and provides a selection of values of attributes of software quality from natural language specification of
software requirements, which are used to evaluate the values of software quality characteristics and for a
comprehensive assessment of software quality; the developed method is important for automating the processing
of requirements and minimizing subjective influence and human participation in the processes of information
processing and software quality and security assessment. The thesis also first developed a method for predicting
the quality level of computer systems' software, which differs from the known methods in that it allows predicting
the value of quality level of developed software on the basis of the processing of values of attributes of software
quality, which are in the specification of requirements. Thus, the proposed method allows comparing software
requirements specifications, immediately refusing to implement a software system based on unsuccessful
specifications (reducing the likelihood of failed and challenged projects, saving time and money), and making a
well-grounded choice of specifications for the further computer systems’ software realization and implementation
with high quality (if errors and bugs are not introduced at the next work during computer systems’ software
development). The dissertation further develops the method of identifying and classifying failures and
vulnerabilities, which, unlike the known ones, identifies and classifies failures and vulnerabilities and provides a
conclusion as to whether a failure has occurred, and, if a failure has occurred, the user is given its type. In addition,
the developed method of ensuring the security of computer system software by identifying and classifying failures
and vulnerabilities provides a conclusion as to whether a functional capability is a vulnerability, and, if the
functional capability is a vulnerability, the user is given its type. The dissertation improves the method for
determining the security level of computer systems' software, which, unlike the known, establishes the
dependence of the value of security of the software on values of the quality attributes and generates a predicted
numerical value of the security of the software on the basis of attributes, and provides prediction of the security
level of the software based on the obtained numerical value, and also provides comparison of requirements
specifications according to the predicted security level of the developed software and the possibility of rejecting
unsuccessful specifications. The results of the dissertation are implemented in: PE “Avivi”; LLC “Deymos”; NGO “IT
Cluster of Khmelnytskyi”; in the educational process of Khmelnytskyi National University; in the implementation of
state budget topics of Khmelnytskyi National University “Self-organized distributed system for detecting malicious
software in computer networks” (State Research Project No. 0121U109936), “System for detecting malware and
computer attacks in corporate networks using false attack objects and traps” (State Research Project No.
0124U000980).
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