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Tema gucepranii:
1. MeTop Ta 3acobu nifgBuUILEHHS 6e31eKN 6€3[IPOBOLOBUX TE€IEKOMYHIKALITHUX CUCTEM i MEPEXX Ha OCHOBI

¢$hopmMyBaHHS NICEBIOBUIAIKOBUX KIIOYiB aBTOpU3aLii JOCTyy.

2. Wireless telecommunication networks safety improvement method and means based on pseudorandom access
authorization keys forming.

Pedepar:

1. O6'ext mocaimkeHnHs. [Ipouec aBTopu3auii 4oCTyny A NigBuiLeHHs 6e3neku 6e3nposogosux TCM. IIpegmer
IociimkeHHs. MeTonu Ta 3aco6u nifgsuieHHs 6e3nexku 6e3npoBogosux TCM Ha ocHOBI popmyBaHHS
niceBgoBunanxkoBux KAJl.MeToto aucepTaiiiiHoi po60TH € mifBUIeHHs 6e3neku 6e3mpoBongoBux TCM Ha OCHOBI
dopmyBaHH# niceBnoBunankosux KAJI.Meronu gociimkeHHs. [Ipy BUKOHaHHI [UcepTaLifiHUX [OCIiI>KEeHb
BHMKOPHCTOBYBJIACSI METOIM TEOPii Tesenepenadi 1aHux, Teopii aBTeHTUPiKalii, MAaTEMaTUYHOTO Ta iMiTALIiITHOTO
MO/JIE€JIIOBAaHHS, T€OPii IMOBIPHOCTEN Ta MaTEMATUYHOI CTATUCTUKY, €JIEMEHTHU Te€OPii CKIHYEHHUX IOJIIB Ta Teopii
yucesl. HaykoBa HOBM3HA OTPUMAaHUX Pe3yJbTaTiB 00YMOBJIEHA TEOPETUYHUM y3arajbHEHHSIM | HOBUM pillleHHSIM
BaXJIMBOI HAYKOBO-TEXHIYHOI 33124, SIKa I10J1Ira€e B po3pooLi MeTOoAy MifBUIIEeHHS 6e3neku 6e3nposonosux TCM
Ha OCHOBIi (popMyBaHHs niceBnosunankoBux KAJl. OTpumaHo Taki HayKOBi pe3ysbTaTu: Briepiie po3po6sieHo

MaTeMaTUYHy MOJieJib aBTopu3aliii Ta aBreHTHdiKalii 6e31poBOJOBOr0 NOCTYILY, B 5IKiil BpaXOBYIOThCS KOJIi3ifHI Ta



nepioguyHi BnacTuBocTi popmoBanux KAl nns ouinku 6e3nexku 6e3npoBogoux TCM.YnoCKOHanIeHO METOZ,
aBropu3auii Ta aBTeHTUdiKaLil 6€3IPOBOLOBOrO AOCTYILY, SIKUH Biflpi3HSETHCS Bifl BiOMUX BUKOPUCTAHHSM
re"epatopis [1BI1 makcumanbHOro nepiony, o 3a paxyHOK 3a6e3nedeHHs NOTPiOHMX KOJIi3iIHMX BIaCTUBOCTEN
dpopmosanux KAJ] no3soJsige nigsumuty 6e3nexy 6e3npoogosux TCM.YnockoHaneHo meton ¢popmyBaHHs [1BI1,
SIKUI1 32 PaXyHOK JOJJATKOBOTO BBEIEHHS PEKYPEHTHUX N€PETBOPEHDb HaJl MPOMIKHUMU CTAaHAMU T€HEPATOPy
3abe3nevyye MakCUMaabHUM nepio GOpMOBaHUX [TOCIiOBHOCTEN N1ceBoBUNanaKosux KAl s nigBuineHHs
6esnexu 6e3npoBogoBux TCM. OTprMaHi HayKOBi pE3yJIbTAaTH Y CYKyIHOCTI CKJIaZial0Th 3alTPOIIOHOBAHUI METO/]
nigBuieHHs 6e3neku 6e3npoBosoBux TCM Ha ocHOBI popmyBaHHS nceBnosunankosux KAJl. OTpumani pesyibTaTu
BIIPOBA’)KEHO IIPU PO3POOLi CIleniaJlbHOro MaTeMaTUYHOTO Ta IIPOrpaMHOro 3abe3nedeHHs npu ¢opmyBanHi KA
IJIs igBULeHHs 6e3rexku 6e3npoBonoBux TCM B ckiali aBTOMaTU30BaHOI TEPUTOPiaIbHO-PO3MNOiJIEHOI CUCTEMU
€[JMHUX PETiOHAJIbHUX ONE€PAaTUBHO-AUCIETYEPChKUX LEHTPIB CIELiaJIbHOTO [IPU3HAYEHHS (aKT peasisalii Bif,
18.06.13 3aTBepmxenuit gupekropom HBIT "MouTexkC" Ta rosioBoro npasiinHg [1AT Kb "[JHinpoBceke"). OTpumaHi
Pe3yJIbTaTU BIIPOBAIKEHO B y460BU Npoliec AkazeMii MUTHOI ci1y>k61 YKpaiHu Ta IPU BUKOHAHHI HAyKOBO-
IocinHOoi po6oTu "Po3po6Ka MeTo[IiB, 3aC06iB Ta aJropuUTMiB 06poOKU iHPOpMalii MUTHOTO KOHTPOJIIO", N2
01120000965 (akT peanizauii Biz 11.06.13 3aTBepaXkeHuU B.0. peKTopa AKafgemMii MUTHOI ciy>k6u Ykpainu). ['anysb-
TE€XHi4YHI HayKH, TEJIEKOMYHIKallii.

2. The object of study. The process of authorization of access to improve security of wireless TSN. The subject of
the study. Methods and means of improving the security of wireless TSN based on the formation of pseudo-
random KAA. The aim of the thesis is to improve the security of wireless TSN based on the formation of pseudo-
random KAA. Metody study. When doing dissertation research methods used theories broadcast data
authentication theory, mathematical modeling and simulation, probability theory and mathematical statistics,
elements of the theory of finite fields and number theory. Scientific novelty determined theoretical generalization
and a new solution of important scientific and technical problems, which is to develop a method of improving the
safety of wireless TSN based on the formation of pseudo-random KAA. We obtain the following research results: It
is the first time when the mathematical model of authorization and authentication, wireless access, which
accounted conflict and periodic properties of the molded KAA for safety evaluation of wireless TSN. The method of
wireless access authorization and authentication is improved. If differs from the other known methods by using
preudorandom series of maximum period, as it allows increasing wireless telecommunication systems and
networks safety due to necessary collision properties of autorization formed keys support. Pseudorandom
consecutive orders formation method is smproved. It provides maximum period of formed consecutive orders of
pseudorandom authorization keys for wireless telecommunication systems and networks due to additional intel of
recurrent development over the transient conditions of generator.
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