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1. AnpmiHicTpaTuBHO-TIpaBOBE peryoBaHHS AisyibHOCTI HanioHanpHOi nosinii Ykpainu y cdepi obiry indopmarii 3
0OME>XEHUM [IO0CTYIIOM

2. The Administrative and Legal Regulation of the National Police of Ukraine in the Sphere of Restricted
Information

Pedepar:

1. Y puceprauii npoaHanizoBaHO aMiHICTPaTUBHO-TIPABOBE PETYIIOBAHHS HisabHOCTI HalionanbHOI nosninii y cdepi
06iry ingpopmatiii 3 oomexxeHUM JocTynoM. Ha nifcrasi pesysbTaTiB aHasizy iCTOpUYHUXK, MOJITUYHUX, TEXHIYHUX Ta
€KOHOMIYHMX aCIIeKTiB BUOKPEMJIEHO IT'SITh €TalliB reHe3ucy iHpopMaliliHOI 4isiIbHOCT] y IPaBOOXOPOHHIN cdepi
Ha TepuTopii YKpainn. O6I'PyHTOBAaHO HAayKOBUI MiJXif, 3a IKMM Kjacu@ikalilo HOpMaTMBHOINIPABOBUX JOKYMEHTIB
(3axoHiB YKpaiHn), o persiameHTyoTh iHpopMaliiHy Ta iHpopmMauifiHO-aHAJIITUYHY IisIIbHOCTI NiApo3ainiB
HanionanpHoi noiniii, HEOOXiTHO MOAINSATH Ha OCHOBOIIOJIOXHI (BCTaHOBJIOIOTh OCHOBHI MOJIOXKEHHS

iH(popMaLiiiHOI AiJIBHOCTI) Ta NOXiAHI (PO3pO6JIEHI HA OCHOBI OCHOBOIOJIOKHUX Ta IETaJli3yI0Th 00 LOMOBHIOIOTh



ix). JoBeneHo, mo nediHilii MOHSATS, SKi CTAaHOBJISITE OCHOBY isiyibHOCTI HanjioHanbHOI nosinii y cdepi obiry
indopmarii 3 06MeKeHUM TOCTYIIOM (cepe[] HUuX TakKi IOHATTS, SIK «iHdopMauiliHi pecypcu», «iHdopmalis 3
0OME>XEHUM [IOCTYIIOM», «TaeMHa iHpopMaliii», «cyk6oBa iHpopMmalisny, «koHpigeHUiMHa iHpopmMalisg»), 4yacTo y
HOPMAaTUBHO-TIPABOBUX aKTaX HE MAIOTh OLHO3HAYHOTrO TPAKTYBaHHS, 1[0 HETaTMBHO BIIMBA€ HA [IPABOBE
PeryII0BaHHS OIIePaTUBHO-CIY>KO60BOI AisybHOCTI HallioHanpHOI noiLii 3arajioM. 3 METOI0 BPEryJIl0BaHHS TUTAHHS
006iry koHineHuiHoi iHpopmalii y ninposninax HanionanbHoi noitiii B po60Ti po3pobsieHo NpoeKT Hakazy MBC
Ykpainu, sikuil Bu3Havae [lepesiik BimoMmocTel, 1110 CTaHOBJIATh KOHDieHIIiHY iHpopMaliilo B cucTeMmi
MiHicTepcTBa BHYTPIlIHIX cripaB YKpainu. Lleil mpoeKT Haka3y, 30KpeMa, BpaxoOBy€ HOPMU [il0YMX HOPMaTUBHO-
MTPaBOBUX aKTiB YKpaiHM, 0 IPSIMO BU3HAYAIOTh BifTHECEHH Tieil uu iHmoi indbopmariii 1o KoHDineHIinHOi.
3BepHYTO yBary Ha Te, 110 iHpopmaliliHi pecypcu HanioHanpHoi nosinii HaneXxaTts 10 Aep>KaBHUX iHoOpMaLiliH1X
pecypciB, 4acTO MaIOTh CTATyC iHPOPMaLiIHMX PECYPCiB 3 06MEKEHUM JIOCTYIIOM (TaeMHA iHpopMalis, ajs
CIIy’kO60BOTO KOPUCTYBaHHS, KOHQifeHIIiliHa), TOOTO, SIKi HEe MiJJIAraioTh PO3MOBCIOIHKEHHIO Y1 IIepelaBaHHIO iHIINM
cy0’ekTaM, OKpiM BUNAAKIB, IependavyeHUX 3aKOHOAABCTBOM. 3HaUHA YacTKa BKa3aHUX iHOpMalLiliHUX pecypciB
30epiraeTbcsl B €JIEKTPOHHUX 6a3ax JaHUX, ii ONpallloBaHHS BiOyBA€TbCS 3 BUKOPUCTAHHSIM IIPOrPaMHO-TEXHIYHUX
KOMILJIEKCIB, TOMY 3a6e3redeHHs ix 6e3I1eKu (3aX1CTy) € OAHI€I0 3 BaKJIMBUX MTpobieM obiry indopmariii 3
00ME>XEeHUM [IOCTYIIOM Y AisibHOCTI HalioHanbHOI noiLiii. 3aIIporioHOBaHO TPaKTyBaHHS MOHSTTS «iHdopMaLliliHi
pecypcu» 3 orsigy Ha cdepy mistmpHocTi HanioHanbHoiI nosinii: inpopmauiiini pecypen HanjionanbHoi noinii - e
OKpeMi IOKYMEHTH Ta iX MacUBH, PE3yJIbTATU iHTEJIEKTyaJIbHOI, TBOPYOi, CJIy>KO00BOi, iH(pOopMaLifiHOI Ta aHAJIITUYHOI
IisiIbHOCTI NepcoHaiy, 6aHKU Ta 6a3y JaHuX, iHpopMaliliHi cucteMu (MigCUCTEMN) i TEXHOJIOT], apXiBu Ta iHmi
doHny, ki MicTaTb JaHi (BimomocTi), 3adikcoBaHi Ha BifiIoBiIHUX HOCisAX iHopMalii Ta € 06'ekTaMy ITpaBa
BjacHocTi Hanjonansnoi noinii (MBC Ykpainu) i1 MaloTh BiAIOBiIHY CIIO>KMBYY LiHHICTb. 3a3HAa4Y€HO, 1110 HAsIBHI
HOPMAaTMBHO-TIPABOBI 3acafy 3a6e3ne4eHHs iHpopMaliiiHOi 6e311eK1 He OXOIIIOI0Th YBECh CIIEKTP CY4aCHUX
3arpos 6esnewi iHpopmariii, nepenycim iHpopmariii 3 06MeXXEeHUM LOCTYIIOM, 1[0 LUPKYJIIOE B CIleLiani3oBaHUX
iH(opmaliiiHO-TIOIYKOBUX Ta iHPOpMaLiiHO-TeJIeKOMYHIKaLiHUX cucTeMmax HanjionanbHoi noJinii, ToMmy MaioThb
OyTy NeperysiHyTi Ta JONOBHEHI. 30Kpema, € NoTpeba Ha OpraHisaliiiHO-IIpaBOBOMY PiBHI 4iTKO ieHTUdiKyBaTu
npo6emMy 6e3revyHoro QyHKIiOHyBaHHS CIeliaizoBaHuX iHDOpMaLifHUX CUCTEM, BUSHAYMTH OCHOBHI 3aIPO3U Y
cepi 3axucty iHdopmalii Ta CBO€YaCHO HAlaBaTU HOBI, Cy4yacHi HOpMaTUBHO-TIPABOBI 3ac00U [J1s1 MPOTULIT UM
3arposaM. HarosiomeHo, 10 OCHOBHI HallpsIMU YAOCKOHAJIEHHS HisyIbHOCTI HanioHanbHOI nosminii y ramysi
OnpaloBaHHs iH(popMallii 3 0OMEXEHNUM JOCTYIIOM, BPaXOBYIOYM HUHILIHINM CTaH NPOBEIEHHS pedOpPM HisIbHOCTI
HanionanpHoi nozinii, cBiTOBI TeHmeHIii po3BUTKY iH(OpMaLifHO-TeJIeKOMYHIKal[iTHUX T€XHOJIOTiH, CUCTEMU
iHopmauiitHo-TexHiyHoro 3abe3neyeHHs MBC Ta HanjioHanbHOI nosilii, OXOMNooTh yI0CKOHANIEeHHS:
HOPMAaTUBHO-TIPAaBOBOTO PEryJII0BaHHS iHPOPMaLiiHMX BiTHOCHH; IKOCTI IIiATOTOBKU KaIpOBOTO IIOTEHLIay;
iCHYI04MX Ta CTBOPEHHS HOBUX iH(POPMaLIITHMX MEPEX, CUCTEM; OPTraHi3aliliHO-TEXHIYHOTO 3a6€311eYEHHS 3aXUCTY
indopmarii. 3arrpornoHOBaHO B OpraHisaliiiHoOMy HanpsiMi IpPoLieC CTBOPEHHS KOMIJIEKCHUX CUCTEM 3aXUCTY
ingopmauii y cienianizoBanux iHpopmalifiHux cucremax HalioHanpHOI nosinii NogiuTy Ha OAUMHAALSATE JIOTTYHUX
eTariB ix MoOyAOBM Ta eKCIIyaTaLii. Iy KOXKHOro eTaly BU3Ha4€HO OCHOBHUM Habip 3ax0/iB, sIKi HEOOXiTHO
IIPOBECTH. 3allpOIIOHOBAHO, Y MEXKax yIIOCKOHAJIEHHS OPraHi3aliliHO-TeXHIYHOro 3a6e31e4YeHHs 3aXUCTy
indopmalii y cenianizoBaHux cucTemax i Mepeskax, po3poOUTH Ta PO3II0YaTH BUKOHAHHS HEOOXiAHMX 3aX0JiB 3
IiABUILEHHS PiBHA 6€31eKu po60TH 3 iHpOopMalLilHUMU peCypcaMy y CIeliai3oBaHuX iH(pOpMaLiiIHUX CUCTEMAax
HamioHanbHOI nmoJilii.

2. The dissertation offers an analysis of administrative and legal regulation of the National Police of Ukraine in the
sphere of restricted information. Based on the research results obtained from the analysis of historical, political,
technical and economic aspects, five stages of informational activity genesis were identified in the lawenforcement
in Ukraine. The author substantiated the scholarly approach which implies that legal and normative documents
(laws of Ukraine) regulating the informational and informationanalytical activity of the National Police of Ukraine
need to be classified as fundamental (establishing the fundamental principles of informational activity) and
secondary (developed on the basis of the fundamental ones and supplementing the latter). It was proved that the
concepts lying in the core of the National Police activities in the sphere of restricted information (among others



«information resources», «restricted information», «information for internal use only», «classified information»,
«confidential information») are not infrequently defined in normative and legal acts not unambiguously, which has
an adverse impact on legal regulation of operational activities of the National Police in general. With the view to
regulating the circulation of confidential information in the National Police units, the paper suggests a draft order
of the Ministry of Internal Affairs of Ukraine which determines the list of what is qualified as confidential
information in the system of the Ministry of Internal Affairs of Ukraine. This draft order considers the norms of the
valid normative and legal acts of Ukraine which explicitly qualify a piece of information as confidential. Special
attention was paid to the fact that the information resources of the National Police belong to the state information
resources (classified information, for internal use only, confidential), in other words those which are not subject to
spreading or transferring to other persons apart from the cases stipulated by the law. A major part of the
mentioned information resources is stored in electronic data bases and it is handled through technical software,
therefore their security ensurance is one of the major issues related to restricted information circulation in the
activities of the National Police. The author suggested interpreting the concept «information resources» in terms
of the National Police operation: the National Police information resources are separate documents as well as sets
thereof, results of intellectual, creative, operational, informational and analytical activity of the personnel, data
banks and bases, information (sub)systems and technologies, archives and other storages containing the data
(information) recorded on appropriate hardware are intellectual property of the National Police (Ministry of
Internal Affairs) and have a certain consumer value. It was specified that existing normative and legal principles of
ensuring the information security do not cover the entire range of current threats to information security,
especially to the restricted information circulation in specialized information searching and telecommunication
systems of the National Police. Therefore, they must be revised and supplemented. In particular, there is a need to
introduce changes on the legislative level in order to clearly identify the problem of safe functioning of specialized
information systems, outline major threats in the sphere of information protection and timely provision of new up-
to-date normative and legal means to counteract the threats. It was emphasized that taking into account the
present-day status of the National Police reforms, world tendencies of IT development and IT systems of the
Ministry of Internal Affairs and the National Police, the major directions for improving the activity of the National
Police in the sphere of handling restricted information should involve the improvement of the following: normative
and legal regulation of information relations; personnel training quality, available information networks and
systems and establishment of new ones; provision of organizational and technical support for information security.
In terms of organization, it was suggested that the process of establishing complex systems of information security
in the specialized information systems of the National Police should be divided into 11 logical stages of
development and usage. For each stage a number of basic prerequisite steps were outlined. For improving the
organizational and technical provision for information security in specialized systems and networks, the author
suggested devising and implementing necessary steps aimed at raising the levels of security while working with

information resources in specialized information systems of the National Police.
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