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1. AopmiHicTpaTUBHO-TIpaBOBE PeryJI0BaHHA AisyibHOCTI HalionanpHoi nositii Ykpainu y cepi obiry indpopmariii 3
OOMEXEHUM [IOCTYIIOM
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Pedepar:

1. Y puceprauii npoaHasi3oBaHO agMiHICTpPaTUBHO-TIPABOBE PEry/IOBaHHS AisyibHOCTI HanioHnanpHOi nosiuii y cdepi
06iry indopmalii 3 o6MexxeHUM JocTynoM. Ha mizcrasi pesysnbTaTiB aHai3y iCTOPUYHUX, TTOJIITUYHUX, TEXHIYHUX T
€KOHOMIYHUX aCIIeKTiB BUOKPEMJIEHO IT'SITh €TalliB reHe3ucy iHpopMaliiiHoi 4isiIbHOCT] y IPaBOOXOPOHHIN cdepi
Ha TepuTopii Ykpainu. O6IpyHTOBaHO HayKOBUI MifXif, 32 IKMM Kiacu@ikaliilo HOpMaTMBHOIIPABOBUX JOKYMEHTIB
(3axoHiB YKpaiHn), O persJiaMeHTyOTh iHPopMaLiiiHy Ta iHpOopMaLiHO-aHAJIITUYHY AisiZIbHOCTI NiApO3aiiB
HanjionanpHoi nosinii, Heo6XinHO NOAINATH HAa OCHOBOIIOJIOXHI (BCTAHOBJIIOIOTH OCHOBHI I10JIO>KEHHSI
iHopmaiitHoi AisyIbHOCTI) Ta NOXiAHI (PO3p06sEHI HA OCHOBI OCHOBOIIOJIOKHUX Ta [E€Tali3yI0Th a00 AOMOBHIOIOThH
ix). JoBeneHo, mo nediHilii MOHSTS, SKi CTAaHOBJISITE OCHOBY JisiyibHOCTI HanjioHansHoI nosinii y cdepi obiry
iHpopmallii 3 06Me>xkeHUM JOCTYIIOM (Cepell HUX TaKi MOHSTTS, SIK «iHdopMaliiiHi pecypcn», «iHpopmaliis 3
00ME>XEHUM [IOCTYIIOM», «TaeMHa iHpopMalLiii», «ciyk6oBa iHpopmaLisny, «koHpineHUiHa iHDopmMalisg»), 4yacTo y



HOPMAaTUBHO-TIPABOBUX aKTaX HE MAIOTh OLHO3HAYHOTO TPAKTYBAaHHS, 1[0 HETaTMBHO BIIMBAE Ha [IPABOBE
PEryJI0BaHHS OIIePaTUBHO-CIY>KO00BOI AisyibHOCTI HallioHanpHOI nostiLii 3arajioM. 3 MeTOI0 BperyJ/Il0BaHHS TUTAHHS
06iry koHineHuiHoi iHpopmalii y ninposninax HauionanbHoi noitiii B po60Ti po3po6sieHo NpoeKT Hakazy MBC
Ykpainw, sikuil Bu3Havae [lepeJiik BimoMocTel, [0 CTAaHOBJIATbh KOHPiEeHLiHY iHpopMallilo B CUCTeM]
MinicTtepcTBa BHYTpilIHIX cripaB YKpainu. Lleil mpoeKT Haka3y, 30KpemMa, BpaxoBy€e HOPMHU Iil0YMX HOPMATUBHO-
MIPaBOBUX aKTiB YKpaiH, 10 IPSIMO BU3HAYAIOTh BiTHECEHH Tieil yu iHmoi iHdopmariii 1o KoHDimeHIifHOi.
3BepHyTO yBary Ha Te, 10 iHgopmaliliHi pecypcu HanionanpHoi nosinii Hanexxats 10 Aep>KaBHUX iHOpMaLiliH1X
PECYpCiB, 4aCTO MAlOTh CTaTyC iHPpOpMaLiiHUX PEeCYpCiB 3 0OMEXEHUM JOCTYIIOM (TaeMHa iHpopmallis, A1
CJIy’KO0BOTO KOPUCTYBaHHS, KOHQifeHIiliHa), TOOTO, SIKi He MiJJIAraioTh PO3MOBCIOKEHHIO YU IIepelaBaHHIO iHIIUM
cy6’ekTaM, OKpiM BUNAAKIB, IependauyeHUX 3aKOHOAABCTBOM. 3HaUHA YacTKa BKa3aHUX iHGopMaliliHUX pecypciB
30epiraeTbcsl B €JIEKTPOHHUX 0a3ax JAHUX, ii ONpalllOBaHHS BiIOyBAETbCS 3 BUKOPUCTAHHSIM IIPOrPaMHO-TEXHIYHUX
KOMILJIEKCIiB, TOMY 3a0e3MedeHHs! ixX 6e3MeKu (3aXUCTY) € OJIHI€I0 3 BAXKIMBUX MTPOGIeM 06iry iHpopmariii 3
0OME>XEHUM [IOCTYIIOM Y AisibHOCTI HallioHanbHOI noitji. 3aliporioHOBaHO TPaKTyBaHHS NOHSTTS «iHopMaLliiiHi
pecypcu» 3 orsgy Ha cdepy mistmpHocTi HanlioHansHoiI nosinii: inpopmauiiini pecypen HanionanbHoi nosinii - e
OKpeMi IOKYMEHTH Ta iX MaCUBH, PE3YJIbTATU iHTEJIEKTYyaJIbHOI, TBOPYOi, CJIy>)KO60BOi, iH(pOpMaLifHOI Ta aHAJIITUYHOL
LisITIbHOCTI MepcoHasty, 6aHKY Ta 6a3u JaHuX, iHPopMaliliHi cuctemMu (migcucreMn) i TexXHOJIOrI, apXiBy Ta iHIIi
doHy, sKi MicTITh JaHi (BimomocTi), 3adikcoBaHi Ha BifIOBiIHUX HOCIsAX iHopMalii Ta € 06'ekTaMy ITpaBa
BjiacHocTi Hanjonansnoi noainii (MBC Ykpainu) i1 MaloTh BiAIOBiIHY CIIO>KMBYY LiHHICTb. 3a3HAa4Y€HO, 110 HASIBHI
HOPMAaTHBHO-TIPABOBi 3acay 3abe3nedeHHs iHpopmaniitHOi 6e31eKy He OXOIUTIOITh YBECh CIIEKTP CYy4aCHUX
3arpos 6esnewi iHpopmaliii, nepenycim iHpopmaliii 3 0OMeXXEeHUM LOCTYIIOM, 1II0 LUPKYJIIOE B CIeliani3oBaHUX
iH(popmaliiHO-IOIIYKOBUX Ta iHPOpMaLiiHO-TeJIEKOMYHIKaLiHUX cucTeMmax HanionanbHoi nosinii, ToMmy MaioTsb
OyTu NepersiHyTi Ta JONOBHEHI. 30KpeMa, € NOoTpeba Ha OpraHisaliliHO-IIPaBOBOMY PiBHi 4iTKO ifeHTU(IKyBaTH
npo6eMy 6e3revyHoro QyHKIiOHyBaHHS crieliaizoBaHuX iHQOpMaLifHUX CUCTEM, BUSHAYUTH OCHOBHI 3aIPO3U Y
cdepi 3axucty indpopmalii Ta CBO€YaCHO HAlaBaTU HOBI, Cy4yacHi HOpMaTUBHO-TIPABOBI 3ac00U [J1s1 TPOTUAT UM
3arposaM. HarosiomeHo, 0 OCHOBHI HallpsIMU YAOCKOHAJIEHH HisyIbHOCTI HanioHanbHOI nosminii y ranysi
ornpaloBaHHs iHpopMallii 3 06MeXEeHUM ITOCTYIIOM, BpaXOBYIOUM HUHIIIHIN CTaH IPOBEEHHS PeOPM IisiIbHOCTI
HanjionanbHoi nosiuii, cBiTOBI TeHIeHIii pO3BUTKY iHOpMaLifHO-TeJIeKOMYHIKaliliHUX TEXHOJIOTii, CUCTEMU
iHopmauiitHo-TexHiyHoro 3abe3neyeHHs MBC Ta HanjioHanbHoiI nosilii, OXONo0Th yI0CKOHATIEHHS:
HOPMAaTUBHO-TIPABOBOTO PEryJII0BaHHS iH(OPMAaLiiHUX BiZTHOCHH; IKOCTI IiATOTOBKY KaIpOBOTO NOTEHLIay;
iCHyI0YMX Ta CTBOPEHHS HOBUX iHPOPMAaLiTHNX Mepe’X, CUCTEM; OPTraHi3aliiiHO-TeXHIYHOTO 3a0e3M1eYeHHS 3aXUCTY
iHgopmatii. 3arrponoHOBaHO B OpraHisaliliHoOMy HanpsiMi IPOLieC CTBOPEHHS KOMIJIEKCHUX CUCTEM 3aXUCTY
inpopmauii y cienianizopanux iHpopmaliiiHux cucremax HauioHasnpHOI nosinii NoginuTy Ha OAUHAALATD JIOTIYHUX
eTarliB ix mo6ymoByY Ta eKcIryaTanii. 171 KOXXHOro eTary BU3Ha4yeHO OCHOBHUII Habip 3ax0[IiB, SIKi HEOOXiTHO
IIPOBECTH. 3allpOIIOHOBAHO, Y MEXax yIIOCKOHAaJIEHHs OpraHi3aliliHO-TexXHiYHOro 3a6e3eyeHHs! 3aXUCTy
indopmauii y cienianizoBaHux cucTemMax i Mepeskax, po3poOUTH Ta PO3MIOYATH BUKOHAHHS HEOOXiAHMX 3aX01iB 3
nizBUIIEeHHS piBHS 6e3reKy po6oTH 3 iHpOopMaLIITHMMU pecypcaMi y crelianizoBaHux iHpopMaliiiHUX cucTeMax
HanjionanbHoi motinii.

2. The dissertation offers an analysis of administrative and legal regulation of the National Police of Ukraine in the
sphere of restricted information. Based on the research results obtained from the analysis of historical, political,
technical and economic aspects, five stages of informational activity genesis were identified in the lawenforcement
in Ukraine. The author substantiated the scholarly approach which implies that legal and normative documents
(laws of Ukraine) regulating the informational and informationanalytical activity of the National Police of Ukraine
need to be classified as fundamental (establishing the fundamental principles of informational activity) and
secondary (developed on the basis of the fundamental ones and supplementing the latter). It was proved that the
concepts lying in the core of the National Police activities in the sphere of restricted information (among others
«information resources», «restricted information», «information for internal use only», «classified information»,
«confidential information») are not infrequently defined in normative and legal acts not unambiguously, which has
an adverse impact on legal regulation of operational activities of the National Police in general. With the view to



regulating the circulation of confidential information in the National Police units, the paper suggests a draft order
of the Ministry of Internal Affairs of Ukraine which determines the list of what is qualified as confidential
information in the system of the Ministry of Internal Affairs of Ukraine. This draft order considers the norms of the
valid normative and legal acts of Ukraine which explicitly qualify a piece of information as confidential. Special
attention was paid to the fact that the information resources of the National Police belong to the state information
resources (classified information, for internal use only, confidential), in other words those which are not subject to
spreading or transferring to other persons apart from the cases stipulated by the law. A major part of the
mentioned information resources is stored in electronic data bases and it is handled through technical software,
therefore their security ensurance is one of the major issues related to restricted information circulation in the
activities of the National Police. The author suggested interpreting the concept «information resources» in terms
of the National Police operation: the National Police information resources are separate documents as well as sets
thereof, results of intellectual, creative, operational, informational and analytical activity of the personnel, data
banks and bases, information (sub)systems and technologies, archives and other storages containing the data
(information) recorded on appropriate hardware are intellectual property of the National Police (Ministry of
Internal Affairs) and have a certain consumer value. It was specified that existing normative and legal principles of
ensuring the information security do not cover the entire range of current threats to information security,
especially to the restricted information circulation in specialized information searching and telecommunication
systems of the National Police. Therefore, they must be revised and supplemented. In particular, there is a need to
introduce changes on the legislative level in order to clearly identify the problem of safe functioning of specialized
information systems, outline major threats in the sphere of information protection and timely provision of new up-
to-date normative and legal means to counteract the threats. It was emphasized that taking into account the
present-day status of the National Police reforms, world tendencies of IT development and IT systems of the
Ministry of Internal Affairs and the National Police, the major directions for improving the activity of the National
Police in the sphere of handling restricted information should involve the improvement of the following: normative
and legal regulation of information relations; personnel training quality, available information networks and
systems and establishment of new ones; provision of organizational and technical support for information security.
In terms of organization, it was suggested that the process of establishing complex systems of information security
in the specialized information systems of the National Police should be divided into 11 logical stages of
development and usage. For each stage a number of basic prerequisite steps were outlined. For improving the
organizational and technical provision for information security in specialized systems and networks, the author
suggested devising and implementing necessary steps aimed at raising the levels of security while working with

information resources in specialized information systems of the National Police.
Jep>kaBHHHM peecTpaniliHuii Homep JiP:

IIpiopuTeTHHH HANIPpSIM PO3BHTKY HayKH i TEXHIKH:
CrpareriyHuii npiopUTETHUH HaNIPSIM iIHHOBALLiHHOI JisJIbHOCTI:
ITizcyMKH JOCTiI>KEeHHS:

Iyo6sikaii:

HaykoBa (HayKOBO-TE€XHiYHa) IPOAYKILis:
ConiasiIbHO-€KOHOMIYHA CIPSIMOBAHICTh:

OxopoHHi gokymeHTH Ha OIIIB:

BrnpoBaayKeHHS pe3yJIbTaTiB AHCEPTaILii:

3B's130K 3 HAYKOBUMH T€MaMH:



VI. BizoMocTi mpo HayKOBOT0 KEPiBHUKA /KEePiBHHUKIB (KOHCYJIbTAaHTA)

Bsiacue IlpizBuuie Im's I1o-6aThKOBI:
1. KoBazniB Mupocias BosroguMuposud

2. Kovaliv Myroslav Volodymyrovych

KBasigikamis: . . 1., 12.00.07
InenTudikarop ORCID ID: He 3acrocosyetncs
JoparkoBa iHdpopmamnist:

IloBHe HaiMEeHYBaHHS IOPHIHYHOI 0COOH:
Kopg 3a €1PIIOY:

Micue3Haxoa KeHHSI:

dopma By1acHoCTI:

Cdepa ynpasiiHHS:

InenTudikarop ROR: He zacrocosyerscs

VII. BizomocTi npo odiniliHuX OIIOHEHTIB Ta pEl€H3€HTIiB
OdiniitHi onoHEHTH
BiacHe IIpizBuie Im'sa I1o-6aTbKOBI:

1. Cunascoka OseHa IOxumiBHa

2. Sinyavskaya Olena Yukhumivna

KBasigikamnis: . 0. 1., 12.00.07
InenTudikarop ORCID ID: He 3acrocosyetses
HoparkoBa indopmamnist:

IloBHe HaliIMeHYBaHHS OPUAUYHOI 0COOH:
Kop 3a €IPIIOY:

Micue3HaxoaKeHHS:

dopma BaacHoOCTI:

Cdepa ynpasiiHHS:

Imentudikarop ROR: He zacrocosyerbcs

BaacHe IlpizBume Im's I10o-6aTbKOBI:
1. boprHuk Hagig [leTpiBHa

2. Bortnyk Nadiia

KBasigikamnis: . 0. 1., 12.00.07

InenTudikarop ORCID ID: He 3acrocosyetbcs



JoparkoBa iHdpopmamnist:

TloBHe HaliMEeHYBaHHS IOPHIHYHOI 0COOH:
Kop 3a €IPIIOY:

Micue3Haxoa KeHHS:

dopma ByTacHOCTI:

Cdepa ynpassriHHS:

InenTudikarop ROR: He zacrocosyerscs

Penensentu

Baacue IlpizBumie Im's Ilo-6aTbKOBI:
1. MoBuaH AHaToJiit BacunboBuu

2. Movchan Anatolii V.

KBasigikamis: . 1. 1., 12.00.09
ImenTudikarop ORCID ID: He zacrocoyerbcs
JoparkoBa iHdpopmamist:

TloBHe HaliMeHYBaHHS IOPHIHYHOI 0COOH:
Kop 3a €IPIIOY:

Micue3Haxoa KeHHS:

dopma ByracHOCTI:

Cdepa ynpasiriHHS:

InenTudikarop ROR: He zacrocosyerscs

BiacHe IIpi3Buie Im'sa I1o-6aTbKOBI:
1. Xutpa Onekcanppa JleoHTiiBHa

2. Hytra Oleksandra Leontiivha

KBasigikanis: . 0. 1., 12.00.07
InenTudikarop ORCID ID: He 3acrocosyetses
JonmaTkoBa iHdopmais:

IloBHe HaMEeHYBaHHS IOPHIHYHOI 0COOH:
Kopg, 3a €IPITIOY:

Micue3HaxoaKeHHS:

dopma BaacHOCTI:

Cdepa ynpasiiHHS:

Imentudikarop ROR: He zacrocoyerbcs



VIII. 3akr04Hi BimoMocTi
BiiacHe IIpi3Buie Im'sa I1o-6aTbKOBI
TOJIOBH pagu

BaacHe IlpizBuiie Im's ITo-6aTbKOBI
rOJIOBYIOYOTO Ha 3acCifiaHHi
BigmoBigasbHUH 32 MiATOTOBKY

00JIIKOBHX JOKYMEHTIB

PeecTpartop

KepiBHuk Bigginy YKpIHTEI, mpo €
BiZITIOBiZaJIbHUM 3a PEECTpalLilo HayKoBOi

OisIJIbHOCTI

[Momnina Ipuua MukosnaiBHa

[lonina Ipuua MukosnaiBHa

FOpuenko T.A.



