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1. METOJIVIKA CTBOPEHHS 3AXUIIIEHVX CTIEHIAII3OBAHVX MEPEX JIJISI TIIABUIIEHHS EGEKTVIBHOCTI
HAJIAHHS [TPOMVCJIOBUX CEPBICIB

2. A methodology for creating protected specialized networks, aimed at increasing the efficiency of industrial

services provision

Pedepar:

1. Inceprarifina po60Ta IPUCBIY€HA BUPIMIEHHIO aKTyaJIbHOTO HAYKOBOTO 3aBIAHHS, CYTHICTb SIKOTO I10JISTA€E B
PO3pOo6I1Ii METOAVKY CTBOPEHHSI 3aXUIIEHUX CIelliai30BaHUX MEPEK 3 METOIO MiiBUIlleHHsI e(EeKTUBHOCTI HaIaHHS
IIPOMUCJIOBUX CEPBIcCiB. [IpOMUCIIOBI 00’€KTH BaXKKOi Ta METAIyPriiHOi IPOMUCIIOBOCTI IIOCTIHO HAaKOMNYYIOTh
3HauHi 06csAru KoHQIifeH L HOoI iHdopMalii Tpo cBoiX CHiBpO6ITHUKIB, KJIi€HTiB, BAPOOHUITBA TPOLYKLii, HAYKOBi
IOCTiIKeHHsI, po3po6Ky Ta PpiHaHCOBI pe3ysbTaTy. [lopsy 3 TUM, ITOCTAIOTh i HOBI BUKJIMKU [I0 LOCTYITy, OOPOOKH Ta
30epiranHs Takoi iHgopmMalii Ha nianpuemcrBax. OTpuMaHHs QiHaHCOBUX pPe3yJbTaTiB, KOHPiAEHLIHO]

iHopmalii 10 pyK KOHKYPEHTIB, a00 KiOep3JI0YMHLIiB, MOXXYTb 3aBLATH MiJIIPUEMCTBAM HE3BOPOTHUX (PiHAHCOBUX



Ta pernyTaliiiHux 36uTKiB. OCHOBHMMU 3aco6aMu NIPOTUii 3arpo3am iHpopmaliitHoi Ta Kibepoesneku,
3aJIMIIAIOTHCS KOMILJIEKC 32CO0iB aIMiHICTpaTUBHO PO3MOPSAUNX Iill Ta BIPOBAI’)KEHHS CUCTEM 3aXUCTY
iH(pacCTPyKTYypH BiJi 30BHIIIHBOIO HECAHKIIIOHOBAHOT'O IOCTYIy Ta HE3AKOHHOTO 3aBOJIOJiHHS KOHDiNEeHIINHUMUI
naHumu. [TpoBoasuM B OCTIIpKEHH] aHasli3 KibepaTak 3a OCTaHHi ITSITh POKIB, Gi/IbIIICTb aTaK MPUIAJIO0 HA KpUTUYHY
iHppacTpyKTypy, EHEPreTUYHUX, TPAaHCIIOPTHUX, JIOTICTUYHUX MiANPUEMCTB. BilllpaBHOIO TOYKOIO Y OCIIIPKEHHI €
aHaJIi3 IpaLooYrX IPOMUCIIOBUX CEPBICIB, Ta BUBYEHHS MOXJIMBOCTEN CY4aCHUX TEXHOJIOTIN 11 CTBOPEHHS
VHiBEpCasbHOi clielianizoBaHoi iHpopMaLiliHO-IPOMUCIIOBOI MEPEXI, 110 3MOKe 3a6€31eYUTH I10TpedU Oi3Hecy Ta
IIPOMUCJIOBOCTI Ha PiBHi JOCTYITHOCTi MepesKi Ta 6e31eKr HECaHKLiOHOBAHOTO JIOCTYITy. 3HAYHUI BILJIUB
indopmaniitHoi chepu Ha CyCHiIbHUIM [IPOTrpec 3yMOBIIIOE HEOOXIAHICTb TOCUJIEHHS YBaru O PO3TOPTaHHS Ta
BIIPOBAP)KEHHSI IPUBATHUX IIPOMUCIIOBUX MEPEXK, 3 METOIO IiJIBUILIEHHS €(PEeKTUBHOCTI (PYyHKLIIOHYBaHHS
CIlelliai3oBaHuX iHPOPMaLiTHO-IIPOMUCJIOBUX MEPEX, SIKi MOXKYTb OYTH BUKOPUCTaHi B BYTi/IbHIN Ta
METaIyprifiHii IPOMUCIOBOCTI. Bif[TOBIIHO N0 CbOTOIEHHUX CYCIIIJIBHUX BUKJIMKIB, TA MOKJIMBUAX PU3MKIB, SIKi
MalOTh MiCli€ B IPMBATHUX ME€PEXKax, B NIUCEPTALINHOMY JOCIiIKEHHI PO3IJISIHYTO aJlbTEePHATUBHI MiAXOOM Ta
METOJMKU PO3rOpTaHHS, IOOYI0BU [IPUBATHUX IPOMHUCJIOBUAX MEPEX. PO3p0oOKa Takoi METOAUKY O3BOJIUTD
CTBOPIOBATH rHYYKY CUCTEMY, sIKa BUpillyBaTHMe ITOTpedu Hi3Hecy, IOB'sI3aHOT0 3 aBTOMATU3A1Ii€l0 TPOMUCIIOBOTO
BUpOOHHMLITBA Ta iHPopMaliiiHOi 6e3nexku. Mozesi no6ynoBY iHPPaCTPYKTYpH CIIPSIMOBaHi Ha 3a6e3e4yeHHs
OCHOBHUX ITPOMHUCJIOBUX CEPBICIB 1JI1 MiANPUEMCTB BYTiJILHOI, FIPHMYO0i Ta BaXKKOI IPOMUCIIOBOCTI. B pe3ysbTrari
aHaJli3y MoJesiell Iilounx MPOMUCIOBUX MEPEX, BUSIBJISIIOTbCS 3HAUHI HE0JIIKY, 1110 00YMOBJIEH] CepelOBUIIEM
nomupeHHs curHainis. Came TOMy I10CTae 1oTpeba B po3poolli yHiBepcaIbHOI METOIUKN CTBOPEHHS
crienjiayli3oBaHUX 3aXUIEHUX MePEeX, 10 MiABUIINUT e(DEKTUBHICTh HAJJAHHS IPOMUCJIOBUX CEPBiciB Ha 6a3i
TEOPETUYHUX Ta [IPAKTUYHUX PillleHb, 110 BUKOPMCTOBYIOTb €JIEKTPOMAarHiTHE BUITPOMiHEHHS B OCOOJIMBUX YMOBAX.
3a pesysbTaTaMu MaTeMaTUYHUX PO3PaxXyHKiB BUIIJIUBAE, 1110 NOMUPEHHS PaiOXBUIIb B OCOOJIMBUX YMOBAX 3HAYHO
BiZIpi3HS€TLCA Bif, IOMMPEHHS PaJiOXBUIIb HA TOBEPXHi 3emiti. [lomupeHHs pafioxBuib B TyHEJII, B IAXTi, MOXXHA
BiZoOpa3UTH B IPOMEHEBIH Teopii, 1110 € 6isbI IPUIHATHOI, OCKIJIbKY JOBKMHA XBUJIi CTa€ Iy’Ke MaJolo B
IIOPiBHSIHHI 3 IONIEPEYHMM JliaMeTPOM TyHEeJII0. BHACIIiAOK BEJIMKO] KiJIbKOCTI JIiHil BilOUTUX CUTHAJIB, IOLIMPEHHS
paznioxBub Bi0yBaTUMEThCS 3 6araTOIPOMEHEBUMU XapaKTEPUCTUKAMH, 3 PEJIEEBCHKUM 200 paliCOBCbKUM
3aBMUpaHHSIM. Bifpasy 3a nepemkoi00 BUHUKHYTb JudpakiiliiHi BTpaT 3a paxXyHOK 3aTiHeHHS. OCHOBHOIO
IIPUYMHOIO € KoeillieHT ocabieHHs pafiioCUTrHaly IIpy NOMNUPEHHI B TYHEJISX, SIKUM 30KPEMA, 3aJ1EXXUTD Bif,
HEOJIHOPIiHOCTi, 3MiH B HaIIpSIMKY TYHEJIIO, [IEPEIIKO]], & TAKOXK €JIEKTPUYHUX BJIaCTUBOCTEH TipPChKUX MOPII.
AHasi3 MeTOIMKM PO3PaxyHKiB I10Ka3aB, 10 MOTY>KHICTb CUrHANY Oyze 3MiHioBaTuCs. CUTrHAJ MOXKe
PO3II0BCIONKYBATUCH I10 MIPSIMIiA, BiOuBaTuCs, a60 3aJI0MJIIOBATUCS. SIKiCTh [IpUitoMy Oyze 3a1eXaTy Bif, 1eKiIbKox
(aKTOpiB: YMOBU [IPUIOMY, YACTOTHUX 3PYLIEHb, YACOBUX 3aTPUMOK Ta TUITy Moy aLii. Ha mpuilom curHany
MOXKYTb BIIMBATH He6a>KaHi CUTHA/U Bifl iHIINX IpKepeJl, M0 MOXKYTb BUKOPUCTOBYBATH Ti XK CaMi YaCTOTH, IO i
KOPUCHUM CUTHAJL. Pe3ysbTaTy JOCiIKeHH 10Ka3aly, o Py IIJIaHyBaHHI CIIeliai30BaHoi MepexXi pasliofoCTyIry
HeOOXiJIHO BPaxXxOBYBaTH [OJATKOBI [I0Ka3HMKY 3aracaHHs CUTHAJIB [JIs1 OpraHizallii HallilHUX KaHaJliB 3B'I3Ky B
0COOJIMBUX YMOBAX MOIINPEHHS €JIEKTPOMArHiTHUX XBUJIb. T€OPETUYHE EKCIIEpUMEHTAJIbHE JOCTiIKEHHS
MOUIMPEHHS €JIEKTPOMArHITHOrO I10J11 B Pi3HUX Jlianla30Hax YaCTOT B FiPChKUX MOPOAAX, ITOKA3aI0 MOXKJIMBICTh
nepepayvi curHaziiB Ha BificTaHi, 1o nepesuinyoTs 200 M, B "4UCTii" ripHuyiit BUpo6wi i noHan 1 km 3
BMKOPHCTaHHSIM HallPaBJIE€HUX aHTEH. 3a pe3yJbTaTaMu MaTEMATUYHOI OLIiHKYM NOMUPEHHS PaliOXBUJIb,
3alPOIIOHOBAHO [1BA CLIEHAPil pO3ropTaHHs 3aXUIEHOI IPUBATHOI IIPOMUCIIOBOI MepEXi B maxTi. [lj1s1 BUKOHAHHS
BAMOT JJOCTYITHOCTi MEPEXi, TP BUHUKHEHHI iHUMIEHTY B MiI3€MHIll YaCTHHI IIaXTH, 3aIIPOIIOHOBAHO METOIUKY

pes3epByBaHHs YacTUHU cucteMu RAN, Ta pe3epByBanHs reorpadiuHo posHecenoi nigcucremu Core (EPC).

2. The thesis is dedicated to the solution of an urgent scientific task, its essence being the development of a
methodology for creating protected specialized networks, aimed at increasing the efficiency of industrial services
provision. Industrial facilities of the heavy and metallurgical industries constantly accumulate huge volumes of
sensitive data about their employees, customers, production, scientific research, solutions and financial outcomes.
Obtaining financial results, sensitive data by rivals or cyber criminals may cause enterprises’ irreversible financial
and reputational losses. The main means of counteracting information and cyber security threats are a complex of



administrative disposals and introduction of infrastructure protection from external unauthorized access and
illegal sensitive data takeover. As a result of analyzing cyber attacks for the last five years, most attacks have
accounted for the crucial infrastructure, energy, transport, logistics enterprises. The starting point of the research
is the analysis of the functioning industrial services and studying advanced technologies opportunities to create a
unified specialized information and industrial network, able to satisfy the business and industry needs at the level
of the network accessibility and unauthorized access security. A considerable impact of the information sphere on
the social progress specifies the necessity of closer attention to expand and introduce private industrial networks
for the purpose of increasing the efficiency of functioning of specialized information and industrial networks that
may be used in the coal and metallurgical industries. Development of such a methodology will make it possible to
create a flexible system, meeting needs of the business, related to industrial production automation and
information security. Due to the system of network elements authenticity, access to the IoT platform will be
restricted, making it possible to minimize risks of hackers’ attack isothermic methods via a smart-gadget. While
considering model systems of constructing and administering industrial networks infrastructure, four separate
levels are defined that are combined into a unified information and communication industrial infrastructure. The
analysis of the functioning models of industrial networks has resulted in detecting considerable failures, caused by
the signal propagation environment. That is why there emerges the need to develop a universal methodology of
creating specialized protected systems, improving the efficiency of providing industrial services, based on
theoretical and practical solutions, using electromagnetic emission under special conditions. To develop such a
methodology, special environment is analyzed and mathematical schemes of electromagnetic emission spread in
mines are calculated. The mathematical calculations result in the conclusion that radio waves spread under special
conditions is radically different from radio waves spread on the Earth surface. As a result, radio waves spread will
occur with multi-ray characteristics, with relay or Rician fading. Following the interference, diffraction losses
occur due to shading. In modern mines a considerable level of electrical and magnetic interference is caused by
the functioning electrical equipment in underground mining workings. To tackle the issue of electrical and
magnetic interference impact, it is necessary to conduct separate research with a proper list of the used
equipment. The calculations analysis has proven that a signal power will differ depending on the antenna height
and location. The signal can spread in a line pattern, be echoed or be deflected. The reception quality will depend
on several factors. In a similar way the signal reception can be influenced by unwanted signals from other sources
that can use the same or neighboring frequencies. The research outcomes have shown that while planning a
specialized radio access network it is necessary to take into account additional indices of signal fading for the
purpose of organizing reliable communication channels under the special conditions of electrical and magnetic
waves spread. The theoretical experimental research of electrical and magnetic field spread in various frequency
ranges in rocks has shown the possibility of distant transmission of signals, exceeding 200 m, in "clear”
underground mining workings and more than 1 km with the beam antenna application. Based on the outcomes of
mathematical assessment of radio waves spread, two scenarios of developing a protected private industrial
network in a mine have been suggested. To meet the network accessibility demands, in case of an incident in the
underground mine part, the methodology of reserving a RAN system part, as well as reserving a far-flung Core
(EPC) subsystem.
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