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Pedepar:

1. Incepranifina po60Ta IPUCBIYEHA BUPIIEHHIO aKTyaJIbHOTO HAYKOBOTO 3aBJJaHHS, CYTHICTb SIKOTO I10JISITA€ B
PO3poOLi METOAVKY CTBOPEHHS 3aXUIEHUX CIIEliali30BaHNX MePEeX 3 MeTOIO MiTBUIIeHHS e(eKTUBHOCTI HaZaHHS
IIPOMUCJIOBUX cepBiciB. [IpoMuCIOBi 00’€KTH BaXKKOi Ta METAIyPriiiHOi IPOMUCIIOBOCTI IIOCTiIIHO HAKOIIUYYIOTh
3Hau4Hi 06cAru KoHGigeHUiNHOoI iHpopmallii Ipo cBOIiX CHiBpPOOITHUKIB, KIi€HTIB, BAPOOHULTBA IPOLYKLii, HAYKOBI
IOCTIiIKEHHSI, pO3p0o0KHU Ta PiHAHCOBI pe3yJbTaTyu. [lopsy 3 TUM, TOCTAIOTh i HOBi BUKJIMKU 10 JOCTYIly, 0OPOOKH Ta
36epiranHs Takoi iHdopmalii Ha ninnpruemcTBax. OTpuMaHHs QiHAHCOBUX pe3ysbTaTiB, KOHPiAEHITHO]
iHopmalii 10 pyK KOHKYPEHTIB, ab0 Kibep3/I0YMHIIiB, MOXXYTb 3aBHATH MiJIIPUEMCTBAM HE3BOPOTHUX (PiHAHCOBUX
Ta penyTauiiiHux 36uTKiB. OCHOBHMMU 3acobaMu ITpOTUii 3arpo3am iHpopmalliitHoi Ta Kibepbesneku,
3QJIMMIAKTHCS] KOMILJIEKC 3aCO0iB aIMiHICTPaTUBHO PO3NOPSIYUX Jiil Ta BIIPOBAIKEHHSI CUCTEM 3aXUCTY

iH(pacTpyKTYypH BiJi 30BHIIIHHOrO HECAHKIIIOHOBAHOT'O IOCTYITy Ta HE3AKOHHOTO 3aBOJIOZiHHS KOHDiEHIINHUMHI



naHumu. [TpoBogsuy B IOCTIIpKEHH] aHasli3 KibepaTak 3a OCTaHHi ITSITh POKIB, OI/IbIIICTb aTaK MPUIAJIO0 HA KpUTUUHY
iHppacCTpyKTYypy, €eHepreTUYHUX, TPAHCIIOPTHUX, JIOTICTUYHUX MiIIIPUEMCTB. BilipaBHOIO TOUKOIO Yy OCTI/I>KEHH] €
aHaJli3 IpaLooYrX IPOMUCIIOBUX CEPBICIB, Ta BUBYEHHS MOXKJIMBOCTEN CY4aCHUX TEXHOJIOTIN 1j1 CTBOPEHHS
VHIBEpCaJbHOI CIlelianizoBaHoi iHPOpMaLifHO-IPOMHUCIIOBOI MEPEXI, 10 3MOXe 3a6€3MeYUTH N10TPedU Oi3Hecy Ta
IIPOMUCJIOBOCTI Ha PiBHi JOCTYITHOCTi Mepe>Ki Ta 6e31eKr HeCaHKLiOHOBAHOTO JIOCTYITy. 3HAYHUI BILJIUB
indopmauiitHoi chepu Ha CyCHiIbHUI [IPOTrpec 3yMOBIIIOE HEOOXiAHICTb TOCUJIEHHS YBAaru 10 PO3rOPTaHHS Ta
BIIPOBAP)KEHHSI IPUBATHUX IIPOMUCIIOBUX MEPEXK, 3 METOIO IiJIBUILIIEHHS €(EeKTUBHOCTI (PYHKLIIOHYBAaHHS
CIIeLiai3oBaHuX iHPOPMaLiTHO-TIPOMUCIJIOBUX MEPEXK, SIKi MOKYTb OYTH BUKOPUCTAHI B BYTiJIbHIN Ta
METaJyprifiHill TPOMUCIIOBOCTI. BiATIOBiAHO 0 CbOTOEHHUX CYCHiIBHUX BUKJIMKIB, Ta MOXJIMBAX PU3UKIB, SIKi
MalOThb MiClle B IPUBATHUX MEPEKAX, B JUCEPTALLITHOMY JOCIIIPKEHHI PO3IJISIHYTO ajlbTEPHATUBHI MiAXOOM Ta
METOJIMKU PO3rOpPTaHHS, IOOYL0BU IPUBATHUX IPOMHUCJIOBUAX MePEX. PO3p0oOKa TaKoi METOAUKY JO3BOJIUTD
CTBOPIOBATH FHYUYKYy CUCTEMY, sIKa BUpilllyBaTHMe MOTPe6U Gi3HeCy, MOB'SI3aHOTO 3 aBTOMATU3Alli€l0 IIPOMUCIIOBOTO
BMpOOHHUIITBA Ta iHPopMaliiliiHoi 6e3nexku. Monesi no6ynoBY iHPPACTPYKTYpH CIIPSIMOBaHi Ha 3a0e31e4eHHs
OCHOBHMX ITPOMUCJIOBUX CEPBICIB JIs1 MiANPUEMCTB BYTiJILHOI, IIPHMYO0i Ta BaXKKOI IPOMMCIIOBOCTI. B pe3ysbTari
aHaJli3y MoJeiel Iilounx MPOMUCIOBUX MEPEX, BUSIBJISIIOThCS 3HAUHI HEJOJIIKY, 110 0OYMOBJIEH] CepeOBUIIEM
nomupeHHs curHasuiB. Came TOMy IocTae oTpeda B po3pooblLli YHiBepcasbHOI METOUKY CTBOPEHHS
crieniayizoBaHUX 3aXUIIEHUX MePEX, 10 NiIBUIINUT e(EKTUBHICTh HAZJAaHHS IIPOMUCJIOBUX CEPBiciB Ha 6a3i
TEOPETUYHUX Ta [IPAKTUYHUX PillleHb, 10 BUKOPUCTOBYIOTb €JIEKTPOMArHiTHE BUITPOMiHEHHS B OCOOJIMBUX YMOBAX.
3a pesysibTaTaMy MaTeMaTUYHUX PO3PaxyHKIB BUIJIMBAE, 110 IIOMUPEHHS PaAiOXBUJIb B OCOOIMBUX YMOBAX 3HAYHO
BiZIpi3HS€THCA Bif MOMMUPEHHS PaJiOXBUIIb HA TOBEPXHi 3emili. [lomupeHHs pafioxBuib B TyHEII, B MIAXTi, MOXKHA
BiZOOpa3UTH B IPOMEHEBIH Teopii, 110 € OisbI IPUIHATHOIO, OCKIJIbKY JOBKMHA XBUJIi CTa€ y’Ke MaJIolo B
NOPIiBHSIHHI 3 IONIEPEYHUM JIiaMeTPOM TYHeJI0. BHAC/IifOK BEJIMKOI KiZIbKOCTI JIiHil BiOMTUX CUTHAJIIB, IOMUPEHHS
paznioxBuib Bi0yBaTUMEThCS 3 6araToIpOMEeHEBUMU XapaKTePUCTUKAMU, 3 PEJIe€BCHKUM ab0 paliCOBCbKUM
3aBMUpaHHSIM. Bifpasy 3a nepemkon00 BUHMKHYTb JU(pakLiiiHi BTpaTi 3a paXyHOK 3aTiHeHHs. OCHOBHOIO
IIPUYMHOIO € KoePillieHT ocabieHHs pafiioCUrHaly TPy NOMNPEHH] B TYHEJISX, SIKUM 30KPEMA, 3aJIEXKUTD Bif|
HEOJHOPITHOCTI, 3MiH B HAaIIPSIMKY TYHEJIIO, [IEPELIKO/I, & TAKOXK €JIEKTPUYHUX BJIACTUBOCTEN TPCHKUX IOPIL.
AHaji3 MeTOIMKM pO3paxyHKiB 10Ka3as, 110 OTY>KHICTb CUrHAY Oyae 3MiHIoBaTuCs. CUTHAT MOXKe
PO3II0BCIONXYBAaTUCH T10 MPsIMIiA, BiouBaTHCS, 260 3aJI0MJIIOBATUCS. SIKiCTb [IpUiioMy Oyzie 3a1eXXaTH Bif, 1eKiIbKOX
(pakTOpiB: yMOBU NIPUIIOMY, YaCTOTHHUX 3PYLIEHD, YACOBUX 3aTPUMOK Ta TUITy MOIyJsLii. Ha mpuiiom curnamy
MOXYTb BIUIMBATYU HeGaXkaHi CUTHAJM BiJl iHIINX JIPKepeJl, 0 MOXKYTh BUKOPHUCTOBYBATHU Ti X caMi 4aCTOTH, 1O i
KOPUCHUN CUTHAJL. Pe3ysibTaTy gOCIiIKEHH [10Ka3asly, 0 Py IIJIaHyBaHHI CIIeliai30BaHoi Mepexi pasliofoCTyIry
HeOOXiJIHO BPaXxOBYBaTH [OJATKOBI I0Ka3HMKY 3araCaHHsI CUTHAJIB [JIs1 OpraHisallii HalliHUX KaHaJliB 3B'I3Ky B
0COOJIMBYX YMOBax MOIIMPEHHS €JIeKTPOMArHiTHUX XBUJIb. TeopeTnyHe eKCIieprMeHTaIbHE TOCTiIKeHHS
MOUIMPEHHS €JIEKTPOMArHITHOrO I10J1S1 B Pi3HUX Jlianla30Hax YaCcTOT B FiPChKUX MOPOAAX, ITOKA3aJ10 MOXKJIMBICTh
nepepayvi cUrHaziiB Ha BificTaHi, o nepesuinyoTs 200 M, B "4UCTii" ripHUdiit BUpo6Li i noHan 1 kM 3
BUKOPMCTaHHSIM HAIPaBJIEHUX aHTEH. 3a pe3yJibTaTaMu MaTeMaTHUYHOI OLIiHKY MOIMPEeHHS PaflioXBUJIb,
3alPOIIOHOBAHO [1BA CLIEHAPii pO3ropTaHHs 3aXUIeHOI IPUBATHOI TPOMUCIIOBOI Mepexi B axTi. [171s1 BUKOHaHHS
BUAMOT JJOCTYITHOCTI ME€PEXi, TP BUHUKHEHHI IHIUIEHTY B MiI3€MHill YaCTUHI IIAXTH, 3alIPOTIOHOBAHO METOIUKY

pes3epByBaHHs YacTUHU cucteMu RAN, Ta pesepByBaHHs reorpadiuHo po3Hecenoi nigcucremu Core (EPC).

2. The thesis is dedicated to the solution of an urgent scientific task, its essence being the development of a
methodology for creating protected specialized networks, aimed at increasing the efficiency of industrial services
provision. Industrial facilities of the heavy and metallurgical industries constantly accumulate huge volumes of
sensitive data about their employees, customers, production, scientific research, solutions and financial outcomes.
Obtaining financial results, sensitive data by rivals or cyber criminals may cause enterprises’ irreversible financial
and reputational losses. The main means of counteracting information and cyber security threats are a complex of
administrative disposals and introduction of infrastructure protection from external unauthorized access and
illegal sensitive data takeover. As a result of analyzing cyber attacks for the last five years, most attacks have
accounted for the crucial infrastructure, energy, transport, logistics enterprises. The starting point of the research



is the analysis of the functioning industrial services and studying advanced technologies opportunities to create a
unified specialized information and industrial network, able to satisfy the business and industry needs at the level
of the network accessibility and unauthorized access security. A considerable impact of the information sphere on
the social progress specifies the necessity of closer attention to expand and introduce private industrial networks
for the purpose of increasing the efficiency of functioning of specialized information and industrial networks that
may be used in the coal and metallurgical industries. Development of such a methodology will make it possible to
create a flexible system, meeting needs of the business, related to industrial production automation and
information security. Due to the system of network elements authenticity, access to the IoT platform will be
restricted, making it possible to minimize risks of hackers’ attack isothermic methods via a smart-gadget. While
considering model systems of constructing and administering industrial networks infrastructure, four separate
levels are defined that are combined into a unified information and communication industrial infrastructure. The
analysis of the functioning models of industrial networks has resulted in detecting considerable failures, caused by
the signal propagation environment. That is why there emerges the need to develop a universal methodology of
creating specialized protected systems, improving the efficiency of providing industrial services, based on
theoretical and practical solutions, using electromagnetic emission under special conditions. To develop such a
methodology, special environment is analyzed and mathematical schemes of electromagnetic emission spread in
mines are calculated. The mathematical calculations result in the conclusion that radio waves spread under special
conditions is radically different from radio waves spread on the Earth surface. As a result, radio waves spread will
occur with multi-ray characteristics, with relay or Rician fading. Following the interference, diffraction losses
occur due to shading. In modern mines a considerable level of electrical and magnetic interference is caused by
the functioning electrical equipment in underground mining workings. To tackle the issue of electrical and
magnetic interference impact, it is necessary to conduct separate research with a proper list of the used
equipment. The calculations analysis has proven that a signal power will differ depending on the antenna height
and location. The signal can spread in a line pattern, be echoed or be deflected. The reception quality will depend
on several factors. In a similar way the signal reception can be influenced by unwanted signals from other sources
that can use the same or neighboring frequencies. The research outcomes have shown that while planning a
specialized radio access network it is necessary to take into account additional indices of signal fading for the
purpose of organizing reliable communication channels under the special conditions of electrical and magnetic
waves spread. The theoretical experimental research of electrical and magnetic field spread in various frequency
ranges in rocks has shown the possibility of distant transmission of signals, exceeding 200 m, in "clear”
underground mining workings and more than 1 km with the beam antenna application. Based on the outcomes of
mathematical assessment of radio waves spread, two scenarios of developing a protected private industrial
network in a mine have been suggested. To meet the network accessibility demands, in case of an incident in the
underground mine part, the methodology of reserving a RAN system part, as well as reserving a far-flung Core
(EPC) subsystem.
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