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3a6e3Me4YeHHs 3axXUCTy iHpopmallii y coniokibepdisnyHMX cUCTEMAaX HAa OCHOBI MOZeJli 6araTOKOHTYPHOI CUCTEMU



3axucty iHpopmauii. [IpegmeT DoCHiIKeHHs — MOJeJli CUHTe3y cUCTeM 6e3IeKr coLioKibepisnyHux cucTem. 3a
pesyJbTaTamMu JOCIIiIPKEHHSI OTPMMAaHO TaKi HAyKOBi pe3ysbTaTu: 1. Biepie 3anponoHoBaHO MaTeMaTU4HY MOJIEJIb
(YHKLIOHYBaHHS CUCTEMU O€3MeKU COLioKibepPi3nyHMX CUCTEM B YMOBax 3arpo3 3 03HaKaMu ribpuaHOCTi Ta
CHHEPTi3My, sIKa BCTAHOBJIIOE 3aJIEKHICTh MiXK CTPYKTYPOIO COLiOKibep(pi3nyHOi cCTeMM Ta CTpaTerielo NOBEiHKU
30BHIIIHBOTO CEPELOBUINZ, SKa BiIPi3HSIETbCSI BpaXyBaHHSM O3HaK ri6pPUIHOCTI Ta CUHEPri3My LibOBUX (3MilIaHUX)
arak. 2. Bniepie po3po6s1eHo MaTeMaTUYHY MOjieJb Oe3leku iHpopMaLiliHuX B3aEMOIiil y coLioKibepdisuuHUX
CHACTEeMax Ha OCHOBI KOMIIJIEKCHOTO aHajli3y MOBEJiHKA KOPUCTYBayiB Ta iHpOpMaLiliHUX [IOTOKIB, B SKOMY
BPaXOBY€ETbLCS B3a€MOJLis COLialIbHUX, KibePHETUYHUX Ta (i3UYHMX KOMIIOHEHTIB cucTeMu. 3. Briepiie po3po6sieHO
METOJ] IIPOEKTYBaHHSI 6e311epepBHOT0 PYHKIIOHYBaHHS CUCTEMU Oe3IeKH COLioKioepdi3suHUX CUCTEM, SIKUN
3abesnevye popMmasnizoBaHuil MiAxin 7o onucy pu3uKiB Ta 3arpo3 1J1sl iHpopMaLifiHUX aKTUBIB, SIKU BiIPi3HSIETHCS
MOXJIMBICTIO 3[1iICHIOBATY KOHTPOJIb PiBHS 0€3I1€KM 3 HEOOXiZHUM PiBHEM IOCJIYT 6€3MeKU. 4. YIOCKOHATIEHO
kiacudikarop 3arpos 6esrmeni iHpopMaLiliHUX pecypciB couiokibepdiznIHNX cucTeM Ha OCHOBI KOMILJIEKCHOTO
nigxomy, sIKWii IoeHYe aHai3 MepekKeBUX Bpa3IMBOCTeH, coljianbHoi inkeHepii Ta kibepdisnyHux aTak, sIKUi
BiIpi3HSIE€THCSI BpaxyBaHHSM PiBHSI KPUTUYHOCTI 3arpo3, iX 313Ky 3 KOMIIOHEHTaMU 0€3I1eKH Ta BiJlIOBiIHUMU
[IOCJIyraMy 3aXUCTy. 5. Habysa noganpmoro po3BUTKY KOHIEIIisl 6araTOKOHTYPHOI 6e3eKku coniokibepdiznuHux
CHCTEM, B SIKill BpaXOBYIOTbCS 3arpO3U BHYTPILIHHOTO Ta 30BHIIIHPOTO KOHTYPIB 332 KOXKHOIO 3 IIJ1aTHOPM (ColiaybHi
Mepexi, KibepIpocTip, KibepdisuuHi cucTeMU) 3 ypaxyBaHHIM POPMU BJIACHOCTI €JIeMEHTIB i TEXHOJIOTi
coniokibep@disnyHux cucreM. [IpakTHyHe 3HAaYEHHSI OTPUMAHUX PE3YJbTATIB: — po3pobyieHa MOJeJlb
(YHKIIOHYBaHHS CUCTEMU 6e3I1eKH, 10 TIOB’13ye CTPYKTYPY COLiOKiGepi3nyHOi cuCTeMH i3 cTpaTerielo MoBeiHKU
30BHIIIHBOTO CEPENOBUIIA, [10KA3aJ1a iCHYBaHHS ONITUMAJIBHOI CTpATETii NOBEiHKY 30BHIIIHBOIO CEPENOBUIIA TA
ONTUMAaJIbHOI IEPBUHHOI CTPYKTYPHU CUCTEMHU; — pO3p0bieHa MoJesb 6e3reKy iHpopMaLiiHUX B3aeMOLIN y
COLiOKi6ep(PiI3MYHUX CUCTEMAX [10Ka3aJa, 0 ACMHXPOHHA B3a€MO/Iisl MK areHTaMU IIPUCKOPIOE YTBOPEHHS
CTiliKuX KiylacTepiB iHdpopMaLifiHOro BIUBY Ha 15-20% MOPIBHSHO 3 CHHXPOHHOIO; — IIPaKTUYHA pea’izallis
PO3p06JIEHOr0 METOAY NNPOEKTYBaHHs O6e3M1epepBHOro (PyHKLIOHYBAHHS CUCTEMHU O€3I1eKU CoLioKibepdiznuHuX
CHCTEM [103BOJISI€ BUSIBJISITY 3arpO3M Y PeaJIbHOMY 4aci Ta MiHiMi3yBaTy PU3UKMU iX BIIJIMBY HA (PYHKIiOHYBaHHS
cucremu. HatmBupme BusBisitotrbcss DDoS-araku, SQL-iH’exuii, ¢pimunnrosi ataku ta 6otHety (1.2-1.4 cek), Togi aK
aHoMaJlii y IPOMUCJIOBUX CUCTeMax IOoTpebyIoTh Oisiblie yacy Ha aHauli3 (2.0-2.3 cek) yepes CKJIaHICTh 00pOOKHU
¢dismyHux napameTpis. HaiiBuiy TouHiCTb MeTOIiB BUsIBIeHHS (99%) NEMOHCTPYIOTh METOAYU KOHTPOJIIO
IIPOMUCJIOBUX CUCTeM. Bucokuii piBeHb TOYHOCTI (97-98%) Mal0Th METOAM PO3Mi3HABAHHS FOJIOCOBUX MAHIMyJIsALIN
Ta WndpyBaNIbHUKIB (ransomware), o HiaTBepaKye epeKTUBHICTb BUKOPHCTAHHS HEHPOMEPEXK Ta aJITOPUTMIB
MAaIIMHHOTO HaBYaHHS; — 3alIPOIIOHOBAHE yIOCKOHAJIEHHA Kilacudikaropa 3arpo3 6e3neky iHpopmMaliiHux
pecypciB couiokibepdiznynux cuctem (eseKTpoHHUN poctyi: http: / /skl.khpi.edu.ua) 3ab6esnedye MOXIUBICTD
OIIepaTHBHOI OHJIAMH-OLiHKM 3arp03 3 YPaxyBaHHIM COLiaJbHUX, KiGepHEeTUYHUX Ta (i3UYHUX YMHHUKIB. Lle
I03BOJISlE BUBHAYATH KPUTUYHI BY3JIM iHPPaCTPYKTYpH COLiOKi6epdisuHUX CUCTEM, OLiHIOBATHU IIOTEHIIial
IIPEBEHTUBHUX 3aX0[1iB, 8 TAKOX (POPMYBATU iHTErpasbHY OLiHKY IIOTOYHOIO PiBHS 3aXUIIEHOCTi CUCTEMU B YMOBaX
IVHAMiYHO 3MiHIOBAaHOTO CEPEeNOBUILA. 3a pe3yIbTaTaMy JOCIIIKEHHS MifTBEPIPKEHO MPAKTUYHY Ta TEOPETUYHY

L[iHHICTh pO3p06IEHNX MOJIeJIel Ta MEeTOiB, HaZlaHO MIPAaKTUYHI peKoMeHTalii Mmoo iX 3aCTOCyBaHHS.

2. The dissertation aims at solving the actual scientific and technical problem: increasing the level of protection of
information resources of socio-cyber-physical systems by developing and introducing models and methods of
information security of socio-cyber-physical systems based on the construction of a multi-loop information
protection system. The purpose of the dissertation is to develop mathematical models and methods of information
security of socio-cyber-physical systems based on a multi-loop information protection system aimed at increasing
the level of protection of information resources. The object of research is the process of ensuring information
protection in socio-cyber-physical systems based on the model of a multi-loop information protection system.
Subject of research - models for synthesizing security systems of socio-cyber-physical systems. The following
scientific results were obtained as a result of the study: 1. For the first time, a mathematical model of the
functioning of the security system of socio-cyber-physical systems in conditions of threats with signs of hybridity
and synergism establishing a relationship between the structure of the socio-cyber-physical system and the



strategy of behavior of the external environment is distinguished by taking into account the signs of hybridity and
synergism of target (mixed) attacks has been proposed. 2. For the first time, a mathematical model of security of
information interactions in socio-cyber-physical systems on the basis of a comprehensive analysis of user behavior
and information flows taking into account the interaction of social, cybernetic and physical components of the
system has been developed. 3. For the first time, a method for designing the continuous functioning of the security
system of socio-cyber-physical systems provides a formalized approach to describing risks and threats to
information assets, characterized by the ability to control the level of security with the necessary level of security
services has been developed. 4. The classification of threats to the security of information resources of socio-
cyber-physical systems has been improved on the basis of an integrated approach that combines the analysis of
network vulnerabilities, social engineering and cyber-physical attacks, which is distinguished by taking into
account the level of criticality of threats, their connection with security components, relevant security services. 5.
The concept of multi-loop security of socio-cyber-physical systems taking into account the threats of internal and
external contours for each of the platforms (social networks, cyberspace, cyber-physical systems), taking into
account the ownership of elements and technologies of socio-cyber-physical systems has been further developed.
Practical significance of the results: - the developed model of the functioning of the security system connecting
the structure of the socio-cyber-physical system with the strategy of behavior of the external environment
showed the existence of an optimal strategy of behavior of the external environment and an optimal primary
structure of the system; - the developed model of information interaction security in socio-cyber-physical
systems showed that asynchronous interaction between agents accelerates the formation of stable clusters of
information influence by 15-20% compared to synchronous; - practical implementation of the developed method
of designing the continuous functioning of the security system of socio-cyber-physical systems allows us to
identify threats in real time and minimize the risks of their impact on the functioning of the system. DDoS attacks,
SQL injections, phishing attacks and botnets (1.2-1.4 seconds) are most quickly detected, while anomalies in
industrial systems require more analysis time (2.0-2.3 seconds) due to the complexity of processing physical
parameters. The highest accuracy of detection methods (99%) is demonstrated by methods for monitoring
industrial systems. A high level of accuracy (97-98%) has methods of recognizing voice manipulations and
ransomware, which confirms the effectiveness of using neural networks and machine learning algorithms; - the
proposed improvement of the classification of threats to the security of information resources of socio-cyber-
physical systems (electronic access: http://skl.khpi.edu.ua) provides the possibility of operational online
assessment of threats, taking into account social, cybernetic and physical factors. This allows us to determine the
critical nodes of the infrastructure of socio-cyber-physical systems, assess the potential of preventive measures,
and also form an integral assessment of the current level of system security in a dynamically changing
environment. By results of the study practical and theoretical value of the developed models and methods have
been confirmed, practical recommendations for their application have been provided.
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Baacue IlpizBumie Im's I1o-6aTbKOBI:
1. Kazakosa Hagis ®enikciBua

2. Nadiia Kazakova

KBasigikamis: n. 1. v., npodecop, 05.13.21

InenTudikarop ORCHID ID: 0000-0003-3968-4094

JoparkoBa indopmamnist:

IloBHe HaﬁMeHyBaHHﬂ IOpI/I,I[H‘{HOi 0COOM: OpechKUil HAlliOHAIBHUIA yHiBepcurTeT imeHi L. I. MeyHukoBa
Kopg 3a €IPIIOY: 02071091

Micue3HaxoaKeHHS: ByJI. [IBOpsiHCEKa, 6y7. 2, Omeca, 65082, YkpaiHna

dopma ByracHOCTI: Jlepxasna

Cdepa ynpaBitiHHS: MiHictrepcTBo OCBiTH i HayKu YKpaiHu

InenTudikarop ROR:

CeKTop HayKH: YHIBepCUTETCHKUI

Penensentu

Baacue IlpizBumie Im's Ilo-6aTbKOBI:
1. Ko Anzpiin Muxainnosuy

2. Andrii M. Kopp

KBasigikanis: n.dinocod, nou., 122
ImenTudikarop ORCHID ID: 0000-0002-3189-5623
JoparkoBa indpopmamist:

IloBHE HaliMEeHYBaHHS IOPUAHYHOL 0C00H: HanioHanbHU# TEXHIYHUI YHiBEpCUTET "XapKiBChKUii

MOJITEXHIYHUN IHCTUTYT"

Kopg 3a €IPIIOY: 02071180

Micuesnaxo,rm(eunﬂ: ByJ1. Kupnnuioga, 6yz. 2, Xapkis, XapKiBcbkuil p-H., 61002, Ykpaina
dopma BracHOCTI: JlepxasHa

Cdepa yIIpaBJIiHHﬂ: MiHicTepcTBO OCBiTH i HayKU YKpaiHu

InenTudikarop ROR:



CeKTop HayKH: YHIBEpCUTETCHKUI

BiacHe IIpi3Bue Im'sa I1o-6aTbKOBI:

1. Tka4yoB Anzpiit MuxainjoBud

2. Andrii M. Tkachov

KBasigikamis: . r. u., crapumit HayKoBuii criiBpoGiTHuK, 20.02.12

InenTudirkarop ORCHID ID: 0000-0003-1428-0173

JopaTrkoBa inpopmanis:

IloBHe HaliIMeHYBaHHS IOPUAHYHOL 0C00H: HanioHanbHU# TeXHIYHMI YHiBepcuTeT "XapKiBChKuii

MOJIITEXHIYHNAN iIHCTUTYT"

Kopg 3a €IPIIOY: 02071180

Micue3Haxoa>KeHHS: By Kupninuosa, 6yn. 2, Xapkis, XapkiBcbkuii p-H., 61002, Ykpaina

dopma BiracHOCTI: /lepxasHa

Cdepa ynpaBitiHHS: MiHictrepcTBo OCBiTH i HayKu YKpaiHu

InenTudikarop ROR:

CeKTop HayKH: YHIBEepCUTETCHKUI

VIII. 3aKkJII04Hi BiZmoOMOCTi

BsiacHe IIpi3Buie Im'sa ITo-6aTbKOBI

TOJIOBH pajgu

BaacHe IlpizBuiie Im's ITo-6aTbKOBI

rOJIOBYIOYOTO Ha 3acCiiaHHi

BignoBigasibHUIH 3a HiATOTOBKY

00JIiKOBUX JOKYMEHTIB

PeecTpartop

KepiBHuKk Bigginy YKpIHTEI, mpo €

BiZIIOBiZaJIbHUM 32 peECTpallilo HAyKOBOi

OisSIIBHOCTI

Kyuyk I'eopriii AHaTosiioBu4

Kyuayk I'eopriit AHaTosifioBAY

I>xeHtok Harais BosiogumupisHa

VKpIHTEI

IOpuenko TeTsiHa AHaTOJlIiBHA



