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1. Inceprauifina po60Ta CIIPSIMOBAaHA HA PO3B'$I3aHHS aKTyaJIbHOI HAyKOBO-TEXHIYHOI 3a/1a4i — MiJBUIIEHHS PiBHS
3axUIIEHOCTi iHpOopMaLIiTHUX pecypciB cOoLioKibephiZNYHUX CUCTEM MIJISIXOM PO3POOKY Ta BIPOBAIKEHHS
Mogesiel Ta MeTOIiB 3axUllleHOCTi iHpopmaliii coniokibepdisuyHUX CUCTEM Ha OCHOBI ITOOYJOBU 6araTOKOHTYPHOI
CHACTEMHU 3axXUCTy iHpopmaliii. MeToro aucepraniiiHoi poboTU € po3pobKa MaTeMaTUYHUX MOJieslell Ta METO/B
3axuIIEeHOCTI iHpopMallii coLioKibepPisnIHMX CUCTEM HAa OCHOBi 6araTOKOHTYPHOI CUCTEMU 3aXUCTy iH(popmaliii,
CIIPSIMOBAHOI Ha MifBUIIEHHS PiBHS 3aXULIeHOCTi iHpopmManiiiHuX pecypciB. O0'eKT BOCTiIKeHHS — IIPOoLeC
3abe3nevyeHHs 3axucTy iHpopmMaliii y conjokibepdiznyHux cuctemax Ha OCHOBI MOJieJli 6araTOKOHTYPHOI CUCTEMU
3axucty iHpopmatii. [IpegMeT oCiIKEeHHS — MOJeJli CHHTe3y CUCTeM Oe3NeKy coLioKioepisnuHux cucTeM. 3a
pesysbTaTaMu JOCIiIKEHHS OTPUMAHO TaKi HAyKOBi pe3ysbTatu: 1. Briepiie 3anpornoHoBaHO MaTEMATUYHY MOJEJIb

(dYHKIIOHYBaHHS CUCTEMU 6€3IeKU COLioKibepPi3nyHMX CHCTEM B yMOBax 3arpo3 3 03HaKaMu ribpuaHOCTI Ta



CHHEPTi3My, sIKa BCTAHOBJIIOE 3aJIEKHICTh MiXK CTPYKTYPOIO COLioKibepdisandHoi cucTemu Ta cTpaTerieio MoBeiHKY
30BHILIHBOI'O CEPENOBHUIIA, SIKA BiIPi3HSAETHCS BpaxyBaHHSIM O3HAK i6PUAHOCTI Ta CUHEPri3My LIiJIbOBUX (3MillIaHUX)
araxk. 2. Bniepie po3po6seHO MaTeMaTUYHY MOJieJIb Oe3leku iHpopMalLiliHMX B3aEMOii y cOLioKibepdisuuHUX
CHACTEeMax Ha OCHOBI KOMIIJIEKCHOTO aHaJIi3y MOBEJiHKMA KOPUCTYBaviB Ta iH(pOpMaLiliHUX IOTOKIB, B SKOMY
BPAaXOBY€ETLCS B3a€MOJLis COLiaIbHUX, KibePHETUYHUX Ta (i3UYHUX KOMIIOHEHTIB cucTeMu. 3. Briepiie po3po6sieHo
METOJ, IPOEKTYyBaHHs 6e3repepBHOro (PyHKLiOHYBAaHHS CUCTEMHU Oe3IeKU COLioKibeppi3nyHUX CUCTEM, KUK
3abe3nevye GpopMasizoBaHMil MiAxiA 0o oNuCy pU3UKIB Ta 3arpo3 17151 iHpopMaLlifiHUX aKTUBIB, SIKUI BiIPi3HSETHCS
MOXJIMBICTIO 3[1iICHIOBATH KOHTPOJIb PiBHS 0€3I1€KM 3 HEOOXiHUM PiBHEM IOCJIYT 6€3MNeKU. 4. YIOCKOHANIEHO
kiacudikatop 3arpos 6esmneni iHpopMaLiliHUX pecypciB couiokibepdisnyHNX CuCTEM Ha OCHOBI KOMILJIEKCHOTO
niaxomy, sIKUi IoeAHye aHajli3 MepeKeBUX BpasjMBOCTE, colljianbHoi inkeHepii Ta KibepdisnyHUX aTak, sIKU
BiIpi3HSI€TbCS BpaxyBaHHSIM PiBHSI KDUTUYHOCTI 3arpo3, iX 3B's13Ky 3 KOMIIOHEHTaMU 6e3MeKH Ta BiMOBiJHUMU
[IOCJIyraMy 3axXUCTy. 5. Habysa noganpmoro po3BUTKY KOHIEIIisl 6araTOKOHTYPHOI 6e3eKku coniokibepdiznuHnx
CHCTEM, B SIKill BpaXOBYIOTbCS 3arpO31 BHYTPILIHbOTO Ta 30BHIIIHPOTO KOHTYPIB 338 KOXKHOIO 3 IIJIaTOPM (ColliaybHi
Mepexi, KibepIpocTip, Kibep@isuyHi cuCTeMHU) 3 ypaxyBaHHIM (POPMU BJIACHOCTI €JIEMEHTIB i TEXHOJIOTIN
coniokibepdismyHux cucreM. [IpakTuyHe 3HaYEHHSI OTPUMAHUX PE3YJbTATIB: — pO3p0o06JIeHa MOJEJIb
(dYHKLIOHYBaHHS CUCTEMU Oe3IeKH, 110 ITOBs13y€ CTPYKTYPY COLioKibepdisuiHOi cucTeMH i3 cTpaTerielo MoBeIiHKY
30BHIIIHBOTO CEPENOBUIIA, [I0KA3aJ1a iCHYBaHHS OIITUMAJIBHOI CTpATETIi NOBEiHKY 30BHIIIHBOIO CEPENOBUIIA Ta
ONTUMAaJIbHOI IEPBUHHOI CTPYKTYPHU CUCTEMH; — PO3p06IeHa MoJesb 6e3eKy iHpOopMaLiiHUX B3aeMOLIN y
coLioKibepdisnyHMX CUCTEMAaX [10Ka3asa, 0 aCUHXPOHHA B3a€EMO/Iisl MixK areHTaMU MTPUCKOPIOE YTBOPEHHS
CTiliKuX KJlacTepiB iHpopMalifiHOro BIIUBY Ha 15-20% NOpPiBHSHO 3 CHHXPOHHOIO; — IPaKTUYHA pea’izallis
PO3p06JIEHOr0 METOAY NPOEKTYBaHHS 6€3M1epepBHOro (PYHKLIOHYBAaHHS CUCTEMHU O€3IeKU COLioKibepiznuHNX
CHCTEM [103BOJISIE€ BUSIBJISITY 3arpO3M Y P€aJIbHOMY 4aci Ta MiHiMi3yBaTy PU3UKMU iX BIIJIMBY Ha (PYHKLiOHYBaHHS
cucremu. HaitmBupme BusiBisitorbest DDoS-araku, SQL-iH’exuii, ¢pimunHrosi ataku ta 6otHetH (1.2-1.4 cek), Togmi K
aHoMaJlii y IPOMUCJIOBUX CUCTeMax NOTpebyIoTh Gisblie yacy Ha aHauli3 (2.0-2.3 cek) yepes CKIaHiCTh 06pOOKHU
(dismyHMX napameTpis. HaiiBuiy ToYHiCTb MeTOIB BUsiBIeHHS (99%) NEMOHCTPYIOTh METOAYU KOHTPOJIIO
IIPOMHUCJIOBUX CUCTeM. Bucokuii piBeHb TOUHOCTI (97-98%) MaloTb METOAM PO3Ii3HABaHHS FOJIOCOBAX MAHIMyJISLi
Ta WKdpyBaNbHUKIB (ransomware), 110 HiATBepaKye epeKTUBHICTb BUKOPHUCTAaHHS HEfpoMepeK Ta aJirTOPUTMIB
MalIMHHOTO HaBYaHHS; — 3alIPOIIOHOBAHE yOCKOHAJIEHHs Kiacu@ikaTopa 3arpo3 6e3nexku iHgpopmaLiliH1ux
PecypciB colioKibepdiznyHUX cucTeM (en1eKTpoHHUM foctyn: http: / /skl.khpi.edu.ua) 3ab6e3neyye MOXKIUBICTD
OTIepaTHBHOI OHJIAH-OIiHKY 3arpo3 3 ypaxyBaHHSM COLiallbHUX, KibepHETUYHMX Ta (Pi3NIHNX YNHHUKIB. e
II03BOJIsl€E BUBHAYATH KPUTUYHI By3/M iHPPACTPYKTYpHU COLiOKi6epdisMUHUX CUCTEM, OL[iHIOBATH IIOTEHIial
IIPEBEHTUBHUX 3aXO0/IiB, 2 TAKOX (POPMYBATU iHTErPaJIbHY OLiHKY IIOTOYHOTO PiBHS 3aXUIEHOCTi CUCTEMU B YMOBaX
IMHAMIYHO 3MIHIOBAaHOI'O CEpEfOBUILA. 3a Pe3yabTaTaMU JOCIIIKEHHS MiATBEPIKEHO IIPAKTUYHY Ta TEOPETUYHY

L[iHHICTb pO3p06JIeHUX MOJiesiell Ta MeTOiB, HaZlaHO [IPAaKTUYHI peKoMeHTallii 1070 iX 3aCTOCyBaHHSI.

2. The dissertation aims at solving the actual scientific and technical problem: increasing the level of protection of
information resources of socio-cyber-physical systems by developing and introducing models and methods of
information security of socio-cyber-physical systems based on the construction of a multi-loop information
protection system. The purpose of the dissertation is to develop mathematical models and methods of information
security of socio-cyber-physical systems based on a multi-loop information protection system aimed at increasing
the level of protection of information resources. The object of research is the process of ensuring information
protection in socio-cyber-physical systems based on the model of a multi-loop information protection system.
Subject of research — models for synthesizing security systems of socio-cyber-physical systems. The following
scientific results were obtained as a result of the study: 1. For the first time, a mathematical model of the
functioning of the security system of socio-cyber-physical systems in conditions of threats with signs of hybridity
and synergism establishing a relationship between the structure of the socio-cyber-physical system and the
strategy of behavior of the external environment is distinguished by taking into account the signs of hybridity and
synergism of target (mixed) attacks has been proposed. 2. For the first time, a mathematical model of security of
information interactions in socio-cyber-physical systems on the basis of a comprehensive analysis of user behavior



and information flows taking into account the interaction of social, cybernetic and physical components of the
system has been developed. 3. For the first time, a method for designing the continuous functioning of the security
system of socio-cyber-physical systems provides a formalized approach to describing risks and threats to
information assets, characterized by the ability to control the level of security with the necessary level of security
services has been developed. 4. The classification of threats to the security of information resources of socio-
cyber-physical systems has been improved on the basis of an integrated approach that combines the analysis of
network vulnerabilities, social engineering and cyber-physical attacks, which is distinguished by taking into
account the level of criticality of threats, their connection with security components, relevant security services. 5.
The concept of multi-loop security of socio-cyber-physical systems taking into account the threats of internal and
external contours for each of the platforms (social networks, cyberspace, cyber-physical systems), taking into
account the ownership of elements and technologies of socio-cyber-physical systems has been further developed.
Practical significance of the results: - the developed model of the functioning of the security system connecting
the structure of the socio-cyber-physical system with the strategy of behavior of the external environment
showed the existence of an optimal strategy of behavior of the external environment and an optimal primary
structure of the system; - the developed model of information interaction security in socio-cyber-physical
systems showed that asynchronous interaction between agents accelerates the formation of stable clusters of
information influence by 15-20% compared to synchronous; - practical implementation of the developed method
of designing the continuous functioning of the security system of socio-cyber-physical systems allows us to
identify threats in real time and minimize the risks of their impact on the functioning of the system. DDoS attacks,
SQL injections, phishing attacks and botnets (1.2-1.4 seconds) are most quickly detected, while anomalies in
industrial systems require more analysis time (2.0-2.3 seconds) due to the complexity of processing physical
parameters. The highest accuracy of detection methods (99%) is demonstrated by methods for monitoring
industrial systems. A high level of accuracy (97-98%) has methods of recognizing voice manipulations and
ransomware, which confirms the effectiveness of using neural networks and machine learning algorithms; - the
proposed improvement of the classification of threats to the security of information resources of socio-cyber-
physical systems (electronic access: http://skl.khpi.edu.ua) provides the possibility of operational online
assessment of threats, taking into account social, cybernetic and physical factors. This allows us to determine the
critical nodes of the infrastructure of socio-cyber-physical systems, assess the potential of preventive measures,
and also form an integral assessment of the current level of system security in a dynamically changing
environment. By results of the study practical and theoretical value of the developed models and methods have
been confirmed, practical recommendations for their application have been provided.
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Baacwue IlpizBume Im's Ilo-6aTbKOBI:
1. Kazakosa Hapgis ®enikciBHa

2. Nadiia Kazakova

KBasigikanis: x. 1. u., npodecop, 05.13.21

ImenTudikarop ORCID ID: 0000-0003-3968-4094

JoparkoBa indpopmamist:

IloBHe HaﬁMeHyBaHHﬂ IOPUIUYHOL 0CO0M: OfechKuil HallioHaIbHKI YHiBepcuTeT iMeHi 1. I. MeyHMKoBa
Kopg 3a €IPIIOY: 02071091

Micue3HaxoaKeHHS: ByJI. [IBOpsiHCBKa, 6Y7. 2, Oneca, 65082, YkpaiHna

dopma BracHOCTI: /lepxasHa

Cdepa yIIpaBJIiHHﬂ: MiHicTepcTBO OCBiTH i HayKU YKpaiHu

InenTudikarop ROR:

Penensentu

Baacue IlpizBumie Im's Ilo-6aTbKOBI:

1. Ko Anzpiit Muxainnosuy

2. Andrii M. Kopp

KBasigikanis: n.dinocod, nou., 122
ImenTudikarop ORCID ID: 0000-0002-3189-5623
JonaTkoBa iHdopmalist:

IloBHE HaliMEeHYBaHHS IOPUAHYHOL 0C00H: HanioHanbHU# TEXHIYHUI YHiBEpCUTET "XapKiBChKUii

MOJIITEXHIYHUN IHCTUTYT"

Kopg 3a €IPIIOY: 02071180

MicueSHaxo,q)KeHHﬂ: ByJ1. Kupninuoga, 6yz. 2, XapkiB, XapKiBcbkuil p-H., 61002, YkpaiHna
dopma BracHOCTI: J/lepxasHa

Cdepa yIIpaBJIiHHﬂ: MiHicTepcTBO OCBiTH 1 HayKU YKpaiHu

InenTudikarop ROR:

Baacwue IlpizBumie Im's I1o-6aTbKOBI:
1. Tka4oB Anzpiit MuxaisioBud

2. Andrii M. Tkachov

KBasidikamis: . r. u., crapumit HayKoBuii CriBpoGiTHYK, 20.02.12



InenTudikarop ORCID ID: 0000-0003-1428-0173
JoparkoBa iHdpopmamnist:

IloBHe HaliMeHYBaHHSI IOPUAHUYHOI 0COOHM: HaujoHanbHuil TEXHIYHMIA yHiBEpCUTET "XapKiBChKUIA

MOJIITEXHIYHUN IHCTUTYT"

Kopg 3a €IPIIOY: 02071180

Micue3Haxoa>KeHHS: By Kupnuyosa, 6y1. 2, Xapkis, XapkiBcbkuii p-H., 61002, Ykpaina
dopma BracHOCTI: JlepxaBHa

Cdepa ynpaBiriHHS: MiHicTepCTBO OCBITH i HayKy YKpaiHu

Inentudikarop ROR:

VIII. 3aKkJII04Hi BiZoMOCTi

BiiacHe IIpizBuie Im'sa ITo-6aTbKOBI Kyuayk I'eopriit AHaTOMIAOBIY
TOJIOBH pagu

BiiacHe IIpi3Buie Im'sa ITo-6aTbKOBI Kyuyyk 'eopriit AHaTos1ifi0BUY
rOJIOBYIOYOTO Ha 3aciJaHHi

BignoBigasibHuUI 3a MiATOTOBKY Ixentok Haranis BonogumupisHa

00JIIKOBHX JJOKYMEHTIB

Peectparop VYkpIHTEI

KepiBHuKk Bigginy YKpIHTEI, mpo €
BiZIOBiZasIbHUM 3a peeCTpallil0o HAayKOBOIi IOpyenko TeTsaHa AHaToiiBHA

OisIIBHOCTI




