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Pedepar:

1. Y po60Ti BUKOHaHO NOPiBHSIIbHO-T1€IATOTiYHMI aHajIi3 TpobsieMy IpogeCiHOi MiArOTOBKMA MaricTpis 3
Kibepb6e3neku B yHiBepcuTeTax Besnukoi bpuranii. [JocsimkeHo opraHisaniiini oco6anBocTi npodeciiiHoi
IiArOTOBKU MaricTpis 3 Kibep6e3rneky B OpUTaHCbKOMY OCBiZi (BibHUI BUOIp iHOMBiNyasbHOI OCBITHBOI TpaeKTOPii
L7151 Kap'€pHOro MIPOCYBaHHs Ha 3acafiax iHterpauii Ta nusepcugikalii ocBiTHIx mporpaM, ceptudikarii
npodeciitHoi kBasigikaii). CxapakTepr30BaHO 3MICT OCBITHIX IIPOrpam MirOTOBKY MariCcTpiB 3 Kibepoesneku
(cTanpapTusanis i MDKAUCUUILIIHAPHICTD 3MiCTy, TpodeciiiHa Ta JOCAiTHUIbKA CIIPSIMOBAHICTb, Y3rOIKEHICTH i3
BHMMOraMU 1 rnoTpebamu Kibepoes3neKkoBoi Nosituku). O6rpyHTOBAaHO METOIMYHO-TEXHOJIOTIUHI 3acafy podeciiiHoi
IiATOTOBKU MAricTpiB 3 Kibepbe3neku B yHiBepcuTeTax Besmkoi bpuraHii (BUCOKUI piBeHb OpraHisariii
CaMOCTIHHOTO [OCIiIPKeHHS 1 MOUIyKOBO-OCIiIHULIBKOI AisITIbHOCTI; iIHHOBALIHICTh Ta iHTEPAaKTHUBHICTb HOPM,

METOJiB i TEXHOJIOTi} HaBYaHHS). BUKOHAHO MOPIBHAMIBHO-TIENAroTriYHUI aHali3 podeciiiHoi MiAroTOBKYU MaricTpis



3 Kibepbesneku B yHiBepcuTeTax Besukoi bpuranii i1 Ykpainu; po3po6seHo peKoMeHallii o0 iMIieMeHTallii
KOHCTPYKTUBHUX e}l 6pUTaHCHKOTO [OCBiny B YKpaiHi. YOCKOHAIEHO 3MiCTOBE I HaBUYaJIbHO-MEeTOAUYHE
3abe3nevyeHHs 17151 NpodecifHOoi NifroToOBKY MaricTpiB 3 KibepOesIieku B yHiBepcuTeTax YKpainu (po3po6JeHo
aBTOPCBHKUY crienkypc). Habysin nopanbuoro po3BUTKY MOJIOKEHHS MO0 CYTHICHUX XapaKTEPUCTUK i 3MiCTOBOTO
HaAIlOBHEHHS MIOHATTS «1IpodecifiHa miAroroBka MaricTpis 3 Kibepbesrneku», Horo iHTeprpeTalii BifoBigHO 10
3apyOiKHOI 1 yKpaiHChKOI CeMaHTUKH, CTOCOBHO CY4aCHUX TE€HJEHLIil PO3BUTKY €BPOIEChKOI KibeproiTuKy Ta

KiGepOoCBiTH.

2. The thesis presents comparative and pedagogical justification of the problem of professional training of masters
in cyber security at British universities. The availability of the research findings on the outlined problem in
scientific literature has been analyzed. It has been specified that it has not become the subject of special studies in
Ukraine, which confirms the need to study innovative ideas of British experience to justify the opportunities of
their creative use in theory and practice of applied professional training of masters in cyber security in Ukraine.
General overview of organization of masters’ professional training in cyber security at British universities has been
presented. The structure and content of professional training have been analyzed. The features of the content and
organization of masters’ in cyber security professional training at British universities have proved that it is focused
on cyber security policy. Curricula for masters’ professional training do not significantly differ in content, but are
original and correspond to modern cyber security challenges. Compulsory disciplines cover key areas of cyber
security. Optional disciplines focus on disciplines of cyber security (Cyber Espionage, Cyber Security for
Virtualization Systems, Cyber Intelligence and Operations, Cyber Physical Systems, Enterprise Cyber Security,
Financial Analysis and Control Systems). It has been stated that the curricula at British universities are tailored to
the requirements for future masters in cyber security, offered in the Subject Benchmark Statement for Cyber
Security. Content selection and structuring takes into account the rapid development of cyber threats,
information and computer technologies, as well as the needs of the economy, science, technology and personality.
The most popular cyber security education programs are computer security, information technology security,
computer incident investigations, cybersecurity and management, and security of computer networks. The
peculiarities of using innovative methods in the education process of masters in cyber security in British
experience have been outlined. It has been indicated that innovative methods and technologies for training of
future linguists include webquests, cyberguides, multimedia presentations, computer projects, visual behavioral
experiments. Improving the quality of master’s training in cybersecurity is achieved through the use of reflective-
innovative teaching methods and technologies, in particular: real-time training, experimental training, reflective
practice, portfolio, learning based on own research, projects, team retrospectives, demo perspectives, team cyber
defense, crisis situations, interactive conferences, peer review, group unions. Cyber security training programs
combine theoretical knowledge with activities in business structures, across various critical infrastructure
enterprises to gain hands-on experience. The procedure for recognizing the professional qualifications of cyber
security professionals has been analyzed. Certification takes place at the Academic Centers of Excellence in Cyber
Security Research, the National Cyber Security Center, as well as in public-private entities, international
organizations. Clarification of the differences between Cyber Security Practitioner, Cyber Security Senior
Practitioner and Cyber Security Lead Practitioner has been outlined. The content and the organization of practical
and research training of masters in cyber security have been analyzed. The process of monitoring quality of
masters in cyber security professional training has been characterized. The content of masters’ in cyber security
professional training at Ukrainian universities has been studied. Based on comparative and pedagogical analysis of
masters’ in cyber security professional training at British and Ukrainian universities relevant recommendations on
using innovative ideas of British experience in Ukraine have been justified. It has been concluded that masters’ in
cyber security professional training in Ukraine should be improved at organizational, structural, content,
methodological, technological levels, taking into account actual traditions, culture and mentality. Educational and
methodical provision for improving masters’ in cyber security professional training at Ukrainian universities has
been developed.
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