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V. BizomocTi npo gucepraniio
MoBga guceprariii:
Koau TemaTuyHHUX PyOpPHK: 50.37.23

Tema gucepranii:
1. Metonu Ta Mogeni KpuntorpadiyHUX NepeTBOPEHbD 3 JOKAa30BOIO CTilKiCTIO, SIKi 3aCHOBaHi Ha ifeHTUdikaTopax Ta

anrebpaiyHUX peLliTKax

2. Methods and models of cryptographic transformations with proven resistance, which is based on an identity and
algebraic lattices

Pedepar:

1. Y pucepralii 3allpONIOHOBAHO Ta OOIPYHTOBAHO METOIMKY OL[iHKY TiOpUIHNX METOJiB HAIIPaBJIE€HOTO
mndpyBaHHS Ha ifeHTU(IKaTOpax 3a CYKYIHICTIO YMOBHUX i 6€3yMOBHUX KPUTEPIiB Ta IOKA3HUKIB OLiHKU,
3aCTOCYBaHHS SIKOi JO3BOJISIE OTPUMATH OLIiHKU CTiMKOCTI SIK BiTHOCHO OKPEMUX aTakK, TaK i 3a iHTerpajbHUM
KpuTepieM. 3aIpOIIOHOBAHO ri6puAHUI METO/, HallpaBjleHoro NUQPyBaHHA Ha ifeHTudiKaTopax Ta aaredpaiyHux
pelIiTKax Ta oro mporpamMmHy MOJeb, 1J1sl 3aCTOCYBaHHS B KpUIITOrpadiyHUX MEXaHi3Max i MPOTOKOJaX, IKUI
BiIpi3HSETHCS Bif| iICHYIOUMX THM, 1[I0 BUKOPUCTAHHS MOJIeJli Ha anrebpaivHiil pemmiTLi J03B0JIMII0 OBEeCTU
€KCIIOHEHIiaJIbHy CKJIAHICTh KPUNTOAHAII3y METOLOM IIOBHOTO PO3KPUTTS, & TAKOXK MiABUIIUTH MBUIKOIIIO
KpUNTOrpadiyHOro NepeTBOpeHHs Ha 2-3 nopsaku. OTpUMaHi pe3yJbTaTy BIPOBAIKEHO 10 HABYAJILHOTO NIPOLIECY
XapKiBCbKOI'O HalliOHAJILHOTO YHIBEPCUTETY PaflioeIEKTPOHIKHY, a TAKOXK B AKLIIOHEPHOMY TOBapUCTBI "[HCTUTYT

iHpOopMaLiTHUX TEXHOJIOTIN".



2. In the thesis proposed and proved methods of assessment methods directional hybrid encryption identifier for a
set of conditional and unconditional criteria and indicators for assessing the use of which allows you to assess the
stability, both in terms of individual attacks, and by a combined criterion.The dissertation is devoted to solving
important scientific and technical task - the development of the combined method Identity-Based Encryption
from Lattices and its programming model, for use in cryptographic mechanisms and protocols, which differs from
the current that models based on algebraic lattice can bring exponential complexity of cryptanalysis method of
full-disclosure, and improve the performance of cryptographic conversion to 2-3 orders of magnitude. Results of
dissertations were introduced in educational process of the Kharkiv National University of Radio Electronics and
AT "Institute of Information technologies".
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