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Pedepar:

1. O6'ekTOM HOCHIIKEHHS € TIpoliec KpunTorpagivHoro 3axucty iHgopmallii B KOMII'IOTEpPHUX cUCTeMax. MeToo
IOCJiIKEHHS € MiABUIIEeHHS IBUAKOCTI aBTeHTUdiKallii JaHUX Ta KOPUCTYBAYiB B KOMIT'FOTEPHUX CUCTEMAX
IIJISIXOM CTBOPEHHSI HOBUX METO/IiB Ta 3aCO0iB X€UIyBaHHS HA OCHOBI 6araToKaHaJIbHUX KOHCTPYKIIiil XeIlyBaHH,
sKi 3a0€31e4yIoTh po3sliapasesieHHsl o0uncyieHb. HaykoBa HOBU3HA I10JIra€e B TOMY, 110 BI€ple 3aIIPOIIOHOBAHO
y3arajJibHEHy KOHCTPYKIiI0 6araTOKaHAJIbHOTO XEIyBaHHs, sIKa Ha BiAMiHY BiJ] BinoMux repenbdadyae MOXKIUBICTb
KEPYBaHHS NapamMeTpaMu IIEPETBOPEHD B IIPOLIECi XEITYBaHH4, 1[0 JO3BOJISIE PO3POOIATA HOBI METOIU
0araTOKaHaJIBHOTO XELIyBaHHS MMiJABUILEHOI IBUIKOCTI Ta CTIMKOCTI N0 3arajibHUX aTak. Briepiie 3arrponoHoBaHO
KOHCTPYKIii 6araTokaHaJbHOIO XeUIyBaHHS, CTiMKi [0 3araJbHUX aTak Ha OCHOBI MyJIbTUKOJIi3iH, 3
OIIOCEPEIKOBAHMM 3aB'sI3yBaHHSM BCiX KaHaJliB OIVH 3 OOHUM, SIKi IOPiBHSIHO 3 KOHCTPYKLisSIMU 6araToKaHajabHOTO
XeIIyBaHHS 3 6e3rnocepeHiM 3aB'13yBaHHIM KaHaJIB 103BOJISIOTh PO3POOIISITH METOIY XELTyBaHHS, 10

3a0€e31e4yI0Th 3MEHIIEHHs Yacy xelyBaHHs Bif 1,4 1o 16 pa3. YiockoHaIeHo MeToAU 6araToKaHaJIbHOTO XEIIyBaHHSI



Ha OCHOBI orepaliii IifHeCEHHs 10 CTENEH 38 MOAYJIEM IIPOCTOTO YMCJIa Ta CTPYKTYPU Clieliani3oBaHuX
MIPOLIECOPIB, IO iX peasni3yioTh, 5IKi 3a paXyHOK 3aB'sI3yBaHHS KaHaJIiB JO3BOJISIIOTh BUKOHYBATU OIEPAlliio
IiZIHECEHHS 10 CTEMEeHs [IJIs1 YU CeJl B  pa3 MEHILOI pO3PsIHOCTI IOPiBHSHO 3 BiJlOMUMH, 1110 3abe3eyye
30iIbLIEHHS MIBUIKOCTI XeHyBaHHs Y q pa3. OTpUMasu NOJalbIINKA PO3BUTOK KOHCTPYKLii 6araTOKaHAJIbHOTO
XeUIyBaHHS, CTilKi 10 3araJbHUX aTaK Ha OCHOBI MYyJIbTUKOI3iii, i3 6e3r1ocepeiHiM 3aB's13yBaHHSIM BCiX KaHaJiB
OJIVH 3 OJHUM, SIKi [103BOJISIIOTh, [IOPiBHSIHO 3 BilOMUMU, PO3POOJISITH METOAU XEIIYBaHHS [J1s1 KiJIbKOCTi KaHaJliB
g>2, 110 32 PaXyHOK po3napajeseHHs 004uCieHb J03BOJIsiE€ JOCSITH MiBULEHHS MBUKOCTI XelyBaHHs Y q/2 pas.
OTpumanu nojaabUnii pO3BUTOK METONU (POPMYBAHHS BEKTOPA KEPYyBaHHS NlapaMeTpPaMU XellyBaHHS, SIKi
3a0€31e4yIoTh ajallTyBaHHs 10 3MiHM [TapaMeTpiB KOHCTPYKIH XellyBaHHS, 110 JO3BOJISIE pO3POOJISTU [TPOTPAMHO-
araparHi 3aco0U XelIyBaHHS 3 Pi3HUMU XapaKTepUCTUKaMU IBUIKICTb /CTiHKicTb. [IpakThyHa LiHHICTb NIOJISITAE B
CTBOPEHHI IPOrPaMHMX 3aC00iB IJ1s1 TECTYBAaHHS METO/IiB 6araTOKaHaJIbHOTO KEPOBAHOTO XEIIYBaHHS 3a
noniomoroo Known Answer Tests, TporpaMHUX 3aC06iB 6araToKaHaJIbHOTO KEPOBAHOTO XELIyBaHHS i3 BUXiTHUM
XeIlI-3HaYeHHSIM JOBiJIbHOI TOBXVHU Ta Pi3HMMH [TapaMeTpaMy KOHCTPYKIii XeIIyBaHHS Ta PEKOMEHIALIN 1010
11o6yJ0BY CIeliai30BaHMX IIPOLLECOPIB JJ1s1 IIBUAKOTO XEIIYBaHHS NaHUX B KOMIT'IOTEpPHUX cucteMax. CTymiHb
BIIPOBAPKEHHS - Pe3yJIbTaTU JUCEePTaLifHOI pOOOTH BIPOBAKEHI Y KOMII'IOTEPHIiN cucTteMi nignpuemcrsa TOB
"BIATEJI" (M. Binnuug, Ykpaina), ninnpuemcrtsa I1I1 "BIHBYAI30JI" (M. Binauig, YkpaiHa), a Takox
BHUKOPHCTOBYETHCS B HaBYaJIbHOMY IIpolieci kadenpu 3axucty iHpopmauii BHTY. Coepa (ranysp) BUKOPUCTaHHS - B
TEPUTOPiaIbHO PO3NOAIIEHUX 6araTOKOPUCTYBALbKAX KOMIT'IOTEPHUX CUCTEMAX, @ TAKOXK B iHIIAX KOMIT'IOTEPHUX

crucTeMax Ta Mepexax, e HeobXifmHa aBTeHTHdiKalis JaHUX Ta KOPUCTYBayiB.

2. The object of research is the process of cryptographic information protection within computer systems. The
goal of the research is improving of data and user authentification rapidity within computer systems by developing
of new methods and means of hashing based on the multipipe hash constructions, which provide parallelization of
computation. The novelty is that the generalized multipipe hash construction, which in contradistinction to known
ones provides the ability of data conversion driving during hashing, that allows to develop new multipipe hash
methods with increased rapidity and durability against generic attacks, first are proposed. Multipipe hash
constructions, which are durable against generic attacks based on multicollisions, with mediate channel
interaction, those in contradistinction to multipipe hash constructions with direct channel interaction allow
developing of hashing methods, which provide from 1.4 to 16 times hash duration decreasing, first are proposed.
Multipipe hashing methods based on modulo prime number exponentiation, which in contradistinction to known
ones allow to operate exponentiation of data with q times reduced capacity by channel interaction, that provide q
times rapidity increasing, and specialized processors structures, which implement the methods, are improved.
Multipipe hash constructions, which are durable against generic attacks based on multicollisions with direct
channel interaction, those in contradistinction to known ones allow to develop hashing methods with channel
quantity q>2, which provides q/2 times hash rapidity increasing by computation parallelization, are extended.
Methods of hashing parameters driving vector generating, which allow to adapt change of hash construction
parameters, that allows to develop soft hardware means with different durability /rapidity characteristics, are
extended. The practical value concerning software developing for multipipe driven hashing testing by Known
Answer Tests, software developing for multipipe hashing with arbitrary output digest length and different hash
construction parameters and specialized processors for rapid data hashing in computer systems designing
recommendations developing. The degree of the implementation - the results of the dissertation are implemented
at the computer system of enterprise "VIATEL" (Vinnytsia, Ukraine), at the computer system of enterprise
"VINBUDIZOL" (Vinnytsia, Ukraine) and at the studying process at the information protection department of
VNTU. The field of application - geographically distributed multiuser computer systems as well as other computer
systems and networks which require data and user authentification.
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