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Pedepar:

1. Incepranifina po60Ta IpUCBsSYeHa NiiBUILIEHHIO PiBHS €(PEeKTUBHOCTI NIPOoLiecy N0OYyA0BU KOMILJIEKCHOI CUCTEMU
3axucTy iHdpopMallii Ipy NpoBeJEeHHI eKCIIEPTU3N TEXHIYHOTO 3aXUCTY iHpopMalii MIsIxoM aganTalii
(PYHKLIOHAIBHOTO MPOQIIO 3aXUCTy aBTOMATM30BAHUX CUCTEM IO [IOTOYHOTO PiBHA 3arpo3. [IpoaHanizoBaHo,
CHCTEMaTH30BaHO Ta POPMai30BaHO OCHOBHI CBITOBI Ta BiTUM3HSHI KpUTEPIii OL[iHKM 3aXUCTy aBTOMaTU30BaHUX
CHCTEM 32 TaKMMH IIA0JI0HAMU SIK: IPU3HAYEHHs KPUTEPIiB, 06J1aCTh 3aCTOCYBaHHS, METOIU OL[iHKY, €(PEeKTUBHICTb,
aKTyasbHiCTb. [TOKa3aHo, o 33a1a4a po3po06ieHHs METOAIB afanTalii QyHKIiOHaIbHOrO MPOQIIo 3aXUCTy
aBTOMATM30BAaHMX CUCTEM BINIOBIIHO 4O IIOTOYHOI'O PiBHS 3arPO3 € aKTyaJIbHOIO, L0 MiATBEPIKYETCS, 30KPEMA,

BiZICYTHICTIO aHAJIOTIYHMX YKPAIHCBKUX Ta 3aKOPJIOHHUX PillleHb. YOCKOHAJIEHO KPUTEPii BUSHAYEHHS



(dpyHK1iOHaIBHOTO TPOMIJIO 3aXUCTY, 5Ki, 32 paxyHOK aHaJli3y 11inboBoi PyHKIIii 10 Bennmany Ta BUMipy
MaTeMaTU4HOro OYiKyBaHHS yCHilHOI mpoTuaii okpemoi PyHKIiOHATBHOI IOCIYyTY 6€3eKU, JO3BOJISIIOTh
dopmasbHOMY BUIJISLAL cpopMyBaTH HEOOXigHUI HAbip BeJIMUMH 1J1s1 peasisalii mpolecy BUOOPY PiBHS 3aXUCTY.
Byio po3po6iieHo MeTo, BU3HaYeHH iH(popmauiiHoi 6e3nexku AC 32 MyJIbTUKPUTEPIEM «PU3UK O€3M1E€KU — FapaHTis
oesneku — BuZ 1] - BapTiCTb». SIKKH, 32 PaXyHOK BUKOPUCTAHHS PO3MOily OAHOPIIHUX PECYPCIB, 103BOJIsIE
aBTOMAaTU3yBaTH Mpoliec reHepyBaHHS QYHKIiOHAIBHOTrO NPOoQisio 3aXUCTy Ta MOPIBHSHHS 0T0 3 BiATIOBiTHUM
piBHeM 3axucty. CpOpMOBAaHO MHOXXUHU KPUTEPIiB 1IbOr0 METONY. PO3p0O06JIEHO aJITOPUTM, KU 1O3BOJISIE
e(EeKTUBHO NepeBipATH 300KHICTh METOAY [JIs1 IPOEKTYBAaHHS NIPO(PiJiB, aaNTUBHUX [0 Pi3HUX 3arpo3 OJIst
MigKJIaciB aBTOMATU30BaHUX CUCTEM. [IpOBENIEHO eTabHUI TECTOBUN PO3PAXYHOK, SIKUM BUKOPUCTOBYETHCS IJI51
IepeBipKU KOPEKTHOCTI peasisalii airopuTMy B 4eTBEPTOMY PO37isi Haioi poboTu. Kpim Toro, 6ysa nposeneHa
nepeBipKa Npaues3fgaTHOCTI METOAY 3 YPaxXyBaHHSIM NPUMHSTHX OOMEXeHb, 10 MiATBEPAKY€E NOro e(PEKTUBHICTb Ta
IIPUJATHICTD 1J151 BAKOPUCTAHHS B IPAKTUYHUX YMOBaX. PO3p0o6sieHO po6ounii alrOPUTM BU3HAUYEHHS
dyHKIioHaIBHOTO MPOQIIo 3aXKUCTy aBTOMaTH30BaHoi cuctemu BOTI3AC niis npodisnio 3aXUCTy aBTOMaTU30BaHOi
CHCTEMH 3 YpaxyBaHHSIM IIOTOYHOIO piBHA 3arpo3 aJis nigknacis K, L, 11, KL, KII, LLJ1, KI1[], Ha OCHOBI KOT0
PO3p06JIEHO IPOrpaMHUIl MOZYJIb IJ1s1 BU3HAYEHHS (YHKLIOHAJBHOTO MPOQiIo 3aXUCTy aBTOMAaTU30BaHOI CUCTEMU
3 ypaxyBaHHSM [I0TOYHOTO PiBHSI 3arpo3, SKUH J03BOJISIE FeHepyBaTU PYHKLIOHAJIbHI Tpodisi 3aXUCTy 115 BCiX 67-

MU (PYHKLIOHATIbHUX IIOCJIYT 6€3IeKU

2. The dissertation work is devoted to increasing the level of effectiveness of the process of building a complex
information protection system when conducting an examination of technical information protection by adapting
the functional profile of the protection of automated systems to the current level of threats The main global and
domestic criteria for evaluating the protection of automated systems have been analyzed, systematized and
formalized according to such templates as: designation of criteria, scope of application, evaluation methods,
effectiveness, relevance. It is shown that the task of developing methods for adapting the functional profile of the
protection of automated systems in accordance with the current level of threats is urgent, which is confirmed, in
particular, by the absence of similar Ukrainian and foreign solutions. The criteria for evaluating the functional
profile of protection have been improved, which, due to the analysis of the objective function according to Bellman
and the measurement of the mathematical expectation of successful countermeasures of a separate functional
security service, make it possible to formally form the necessary set of values for the implementation of the
process of choosing the level of protection. A method was developed to determine the information security of the
AC based on the multi-criteria "security risk - security guarantee - type of ID - cost". which, due to the use of
distribution of homogeneous resources, allows to automate the process of generating a functional protection
profile and comparing it with the corresponding level of protection. A set of criteria for this method has been
formed. An algorithm has been developed that allows to effectively check the convergence of the method (PZM) for
designing profiles that are adaptive to various threats for subclasses of automated systems. After developing the
algorithm, a detailed test calculation was carried out, which is used to check the correctness of the algorithm
implementation in the fourth section of our work. In addition, the test of the efficiency of the method was carried
out taking into account the accepted limitations, which confirms its effectiveness and suitability for use in
practical conditions. A working algorithm for determining the functional profile of the protection of the automated
system of VFPZAS has been developed for the protection profile of the automated system taking into account the
current level of threats for subclasses K, C, D, KC, KD, CD, KCD, based on which a software module has been
developed to determine the functional profile of the automated system protection with taking into account the
current level of threats, which allows the generation of functional security profiles (FSP) for all 67 functional
security services
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