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1. CTpiMKUI1 pO3BUTOK iH(POPMALIIIHMX TEXHOJIOTIi, 3pOCTaHHs OOCATIB aHUX, 10 NepelaloThCsl Ta 30epiralThes, a
TaKOX I1051Ba KBAHTOBUX OOUMCIIIOBATIbHUX CUCTEM 3yMOBJIIOIOTH MiJBUILEHI BUMOTU 40 KPUNTOrpadiyHUx
anropuTMiB 3axucTy iHpopmaliii. Lle Bu3Hayae akTyasbHICTh pO3pOOKM HOBUX GJIOYHUX CUMETPUYHUX aJITOPUTMIB,
apXiTeKTypHO OPi€eHTOBAHUX Ha Napa’sesibHi 00YncioBasbHi 1atgopmu kiacy MIMD 3 nigrpumkoro MPI Ta GPU.
JuceprauiiiHa po6oTa IpUCBIYeHa po3poolli Ta AOCTIIKEHHIO HOBUX OJIOYHUX CUMETPUYHUX KpUnTorpadiyHux
aJITOPUTMIB, B TOMY YHMCJIi [J151 IapajleJIbHUX KOMITIOTEPiB, 0 6a3yI0ThCS HAa OPUTiHAIBHUX KpUNTOrpadivHux
IIepeTBOPEHHSIX TUIY "KyOuK Py6ika" 3 kyto4o3anexxHUM BUOOpOM orepauiil. OCHOBHA yBara Npupiisiacs
NiABUILEHHIO MPOAYKTUBHOCTI 32 pPaxyHOK pO3Mapase/llOBaHHs OOUUCIIEHb, B TOMY YUCJIi HA 6araTosiiepHUX
npouecopax (3 Bukopuctanusam MPI) Ta rpagiunux npuckopiobadax (CUDA), a TaKOXX MOKPALIEHHIO

KpunrorpadiyHoi CTiMKOCTI IIJISIXOM YCKJIaJHEHHS BHYTPIlIHbOI CTPYKTYPH aJIrOPUTMIB. Y poOOTi BIeplie



pO3po6JIeHO 6JI0YHUI cUMeTpUYHUil KpunTorpadivynuii anroputm WBC1 Ha ocHOBI 06epTaHb Ky6ouka Py6ika, y
KoMy murdpyBaHHS peasi3yeTbcs Yepe3 TPUBUMIpHI IIepeCcTaHOBKY Ta IMKJIUHI 106iTOBI 3cyBu. Takuii miaxin
3abe3nevye BUCOKUI piBeHb AUQY3ii, HesIiHIMHOCTI Ta 3HAYHUI [IPOCTIp [1epEeCTaHOBOK, 110 MiJBHUIIY€E CTIMKICTb
anroputmy o brute-force, nudepenuianbHOro Ta NiHIHOrO KPpUNTOAHaMNi3y. Biepue po3pobieno moaudikalio
anroputmy WBC2, y siKill BUKOPHCTaHO KJII0U€3aJleXHi Tabuli nepecTaHOBOK, IMHAMIUHy S-box Ta payHI0Bi
KJIt04i. lle 103BONNIIO MiBUILMTY JIABUHHUI €(EKT, 30ibINUTH €HTPOIIiI0 INU(PTEKCTY Ta 3a6€3M1€YNTH JOJATKOBY
cTilikicTp y white-box mogesni. Bnepie po3pob6seHo napasnenbHi Mogudikallii 6J104HO-CUMETPUYHUX
kpunrorpadiuynux anropurmis PWBC1, PWBC1.1, PWBC2 ta PWBC2.1 nj1s1 6araTosiiepHUX CUCTEM, a TakoxX GPU-
opieHToBaHny peajnizauito PWBCCuda. 3anponoHoBaHu Hifxif 3abesneyye He3asexxHy apajesbHy 00poOKy 6JI0KiB
IaHux, edpexTuBHe MaciTabysanHs B MPI- Ta CUDA-cepenoBuiiax i JO3BOJISIE I0€IHATYA BUCOKUI piBEHb
KpUNTOrpadivyHoi CTIMKOCTI 3 MiIBULIIEHOI0 IPOLYKTUBHICTIO ITPU 00pOOLi BEJIMKUX 00CAriB iHpopMaii. B xoni
IOCJIiIKeHHs po3pobJieHo ITporpaMHi peasnisanii Bcix anroputmiB moBamu Python ta C/C++ 3 BUKOPUCTaHHIM
texHoJioriit MPI i CUDA. Peasnizauii mporecToBaHO Ta alipo60BaHO Ha CynepKoMIT'ioTepHomMy kiactepi CKIT-5
Inctutyty KibepHeTrky HAH VkpaiHu. 3anponoHoBaHi aJropuTMuU 3a6€31€4yi0Th BUCOKUH piBeHb KPUIITOTpadiuHOi
CTiMKOCTi, iATBEPIKEHUIN CTATUCTUYHUMU T€CTAMU, aHaJi30M €HTPOIIii, JaBUHHOTO e(deKTy Ta TecTyBaHHAM NIST
STS. Po3pobJieni anropuTMu MOKyTb OyTH 3aCTOCOBaHI [1J1s1 3aXMUCTy MyJIbTUMENIMHUX NaHuX, IHU(PyBaHHS Y
6JI0KYeiH-crUCcTeMaX, CUCTEMax 0OpOOKY BEJIMKUX aHUX Ta iHIIMX 3a7a4ax, o NOTpedyI0Th
BHCOKOIIPOAYKTUBHOIO MKU(ppyBaHHs y napanenbHux i GPU-opieHTOBaHMX cepeloBUIIAX, @ TAKOK MOXYTh OyTH

BIIPOBA/I)KE€HI B HABYAJIbHUI IIPOLEC.

2. The rapid development of information technologies, the growing volume of transmitted and stored data, and the
emergence of quantum computing systems impose increasing requirements on cryptographic algorithms for
information protection. This determines the relevance of developing new block symmetric algorithms
architecturally oriented toward parallel computing platforms of the MIMD class with MPI and GPU support. The
dissertation is devoted to the development and investigation of new block symmetric cryptographic algorithms,
including algorithms for parallel computers, based on original “Rubik’s Cube”-type cryptographic transformations
with key-dependent operation selection. The main focus was placed on increasing performance through
parallelization of computations, including on multi-core processors (using MPI) and graphics accelerators (CUDA),
as well as on improving cryptographic strength by increasing the complexity of the internal algorithmic structure.
Within the framework of this work, the block symmetric cryptographic algorithm WBC1 was developed for the first
time. The algorithm is based on Rubik’s Cube rotations, where encryption is implemented through three-
dimensional permutations and cyclic bitwise shifts. Such an approach provides a high level of diffusion,
nonlinearity, and a large permutation space, thereby increasing resistance against brute-force, differential, and
linear cryptanalysis attacks. For the first time, a modification of the algorithm, WBC2, was developed,
incorporating key-dependent permutation tables, a dynamic S-box, and round keys. This made it possible to
improve the avalanche effect, increase ciphertext entropy, and provide additional resistance in the white-box
model. Furthermore, parallel modifications of the block symmetric cryptographic algorithms PWBC1, PWBCL.1,
PWBC2, and PWBC2.1 for multi-core systems, as well as the GPU-oriented implementation PWBCCuda, were
developed for the first time. The proposed approach ensures independent parallel processing of data blocks,
efficient scalability in MPI and CUDA environments, and enables the combination of high cryptographic strength
with increased performance when processing large volumes of information. During the research, software
implementations of all algorithms were developed in Python and C/C++ using MPI and CUDA technologies. The
implementations were tested and validated on the SKIT-5 supercomputer cluster of the V.M. Glushkov Institute of
Cybernetics of the National Academy of Sciences of Ukraine. The proposed algorithms provide a high level of
cryptographic strength confirmed by statistical testing, entropy analysis, avalanche effect analysis, and NIST STS
testing. The developed algorithms can be applied to the protection of multimedia data, encryption in blockchain
systems, big data processing systems, and other applications requiring high-performance encryption in parallel
and GPU-oriented environments. In addition, the developed algorithms and their implementations can be
integrated into the educational process for teaching modern cryptographic protection methods and parallel



computing technologies.
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