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1. Incepranifina po60Ta IPUCBSIYEHA BUPIIEHHIO 33/1a4i BiJHOBJIEHHS JAHUX i3 BUCOKAM piBHEM (pparMeHTallii Ha
IIEPCOHAJIBHMX POOOYMX CTaHIiSIX KOPUCTYBAUiB 3a YMOB BiJJICYTHOCTI METaIaHUX (PANIOBUX CUCTEM HITISIXOM
PO3pOOJIEHHS Ta BIOCKOHAIEHHS MoJesieil i MeToiB iHdopMallifiHOI TexHOJIOril KapBiHTy ¢aiijliB eJIeKTPOHHUX
IOKYMEHTIB. 3aCTOCYBaHHS IIPOIIOHOBAHOI iHpOpMaLiliHO] TeXHOJIOTI] 03BOJIsIE MiABUIINUTY €(PEKTUBHICTb KapBiHTy
BHIIE 3a3HAYEHUX JAHUX IiCJIs1 CIIPO6 3HMIIEHHS UM(POBUX CJIiLiB a60 KibepaTak. AHajIi3 HAYyKOBUX IKEPEJ
IIOKa3ye, 10 BiTHOBJIEHHS JAHUX € CKJIAHOIO 3 TEXHIYHOI TOYKM 30Dy 3a4a4€I0, BUPILIEHHS SIKOi 3aJIEKUTD Bill
(daitnoBoi cUCTEMMU, XapaKTepy Ta MOPSAKY [ili KOPUCTyBaya Py BUAAJIEHHI JaHUX, Yacy, [0 MUHYB 3 MOMEHTY
nofii, Tomo. Haibinbl BaKKi BUMAJKA TPAIUISIIOTHCS IIPY BilHOBJIEHHI (ailjliB 32 YMOB BiICYTHOCTI METaJIJaHUX
¢aitnosoi cucremu. Kapsinr He¢parMeHTOBaHUX 200 PO3OUTUX Ha /1B (PparMeHTH (ailsiB, sIK IPABUJIO, HE

CTAHOBUTH POGJeM Npu nMdPOBUX AOCHimKeHHX. Tomi Ik KapBiHT daniB i3 BUCOKUM piBHEM dparmeHTallii €



OJIHi€I0 3 HaKbiNbII CKIANHUX 3a4a4. BogHouac mpu po3ciiifyBaHHi KpUMiHAIBHYX NIPOBAIKEHb i IOI0JIAHHI
HaCJIiKIB KibepaTak BeJIMKUY iHTepeC CTaHOBJISATh €JIEKTPOHHI IOKyMEHTH, 3 SKUMHU BeJId PO6OTY 0COOU Ha CBOIX
pobouux craHuisgx. ToMy ofiyH i3 HalIPsIMKIB, SIKOMY IIPUIiJIEHO yBary B JaHill AucepTaLiiiHill poOOTi, € CTBOPEHHS
iHpopmMaLiitHOi TeXHOJIOTii KapBiHTy (PailiB €JIeKTPOHHUX JOKYMEHTIB i3 BUCOKUM piBHeM pparmeHTanii. O6’eKT
IOCJIiIPKEHHS — MIPOLIEC BiJHOBJIEHHS (ailjliB €JIeKTPOHHUX JOKYMEHTIB i3 BUCOKMM CTyIleHeM (pparmeHTallii 3a
YMOB BiJICyTHOCTi MeTaZiaHuX $ailyioBoi cucTeMy, MOB'I3aHUX i3 6y10KaMu JaHuX. [IpegmeT JocaimpKeHHs — Mogeri
Ta MeTOAM iHpopMaliliHOi TEXHOJIOTI] KapBiHry (paiijiB €J1eKTPOHHUX IOKYMEHTIB i3 BUCOKMM pPiBHEM (parmeHTalli.
Merta goclimpKeHHs — NigBUIINATYA €(PEeKTUBHICTb KAPBIiHTY (paiijliB €JIEKTPOHHUX JOKYMEHTIB i3 BUCOKMM PiBHEM
¢dparmenTanii. HaykoBa HOBU3HA OTPUMAaHUX Pe3yJIbTATIB I1OJIAra€ B HACTYITHOMY: - yIleplie po3po6eHO Mo eri
inentudikanii pparmeHTiB aiiyiiB Ha OCHOBI 6araToOMAapOBUX 3rOPTKOBUX HEMPOHHUX MEPEX i3 BBEIEeHHIM
IOJATKOBOTO Biiraay>KeHHs (T0J10BY) KiacudikaTopa 3 peryssipusalii€lo IpOoCTOPY O3HaK Ta BiJHOBJIEHHSIM
rinepcdpepryHNX KOHTENHEPIB KJIACIB, 110 LO3BOJIWJIO MiIBULIMTH TOYHICTHI TOKa3HUKY KJacudikarii 610KiB
GiHapHUX JaHWX Ta BUSBJISATU 0J10KM (ailyliB HELITbOBUX TUIIIB; - YJOCKOHAJIEHO MOieJIb Kiacudikalii 6J10KiB
OiHapHUX JaHVX 32 PaXyHOK BBEJIE€HHS aalTEPiB, 10 MifJIallITOBYIOTHCSI HA MAPKMHAJIBHIN €HTpoIii, OljiHeHill Ha
BUXO/Ii HEpOMepeXi Mif, yac TeCTyBaHHS, 10 O3BOJIMJIO MiIBUIATYA TOYHICTHI XapaKTE€pPUCTUKHU KyiacudikaTtopa Ha
HOBUX 3pa3Kax 0JIOKIB JaHUX, [0 € MaJIo NIPEeCTaBIeHNMY y HaBYaJIbHiil BUOGipLli; - OTpUMaIy MOAANbLIIOrO
PO3BUTKY MeTOU peKOHCTPyKLii dpaitniB OOXML 3a paxyHOK BIIPOBAJpKEHHSI CHHTAaKCUYHUX METO/IiB aHaJIi3y
BHYTPIIIHBO] OyioBU (aiiiiB, o 3abe3nedye e(PeKTUBHUN MOMYK po3pizHeHuX pparmeHTiB OOXML-aitiiB y
HEPO3MOiJIeHOMY ITPOCTOPI Ta BiIHOBJIEHHS LiyliCHOI CTPYKTypu ¢aiisiB. Pe3ybTaToM BUKOHAHHS JAHOTO
IVCepTaLifHOrO AOCIIIPKEHHS TaKOX € POo3po06JleHi B paMKax 3allPOIIOHOBAHOI iHpopmMalliliHOi TeXHOJIOorii KapBiHTy
(daiiyiB eIeKTPOHHUX JOKYMEHTIB i3 BUCOKUM piBHEM (pparMeHTalii: — OHTOJIOTiYHA CXxeMa KapBiHTy AJ1s
crcTeMaTu3alii pisHUX acIeKTiB i MigxXomdiB y po3B’s13aHHi 33124 KapBiHTy (daiiiB; — y3arajabHeHa Ta JieTani3oBaHa
dyHKUioHAIBHI MOZeJIi Tpolecy KapBiHIy QaiijiiB eJleKTPOHHUX JOKYMEHTIB i3 BUCOKMM piBHeM ¢dparmeHTarii; -
IeTasnizoBaHa QyHKIiOHaJIbHA MOJEJIb IIPOLieCy ONTUMI3alii napameTpiB Moaesi inenTudikaii 6;10kiB 6iHapHUX
IaHUX. Y X0Zi MPOBEJEHHs TUCEPTALIHOrO OOCiIKEHHS CTBOPEHO IPOrPaMHy peasi3allilo BUIIE 3a3Ha4Y€HO1
indopmauiitHoi TexHosorii. JIo GyHKLiOHaNTy pOo3p061€HOr0 IPOrPaMHOrO MPOLYKTY BXOJUTh 3ATHICTb
xiacudikyBaTy 6J10KU GiHApHUX JAHUX 3a TUIIaMU, peKOHCTpYoBaTy daiiu nokymeHTiB OOXML Ta/abo ix BMicT,
IIPOBOJIATH MOIIYK ITPONYIIEHUX (PParMeHTIB (pparMeHTOBaHOro $aily, a TakoxX BU3HayaTH fokymeHTH OOXML,
SKi IOXOMSITh 13 OIHOTO NEpPIIoKepeia. Pe3ysibTaT HayKOBUX NOCIIIKEHDb Y BUTJISATi METOIB i IPOrpaMHOro
3abe3nedyeHHs 115l po6oTtu 3 (paiisamu eeKTPOHHUX JOKYMEHTIB Ta iHpopmaliis moo KapBiHry ¢aitnis
BIIPOBA/’KEHi Ta BUKOPUCTOBYIOTbCS B [IiSJIBHOCTI Ta IIifi Yac HaBYaHHS eKkcreprTiB ExcriepTHOi ciy>x6u MBC. Okpim
toro, Haykoso pagorw ExkcnieptHoi ciyx6u MBC cxBasieHO Ta pEKOMEHA0BAHO [J1s1 BIPOBAIIKEHHS B CyJJOBO-
eKCIIEPTHY JisJIbHICTh METOAMYHI peKoMeHaauii «KpuminanicTnyHe JocaimpKyBaHHs fokyMeHTiB Microsoft Office i
iXHIX MeTaJaHUX», Ie BAKOPUCTAaHO HAyKOBi pe3ysbTaTy 3a3HaY€HOr0 AUCEPTALiITHOIO NOCTiI)KeHHS 10710 poOOTH

3 aitnamu OOXML (mpoTokos Bix 30.11.2023 N2 82 3acigaHHs HaykoBoi pagu ExcriepTHoi ciy>x6u MBC).

2. The dissertation is devoted to solving the problem of recovering highly fragmented data on users' workstations
in the lack of file system metadata by developing and improving models and methods for information technology
for carving files of electronic documents with a high level of fragmentation. The use of the proposed information
technology makes it possible to increase the efficiency of carving the above data after attempts of destroying
digital traces or cyberattacks. The analysis of scientific sources shows that data recovery is a technically complex
task that depends on the file system, the character and manner of the user's actions when deleting data, the time
that has passed since the events, etc. The most difficult cases occur when recovering files without file system
metadata. Carving non-fragmented or two-fragmented files is generally not a problem in digital forensics. Instead,
carving files with a high level of fragmentation is one of the most difficult tasks. At the same time, the investigation
of criminal proceedings is of great interest to electronic documents stored on the workstations of the persons
involved in the cases. Therefore, the development of information technology for carving files of electronic
documents with a high level of fragmentation is one of the directions focused on in this thesis. The object of
research is the process of recovering highly fragmented files of electronic documents in the lack of file system



metadata associated with data blocks. The subject of the study is advanced models and methods of information
technology for carving files of electronic documents with a high level of fragmentation. The goal of the study is to
increase the efficiency of carving highly fragmented files of electronic documents. The scientific novelty of the
results is as follows: - for the first time, models for file fragment identification based on multilayer convolutional
neural networks have been developed, incorporating an additional classifier head with feature space regularization
and reconstruction of hyperspherical class containers, which significantly improved classification accuracy for
binary data blocks and detection of non-target file types; - the classification model for binary data blocks was
improved through the introduction of adapters that adjust based on marginal entropy estimated at the neural
network output during inference, which enabled enhanced accuracy on data block samples that are
underrepresented in the training dataset; - methods for reconstructing OOXML files have been further advanced
by introducing syntactical analysis techniques for examining the internal structure and content of files, enabling
efficient identification of separate fragments of OOXML files in unallocated space and restoring the original file
structure. The result of this dissertation research is also developed within the proposed information technology
for carving files of electronic documents with a high level of fragmentation: - an ontological scheme of file carving
for the systematization of various aspects and approaches to solving file carving tasks; - generalized and detailed
functional models of the process of carving highly fragmented files of electronic documents; - a detailed functional
model of the process of optimizing the parameters of the model for identifying binary data blocks. A software
implementation of the above information technology was created as part of the dissertation research. The
functionality of the developed software product includes the ability to classify binary data blocks by type,
reconstruct OOXML document files and /or their contents, search for missing fragments of a fragmented file, and
identify OOXML documents that originate from the same source. The results of scientific research in the form of
methods and software for working with files of electronic documents and information on file carving are
implemented and used in the work and training of experts of the Expert Service of the Ministry of Internal Affairs
of Ukraine. In addition, the Scientific Board of the Expert Service of the Ministry of Internal Affairs of Ukraine
approved and recommended for implementation in forensic activities the methodological recommendations
"Forensic examination of Microsoft Office documents and their metadata," which uses the scientific results of the
dissertation research on working with OOXML files (minutes No. 82 of the meeting of the Scientific Board of the
Expert Service of the Ministry of Internal Affairs dated 30.11.2023).
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