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Pedepar:

1. B pucepTauiiiHiil poboTi po3B’s13aHO HAYKOBO-TIPAKTUYHE 3aBJAHHS MiIBULIEHHS €(PEeKTUBHOCTI (DYHKLIOHYBaHHS
XMapHUX CUCTEM IIpH ix iHTerpauii y cy4acHi indpopmaniiiHoO-KOMyHIKalliliHi cepBiCHO-OPi€HTOBaHi Mepexi MISIXOM
PO3pOOJIEHHS] METOMY KjlacTepU3allii CEpBEPHUX BY3J1iB, YIOCKOHAJIEHHS] MOiesiel OLiHKY e(eKTUBHOCTI
(YHKILIOHYBaHHS XMapHUX CUCTEM B YMOBaxX 00CJIYTOBYBaHHS IPYNOBUX IIOTOKIB 3alIUTiB Ta PO3BUTKY CUCTEM
iHTeJIeKTyalIbHOTO BUSIBJIEHHS MEPEXeBUX aTak. Y nepumomy po3aisni «Iligxoau Ta ocobauBocTi inTerpaii cloud
apxiTeKTyp B iHpOpMaLiiHO-KOMYHIKaLiliHi MepeXXi» pOo3IJISIHYTO OCHOBHI IPUHIUIY I00YA0BY, MiIX0OHU Ta
0CcO6IMBOCT] iHTerpauii XxMapHUX cucTeM i iHpopMaLifTHOKOMYHIKallifiHi Mepe>Xi IpoBaiifiepiB TeJIEKOMYHIKalil.

[IpoBeneHo aHai3 OCHOBHUX BUMOT LIOZO SIKOCTI HAaHHS MTOCJIYT B CEPBICHO-OPi€HTOBAHMX TE€JIEKOMYHIKaLITHUX



Mepeskax. BctaHoBeHO, 1110 IOIIPpH YCi IepeBary, gKi NianpueMcTsa i IpoBainfepy OTPUMYIOTh IIPU iHTerpatii
XMapHUX CUCTEM, iX e(PEeKTUBHICTb PYHKLIOHYBaHHS MOTiPIIYETHCS 32 PAXYHOK AUHAMIYHOTO XapakTepy XMapHOro
CepeLoBNIIA Ta Pi3HOMAHITHICTIO 3aIUTIB KOPUCTYBAYiB.Y Ipyromy po3nisi «Mogesti Ta METOAM MiABUILEHHS
e(EeKTUBHOCTI (PYHKIiOHYBAaHHS XMAPHUX CUCTEM SIK KOMIIOHEHTIB CEPBiCHO-OPi€HTOBAHUX MEPEXK» YILOCKOHAIEHO
MaTeMaTHU4Hy MOJIeJIb OLiHKM €(EeKTUBHOCTI (PYyHKIIOHYBaHHSI XMAapHUX CUCTEM B YMOBAX I'PYNOBOTO Ha/IXOIPKEHHS
3aNuTIB BiJ KOPUCTYBauiB. Moziesb 6a3yeThbCsl Ha IBOCTYIIEHEBIl TeXHilli arnipokcumaliii Ta 3adesneyye NOBHUMN
IMOBIPDHICHMI PO3MO/iJ Yacy OYiKyBaHHS 3alMTIB, YaCy BiAryKy 100 BUKOHAHHS 3aIUTIB i KiJIbKOCTI 3alUTIB y
cucTeMi. YIO0CKOHaleHa MOJIeJIb BPaXOBY€ MOXUJIABICTb OOCITyTOBYBaHHSI IIPU IPYIIOBOMY HAIXOIKEHHI 3aIWTiB Ta
PO3M0iNeHnI Yac 06CTyrOByBaHHS 3alUTIB, 110 JACTh 3MOTY B MOMEHTH IiKOBUX HaBaHTaXXEHb HE TIOPYIIYBAaTH
[paLe3JaTHICTb MEPEXi 3 BUCOKMM CTYIIEHEM BipTyaslisdallii 32 paXyHOK 3MEHIIEHHS TPUBAJIOCTI OYiKyBaHHS 3allUTiB
B uep3i. Mofiesib 103BOJISIE 3HAXOOUTHU 6ajlaHC MK KiJIbKICTIO BipTyaJIbHUX MAlIVH, 10 3[iMICHIOIOTh 0OCIyTOBYBaHHS
IPYIIOBUX MTOTOKIB 3aIIMTIB Ta KiNbKICTIO 3aIUTIB, [0 BXe 3HaXOIATbCS Ha 00CJIyTOBYBaHHI B cCTEMi. YIOCKOHAIEHO
MeTOoJ, KJlacTepu3allii By3JliB XMapHUX CUCTEM B yMOBaX O0OCJIyTOBYBaHHSI I'PYIIOBUX ITOTOKIB 3aIUTIB, 1110 1O3BOJIATh
NiABUIIMTY €(PEKTUBHICTb (PYHKIIOHYBAaHHS XMAPHUX CUCTEM, B IKUX OJlHOYACHE OOCIIyTOBYBaHHS IPYIIOBUX
IIOTOKIB 3aNUTiB 3a6€e31e4ye BeJIMKa KiJIbKICTb BipTyalbHUMX MaluH. Takuil nigxin 6a3yeTbcst Ha TpyNyBaHHI B
KJIACTEP ITyJly BipTyaJbHUX MAIIWH, 5IKi 6YyTb BUKOPUCTOBYBATHUCS T1iJl 0OCIyTOBYBAaHHS 4iTKO BU3HAYEHOTO
IPYIIOBOTO MOTOKY i3 BpaXyBaHHSM reorpadiuyHoi 6J113bKOCTi By3J1iB MiXK CO6010 Ta MOHITOPUHTY JOCTYIIHUX
[IpOrpaMHO-alapaTHUX Ta TeJIEKOMYyHIKaLiliHUX PeCypCiB, 0 AACTb 3MOTY IiABULWTY XATTEBUN LUKI (Pi3UIHUX
MAIIVH 32 PaxyHOK 30iJIbLIIEHHS PiBHS 3aJIMIIKOBOI eHeprii. Po3po6yieHo anropuTm Kiactepusallii i BU6opy
TOJIOBHOTO BY3J1a KJIaCTE€Pa, OCOBIMBICTIO SIKOTO € BU3HAYEHHS FOJIOBHOTO By3J1a KJIaCTepa i3 BpaXyBaHHSIM
LIEHTPaJIbHOCTI 110 Jiarpamax BopoHOro, npaBuil HEYITKOI JIOTiKM Ta MOHITOPUHTY [TapaMeTPiB By3JIiB. YXBaJI€HHS
pilIeHHs Ipo BUOIp rOJIOBHOTO BY3JIa 3[ilICHIOETHCSI METOIAMU HEUITKOI JIOTiKM 3a AOIIOMOrOI0 IpaBuia Mamaasi Ta
LEHTPY Bary, a TaKOX i3 BpaxyBaHHSIM JOCTATHIX IPOrpaMHO-allapaTHUX PECYPCiB IS OAABIIOTO
(YHKLiOHYBaHHS By3Ja B IKOCTi LJEHTPOiza Kjactepy. Y TpeTboMy po3aisi «MoesoBaHHs Ta AOCiIyKeHHs
e(eKTUBHOCTI (PYHKIiOHYBaHHS XMAPHUX CUCTEM Y iHPOPMaLiTHO-KOMYHIKalliHAX CEPBICHOOPi€EHTOBAHNX
MepesKax» IPOBELEHO MOIE/IOBAHHS Ta JOCJiIP)KEHHS €(EKTUBHOCTI 3aIIPOIIOHOBAHOr0 AJITOPUTMY KJlaCTepU3allii
Ha OCHOBI KOMIIJIEKCHOT'O KpUTEPito €(PeKTUBHOCTI: TPUBAJIOCT] MOIYKY MapUIPYTiB, CIIOXKMBAHHS €HePTii B Mepexi i
SKUTTEBU LUKJI Mepexxi. 3aBIsiKU peaitizallii po3po6sIeHOro METOy KilacTepu3allii By3jliB XMapHUX CUCTEM BIAJIOCs
IOCSIT'TY 3MEHILIEHHS] TPUBAJIOCTI IOLIYKY MAapLIPyTy MK JOBIJILHOIO IAPOI0 BipTyasli30BaHUX BY3JIiB B MEXKAX
OJHOTrO Kjactepy y 1,3 pasu. 3aBAsiKv BUSHAYEHHIO FOJIOBHOTO By3JIa KJIACTEPA i3 BpaXyBaHHSM LIEHTPAJIBbHOCTI 110
Iiarpamax BopoHOro, npaBuil HEYiTKOI JIOTiKM Ta MOHITOPUHTY [TapaMeTpiB By3JIiB BAANIOCS JOCATTYA 3MEHIIECHHS
TPUBAJIOCTI MOIIYKYy MapLUIPYTy MiX IOBIJIbHOIO NIAPOIO BipTyasli30BaHUX BY3JliB, sIKi 0OCIyTOBYIOTb OJMH i TOH Xe
TPyIOBUIi OTIK y 2,5 pa3u. JloBe[ieHO, [0 PO3pO6JIeHNIl aNropyuTM y nopiBHsAHHI i3 CHS-FL-VD 3menye
CIIO>)XKMBaHHS eHeprii Ha 45% i IPOLIOBXY€E >KUTTEBUM LIUKJI MepeXi Ha 8% B MOPIBHSHHI 3 BiTOMUMU aJITOPUTMaMU.
JaHui1 MeToJ, 103BOJIS€ MigTPUMYBATH SIKICTb HaJJaHHS MTOCIIYT KOPUCTyBayaM, 0COOJIMBO B yMOBax IPyIIOBOrO
Ha/IXOKEHHS 3alUTiB. Y YeTBEPTOMY PO31isi «Peasnisalisi MepekeBOro 3axuCTy XMapHUX Be6 CEPBICiB y
IIPOrpaMHO-KOHQIrypoBaHUX CEPBICHO-OPiEHTOBAHNX Mepeskax» po3p0obJeHO iHTEerpoBaHy apXiTeKTypy CUCTEMU
iHTesekTyasbHOro BusBaeHHs DDoS atak y indpopMaliliHo-KOMYHIiKalilHUX Mepexxax. OCHOBHOIO OCOOJIMBICTIO
apxiTeKTypu € peasisallisl NiiCMCTEeMU aHali3y JIOT (ailjliB, IKa € €JIEMEHTOM IHTETpOBaHOI CUCTEMU YIIPaBJIiHHS,
110 aHAaJIi3ye MOTEeHLi}Hi Mpobsemu i 3amyckae 3arno6ixHi MexaHizmMu, 60 MOKe MOBiLOMIISTA CUCTEMHUX

agMiHicTpaTOpiB PO NOPYIIEHHSI 6e3I1eKN MepeKi.

2. The dissertation solves the scientific and practical problem of increasing the efficiency of cloud systems when
they are integrated into modern information and communication service-oriented networks by developing a
method for clustering server nodes, improving models for assessing the efficiency of cloud systems in terms of
servicing group request flows and developing systems for intelligent detection of network attacks. The first
chapter, “Approaches and features of integration of cloud architectures into information and communication
networks,” considers the basic principles of construction, approaches and features of integration of cloud systems

and information and communication networks of telecommunications providers. The main requirements for the



quality of service provision in service-oriented telecommunication networks are analyzed. It is established that
despite all the advantages that enterprises and providers receive when integrating cloud systems, their efficiency
is deteriorating due to the dynamic nature of the cloud environment and the variety of user requests.In the second
section “Models and methods for improving the efficiency of cloud systems as components of service-oriented
networks”, a mathematical model for assessing the efficiency of cloud systems in the conditions of group requests
from users is improved. The model is based on a two-stage approximation technique and provides a complete
probabilistic distribution of request waiting time, response time for request fulfillment, and the number of
requests in the system. The improved model takes into account the possibility of servicing requests in groups and
distributed request service time, which will allow not to disrupt the performance of a network with a high degree
of virtualization at peak times by reducing the time requests are waiting in the queue. The model allows you to find
a balance between the number of virtual machines that service group request flows and the number of requests
already being served in the system. The method of clustering cloud system nodes in terms of servicing group
request flows has been improved, which will increase the efficiency of cloud systems in which a large number of
virtual machines simultaneously serve group request flows. This approach is based on grouping into a cluster a
pool of virtual machines that will be used to service a clearly defined group flow, taking into account the
geographical proximity of nodes to each other and monitoring the available software, hardware, and
telecommunications resources, which will increase the life cycle of physical machines by increasing the level of
residual energy. An algorithm for clustering and selecting the cluster head is developed, the feature of which is the
determination of the cluster head taking into account the centrality of Voronoi diagrams, fuzzy logic rules, and
monitoring of node parameters. The decision on the choice of the main node is made using fuzzy logic methods
using the Mamdani rule and the center of gravity, as well as taking into account sufficient software and hardware
resources for the further functioning of the node as the cluster centroid. In the third chapter, “Modeling and
studying the efficiency of cloud systems in information and communication service-oriented networks,” we model
and study the efficiency of the proposed clustering algorithm based on a comprehensive efficiency criterion: route
search duration, network energy consumption, and network life cycle. Thanks to the implementation of the
developed method of clustering cloud system nodes, it was possible to reduce the duration of route search
between an arbitrary pair of virtualized nodes within one cluster by 1.3 times. Due to the determination of the main
node of the cluster, taking into account the centrality of Voronoi diagrams, fuzzy logic rules and monitoring of
node parameters, it was possible to reduce the duration of the route search between any pair of virtualized nodes
serving the same group stream by 2.5 times. It is proved that the developed algorithm reduces energy
consumption by 45% and extends the network life cycle by 8% compared to the known algorithms. This method
allows to maintain the quality of service to users, especially in the conditions of group requests. In the fourth
chapter, “Implementation of network protection of cloud web services in software-configurable service-oriented
networks,” an integrated architecture of a system for intelligent detection of DDoS attacks in information and
communication networks is developed. The main feature of the architecture is the implementation of a log file
analysis subsystem, which is an element of an integrated management system that analyzes potential problems
and triggers preventive mechanisms, or can notify system administrators of network security breaches.
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