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2. Improving the efficiency of cloud systems for information and communication service-oriented networks

Pedepar:

1. B pucepTauiiiHiil poboTi po3B’s13aHO HAYKOBO-IIPAKTUYHE 3aBAaHHSI MiJIBUIIEHHS €PEeKTUBHOCTI (PYHKIiOHYBaHHS
XMapHUX CUCTEM IpH iX iHTerpauii y cydacHi iHpopMaliiHO-KOMYHIKalliliHi CEpBiCHO-OPi€HTOBaHi MePeXi LIJISIXOM
PO3pOOJIEHHSI METOY KjlacTepu3allii CEpBEPHUX BY3JIiB, YIOCKOHAJTIEHHS MOZiesiel OLiHKY e(eKTUBHOCTI
(YHKIIOHYBaHHSI XMapPHUX CUCTEM B YMOBax 0OCIyTOBYBaHHS IPYIIOBUX ITOTOKIB 3aIUTIiB Ta PO3BUTKY CUCTEM
iHTeJIeKTyaIbHOTO BUSIBJIEHHSI MEPEXEBUX aTak. Y nepumomy posnini «Ilinxonu Ta ocobauBocTi iHTerpauii cloud
apxiTeKTyp B iHpOPMaLiTHO-KOMYHIKaLiliHi MEPEXi» PO3IVISIHYTO OCHOBHI IPUHLIUIY NIOOYA0BY, MiIXOOHU Ta
0Cco6IMBOCT] iHTerpauii xMapHuX cucteMm i iHpopMaLiffHOKOMYHIKALiHI Mepesi IpoBaiifiepiB TeJIeKOMYyHIKaIil.
[IpoBeneHo aHai3 OCHOBHUX BUMOT LIOZIO SIKOCTI HAIAHHS MOCJIYT B CEPBICHO-OPi€HTOBAHUX TE€JIEKOMYHIKaLIITHUX
MepesKax. BctaHoBIIeHO, 110 IOIIPH yCi IepeBary, gKi NianpueMcTsa i IpoBaifepy OTPUMYIOTh IIPU iHTerpalii
XMapHUX CUCTEM, iX e(PEeKTUBHICTb (PYHKLIOHYBAaHHS MOTiPIIYETHCS 32 PAXYHOK AMHAMIYHOIO XapaKTepy XMapHOIo

CepeJoBNUIIA Ta Pi3HOMAaHITHICTIO 3aMIUTIB KOPUCTYBAYiB.Y Ipyromy po3nisi «Mogesti Ta METOAY MiIBUILIEHHS



e€(EeKTUBHOCTI (PYHKLiOHYBAaHHS XMAPHUX CUCTEM SIK KOMIIOHEHTIB CEPBiCHO-OPi€HTOBAHUX MEPEX» YILOCKOHAIEHO
MaTeMaTHU4Hy MOJIeJIb OLiHKM €(EKTUBHOCTI (PYHKIIOHYBaHHSI XMAapHUX CUCTEM B YMOBAX 'PYNOBOTO HaIXOIPKEHHS
3aNUTIB BiJ KOPUCTyBadiB. Mozesb 6a3yeThbCsl Ha IBOCTYIIEHEBIN TeXHilli arnipokcumaliii Ta 3abesneyye NOBHUMN
iMOBIpHICHUI PO3MOiJ YaCy OYiKyBaHHS 3alUTIB, YaCy BiAryKy I[OA0 BUKOHAHHS 3aIUTIB i KiJIbKOCTI 3alUTIB y
cucreMi. YI0CKOHaeHa MOZeJIb BPaXOBY€e MOXKJIMBICTb OOCIYyrOBYBaHHSI IIPY IPYIIOBOMY HAJIXO/I’)KE€HHI 3aIMUTiB Ta
PO3MOiNIeHUI Yac 06CTyroByBaHHS 3alUTiB, 110 JACTh 3MOTY B MOMEHTH I1iKOBUX HaBaHTa>XEHb HE TIOPYIIYBaTH
[paLe3JaTHICTb MEPEXi 3 BUCOKMM CTYIIEHEM BipTyaslidalii 3a paXyHOK 3MEHIIEHHS TPUBAJIOCTI O4iKyBaHHS 3aIlUTiB
B uep3i. Mogiesb 103BOJISIE 3HAXOOUTH 6aslaHC MK KiJIbKICTIO BipTyaJIbHUX MALIVH, 1O 3[iiICHIOIOTh 0OCIyTOBYBaHHS
IPYIIOBUX MOTOKIB 3alIMTIB Ta KiNIbKICTIO 3aIIUTIB, 10 BXKe 3HaXOIAThCS Ha 00CJIyTOBYBaHHI B cuCTeMi. YOCKOHAIEHO
METOJ, KJacTepu3aallii By3JliB XMapHUX CUCTEM B yMOBaX 00CJIyTOBYBaHHSI IPYIIOBUX I1OTOKIB 3aIUTIB, 1110 1O3BOJIATh
HiABUILMTY €(PEKTUBHICTb (PYHKLIOHYBAaHHS XMAPHUX CUCTEM, B IKMX OJJHOYACHE OOCIIYTOBYBaHHS IPYIIOBUX
IIOTOKIB 3aNUTiB 3a6€31e4ye BeJIMKa KiJIbKICTb BipTyalbHUMX MaluH. Takuil nigxizn 6asyeTbcst Ha rpyNyBaHHi B
KJIACTEP ITyJy BipTyaJbHUX MAIIMH, 5IKi 6YyTb BUKOPUCTOBYBATHUCS T1iJl 06CIyTOBYBaHHS 4iTKO BU3HAYEHOTO
IPYIIOBOTrO MOTOKY i3 BpaxyBaHHSIM reorpadivyHoi 6J1M3bKOCTi By3JIiB MiXK COO0I0 Ta MOHITOPUHTY JOCTYITHUX
[IPOrpaMHO-alapaTHUX Ta TeJIEKOMYHIKaLilTHUX PECYPCIB, 0 AACTb 3MOTY MiABULIUTY XATTEBUN LMKII (Pi3UIHUX
MallKH 32 PaxyHOK 30iJIbII€HHSI PiBHS 3aJIMIIKOBOI eHeprii. Po3po6yieHo anroputm Kiaacrepusaliii i Bubopy
rOJIOBHOTO BY3J1a KJIaCTE€Pa, 0COOIMBICTIO SIKOTO € BU3HAYEHHS FOJIOBHOTO By3J1a KJIaCTepPa i3 BpaXyBaHHSIM
LIEHTPAJIbHOCTI 10 Jiarpamax BopoHOro, npaBuil HEYITKOI JIOTIKM Ta MOHITOPUHTY [TapaMeTpiB By3JIiB. YXBaJI€HHS
pileHHs npo BUGip roJI0BHOTO By3Jla 3/iICHIOETbCSI METOIAMU HEUITKO] JIOTIiKM 3a JOOMOTOI0 IpaBusa MamjaHi ta
LIEHTPY Bary, a TaKOX i3 BpaxyBaHHSM JOCTATHIX IPOrpaMHO-aNlapaTHUX PECYPCiB IS TOAAJbLIOTO
(YHKLiOHYBaHHS By3Ja B IKOCTi LIEHTPOiza Kjactepy. Y TpPETbOMY po3aisi « MoJenoBaHHs Ta AOCiIyKEHHS
e€(EeKTUBHOCTI (PYHKLiOHYBAaHHS XMAPHUX CUCTEM Y iH(POPMaLillTHO-KOMYHIKaLiHAX CEPBICHOOPiI€EHTOBAHNX
MepeXkax» IPOBeIeHO MOJeJIIOBAHHSI Ta AOCIIpKeHHs e(peKTUBHOCTI 3alIpOIIOHOBAHOTO aJITOPUTMY KJlacTepu3aliii
Ha OCHOBI KOMIIJIEKCHOT'O KPUTEPil0 €(PeKTUBHOCTI: TPMBAJIOCT] MOIYKY MapUIPYTiB, CIIOXKMBAHHS €HEPTii B Mepexi i
SKUTTEBU LUKJI MepexXi. 3aBIsiKu peatizallii po3po0eHOro METOLy KilacTepu3allii By3jliB XMapHUX CUCTEM BIAJIOCS
IOCATTY 3MEHILIEHHS TPUBAJIOCTI NOIIYKY MapUIPYTy MiX JOBiJIbHOIO IIApOI0 BipTyasi30BaHUX BY3JIiB B MEXKax
OZHOTrO Kjactepy y 1,3 pas3u. 3aBsiKY BU3HAYEHHIO FOJIOBHOTO By3JIa KJIaCTEPa i3 BpaxXyBaHHSM LIEHTPAJIbHOCTI 110
Iiarpamax BopoHOro, npaBui HEYIiTKOI JIOTIKM Ta MOHITOPUHTY [IapaMeTPiB By3JIiB BAAIOCA JOCATTY 3MEHIIEHHS
TPUBAJIOCTI MOIIYKY MapUIPYTy MiX IOBIJIbHOIO NIAPOIO BipTyasli30BaHUX BY3JIiB, sIKi OOCIyTOBYIOTb OJMH i TOH Xe
IPyIIOBUii MOTIK y 2,5 pa3u. [JoBeneHo, 0 po3pobyieHnit anroputm y nopisasHHi i3 CHS-FL-VD 3meHnniye
CIIO)KMBaHHS eHeprii Ha 45% i IPOJIOBXXYE KUTTEBUM LIMKJI MepeXi Ha 8% B IOPIBHSHHI 3 BiTOMUMU aJITOPUTMaMU.
JaHuii MeToJ, 103BOJIS€ MigTPUMYBATH SIKICTb HaJJaHHS MTOCIIYT KOPUCTyBayaM, 0COOJIMBO B yMOBaX IPYyIIOBOTO
Ha/IXOPKEHHS 3alUTiB. Y YeTBEPTOMY PO31isi «Peanisalisi MepeKeBOro 3axuCTy XMapHUX BeO CEPBICiB y
IIPOrpaMHO-KOHQIrypoBaHUX CEPBICHO-OPiEHTOBAHMX Mepeskax» po3pobJieHO iHTerpoBaHy apXiTeKTypy CUCTEMU
iHTeseKkTyanbHOro BusBaeHHs DDoS atak y indpopMaliliHo-KOMYHIiKalilHUX Mepexkax. OCHOBHOIO OCOOJIMBICTIO
apxiTeKTypu € peasisallis MiCUCTeMU aHai3y Jior ¢ailiiB, sIKa € eJIEMEHTOM iHTErpOBaHOI CUCTEMU YIIPaBJIiHHS,
110 aHAaJIi3ye MOTEeHLi}HI MpobseMu i 3amyckae 3arno6ixHi MexaHizmMu, ab0 MOKe MOBiLOMIISTA CUCTEMHUX

agMiHiCTpaTOpiB PO NOPYIIEHHS 6e3I1eKN MepPeKi.

2. The dissertation solves the scientific and practical problem of increasing the efficiency of cloud systems when
they are integrated into modern information and communication service-oriented networks by developing a
method for clustering server nodes, improving models for assessing the efficiency of cloud systems in terms of
servicing group request flows and developing systems for intelligent detection of network attacks. The first
chapter, “Approaches and features of integration of cloud architectures into information and communication
networks,” considers the basic principles of construction, approaches and features of integration of cloud systems
and information and communication networks of telecommunications providers. The main requirements for the
quality of service provision in service-oriented telecommunication networks are analyzed. It is established that
despite all the advantages that enterprises and providers receive when integrating cloud systems, their efficiency
is deteriorating due to the dynamic nature of the cloud environment and the variety of user requests.In the second



section “Models and methods for improving the efficiency of cloud systems as components of service-oriented
networks”, a mathematical model for assessing the efficiency of cloud systems in the conditions of group requests
from users is improved. The model is based on a two-stage approximation technique and provides a complete
probabilistic distribution of request waiting time, response time for request fulfillment, and the number of
requests in the system. The improved model takes into account the possibility of servicing requests in groups and
distributed request service time, which will allow not to disrupt the performance of a network with a high degree
of virtualization at peak times by reducing the time requests are waiting in the queue. The model allows you to find
a balance between the number of virtual machines that service group request flows and the number of requests
already being served in the system. The method of clustering cloud system nodes in terms of servicing group
request flows has been improved, which will increase the efficiency of cloud systems in which a large number of
virtual machines simultaneously serve group request flows. This approach is based on grouping into a cluster a
pool of virtual machines that will be used to service a clearly defined group flow, taking into account the
geographical proximity of nodes to each other and monitoring the available software, hardware, and
telecommunications resources, which will increase the life cycle of physical machines by increasing the level of
residual energy. An algorithm for clustering and selecting the cluster head is developed, the feature of which is the
determination of the cluster head taking into account the centrality of Voronoi diagrams, fuzzy logic rules, and
monitoring of node parameters. The decision on the choice of the main node is made using fuzzy logic methods
using the Mamdani rule and the center of gravity, as well as taking into account sufficient software and hardware
resources for the further functioning of the node as the cluster centroid. In the third chapter, “Modeling and
studying the efficiency of cloud systems in information and communication service-oriented networks,” we model
and study the efficiency of the proposed clustering algorithm based on a comprehensive efficiency criterion: route
search duration, network energy consumption, and network life cycle. Thanks to the implementation of the
developed method of clustering cloud system nodes, it was possible to reduce the duration of route search
between an arbitrary pair of virtualized nodes within one cluster by 1.3 times. Due to the determination of the main
node of the cluster, taking into account the centrality of Voronoi diagrams, fuzzy logic rules and monitoring of
node parameters, it was possible to reduce the duration of the route search between any pair of virtualized nodes
serving the same group stream by 2.5 times. It is proved that the developed algorithm reduces energy
consumption by 45% and extends the network life cycle by 8% compared to the known algorithms. This method
allows to maintain the quality of service to users, especially in the conditions of group requests. In the fourth
chapter, “Implementation of network protection of cloud web services in software-configurable service-oriented
networks,” an integrated architecture of a system for intelligent detection of DDoS attacks in information and
communication networks is developed. The main feature of the architecture is the implementation of a log file
analysis subsystem, which is an element of an integrated management system that analyzes potential problems
and triggers preventive mechanisms, or can notify system administrators of network security breaches.
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