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V. BizomocTi npo gucepraniio
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1. Creranorpa@iuHi MeTOM IPHUXOBYBAHHS JAHUX Y BEKTOPHI 300pa’keHHs], CTilKi 10 aKTUBHUX aTaK Ha OCHOBI

aiHHUX IEPETBOPEHD

2. Steganographic methods of hiding data in vector images that are resisted to active attacks based on affine
transformations

Pedepar:

1. Y puceprauiiiHiil pob0Ti PO3B’s13aHO aKTyaJIbHE HAayKOBE 3aBJAHHS 1I0J0 PO3POOKU HOBUX CTEraHOrpadiyHux
METO/IiB IPUXOBYBaHHS iHpopMallii y BEKTOPHI 300pa>keHHs 1151 MiIBULLEHHS CTIMKOCTi 0 aKTUBHUX aTaK Ha
OCHOBI apiHHMX NIepeTBOpeHb. Bu3HaueHo MHOKEeHY NTapaMeTpiB IPUXOBYBAaHHS JAHUX Yy BEKTOPHI 300pakeHHS, sSKi
dopmMaizyloTb BUMOTU 10 BUOOPY KOHTEHEpPA Ta BIIJIMBAIOTh Ha NIPOLieC BOYAOBYBaHHS /BUIyYeHHS iHpopmallii.
Po3po6seHo meTon Mo6iTOBOro MPUXOBYBAaHHS iHPOpMalii y TOYKOBO-3aaHi KpUBi BEKTOPHUX 300pPKEHb, SIKUM, 3a
PaxXyHOK pO30UTTSI KPUBUX HA CYKYITHOCTi CETMEHTIB 3 (PikCOBaHMM KPOKOM 3MiHU ITapaMeTpa NoOyA0BY KPUBHUX,
I03BOJIsI€ BOYIOBYBAaTU OMH 6iT CEKPETHOTO [10BiJOMJIEHHS 32 OAMH I10JiJ1 KpUBOI, 3a6€3Me4yI0ur IIPU LIbOMY
CTiliKiCTb 10 aiHHUX [1epETBOPEHb. TaKOX, PO3POOIEHO METO/I, IIAGJIOHHOTO IPUXOBYBaHHS iHpopMallii y
TOYKOBO-33/1aHi KPMBi BEKTOPHUX 300paXkeHb, KU, 32 paXyHOK TabJnlLli CIiBBiAHOIEHs 3HAYEHb €JIEMEHTIB

mabJIoHy Pi3HUM KpOKaM 3MiHM IapaMmeTpa 1100y10BY KPUBUX, JO3BOJISIE BOYJOBYBATH 32 OJUH I10LiJ1 KPHBOI iU



6JI0K JaHUX, IIPU LIbOMY 3a6€31e4uyIoun CTilKiCTb 10 adpiHHUX NepeTBOpeHb. Ha 0CHOBI 3alIpONOHOBAHUX METO/IB
po3pobiieHo HOBi cteraHorpadivHi anroputmu StegoBIT i StegoTEMPL, s1ki 103BOJISIIOTE IPUXOBYBATH iHPOpMaIiio
y KpuBi bes’e TpeThoro CTyneHs Ta MilBULIUTY CTiMKICTb 00 adpiHHMX NlepeTBopeHb. Ha OCHOBI JaHUX alrOPUTMIB
PO3p06JI€HO IPOrpaMHe 3a0e3Me4YeHH s, 0 MOXKe OyTU BUKOPUCTAHE [1JIs MiBUIIEHHS €(DEKTUBHOCTI

creraHorpagiyHoro 3axucTty indopmarii.

2. Dissertation is devoted to solve the actual scientific task of developing new steganographic methods for hiding
information in vector images to increase resistance to active attacks, based on affine transformations. It was
defined the set of parameters of hiding data in vectors images, which formalize requirements for choosing
container and influence for the process of embedding /extracting of information. It is developed the method of
bitwise information hiding in point-set curves vector images, which, by breaking curves into the aggregate
segments with fixed step of change the parameter of curves construction, allows to embed one bit of the secret
message per one division of the curve, while providing resistance to affine transformations. Also, it is developed
the method of template information hiding in a point-set curves of vector images, which, due to the correlation
table of values of template element with different steps of the curve construction parameter, allows embedding a
block of data for a single division of the curve, thus providing resistance to affine transformations. The new
steganographic algorithms StegoBIT and StegoTEMPL, which allow hiding information in Bezier curves of the third
degree, while providing resistance to affine transformations, are developed on the basis of the proposed methods.
The software that can be used to improve the stenographic information security is developed on the basis of the
proposed algorithms.
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