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1. KpuminanbHO-1IpaBOBa 0XOpOHa iHpopmaliii y chepi rocriogapcrekoi gisiipHOCTI

2. Criminal law protection of information in the field of economic activity

Pedepar:

1. KpumiHanbHe 3aKOHOABCTBO MiCTUTh HU3KY HOPM, 110 3a6€31e4yI0Th 3aXUCT iHpopMalLiliHuX BigHOCUH. Ciloau
MO>KHA BiffHeCTH 1 okpemuii Posnin XVI Ocobausoi yactunu KK Ykpainy, it Hopmy, IKUMU NlependoadyeHo
KpUMiHa/IbHY BifIIOBifasbHICTh 32 HE3aKOHHI fii 3 iHpopmanieo 3 00MeXXeHNUM LOCTYIIOM, I HOPMU, SIKUMU
BM3HAYalOThCSI KPUMiHAJIbHI TPAaBONIOPYLIEHHS, IPEAMETOM SIKUX € Pi3HOTO poxy iHpopmalist. OKkpemy yBary
[IPUBEPTAIOTh I0JIOKEHHSI KPUMIHAJIBHOTO 3aKOHOAABCTBA, SKMMU 3a0€3I1€4yeThCsl OXOPOHA iHpopMallii, 110
BUKOPUCTOBYETBLCS B FOCIIOAAPCHKIl [iIbHOCTI, OCKIJIBKY iX TIyMad€HHs, a OT)KE 1 MTPAKTUKA 3aCTOCYBaHHA HE €
yCTaJIeHO10, TOTpebye 3BEPHEHHS [0 [10JI0’KeHb PEryJISITUBHOTO 3aKOHOAABCTBA, SIKE€, CBOEIO 4EProlo, € BeJIM4YEe3HUM
3a 00CSIroM, CyllepewInBUM i BKpail HecTabisbHUM. 3a OCTaHHI poKu BHeCeHi uncieHHi 3Minu 1o KK Ykpainu:

3'IBUJINCS SIK HOBI CKJIaiY KpUMiHA/NIBHUX IIPABONOPYLIEHb, SIKi BKa3yloTh Ha iH(opMallilo, SIK IpeMeT BiiTIOBiAHOTO



IIOCSITAHHS, TaK 11 HabyJiu HOBOI pefakiii Bke HasiBHI KpMMiHaIbHO-IPABOBi HOpMU. TOMy aKTyaJlbHUMU i
BaXXJIMBUMU € IIMTaHHS KOMILJIEKCHOI XapaKTepUCTUKY KPUMiHAJIbHO-TIPaBOBOi OXOpOHM iHpopmaliii y chepi
roCIIOfapChKOi Jisi/IbHOCTI, 10 CIIPUSITUME CUCTEMHOMY TJIyMau€HHIO KpUMiHAIbHOIO 3aKOHY, 3a0e3levyBaTume
€IJHICTb T IPaBUJIbHICTb IPAKTUKMU MOTO 3aCTOCYBaHHS, a TAKOX BIIOCKOHAJIEHHIO 3aKOHOJIABCTBA YKpaiHU PO
KpUMiHa/bHY BifnoBiganpHiCTh. [IpoaHanizoBaHa rpyna KpuMiHaJbHUAX IPABONOPYLIEHb, OB SI3aHUX 3 06iroM
indopmauii y cdpepi rocrionapchbkoi AisiibHOCTI, BUOKpPEMJIEHUX 32 KPUTEPieM BU3HaYeHHs iHpopmalii B SIKOCTi
[IpeIMEeTY BiJ[TOBiHUX KPMMIHAJIBHUX [IPABOIIOPYLIEHD, 10 SKOI HajleXKaTh: HE3aKOHHI [Iii 3 JOKYMEHTaMM Ha
nepekas, IVIAaTDKHUMU KapTKaMU Ta iHIMMU 3aC00aMU JTOCTYITy 4O OaHKIBCbKUAX PaxyHKIB, €JIEKTPOHHNMU
rpomuma, obyaiHaHHIM /18 iX BurotossieHHs (cT. 200 KK Vkpainn); nigpo6sieHHs JOKYMEHTIB, SIKi [10JaI0ThCs AJIS
IIPOBEJEHHS Jiep>KaBHOI peecTpallii opuanyHoi ocobu Ta ¢iznyHux ocib - nignpuemis (cT. 2051 KK Ykpainn);
YMUCHE MTOPYIIEHHS BUMOT 3aKOHOZABCTBA PO 3a1100iraHHs Ta NpOTUAilo Jeraisauii (BiiMUBaHHIO) NOXOLIB,
oJlep>KaHUX 3JI04MHHUAM IUISIXOM, (PiHAaHCYBaHHIO TepOpU3My Ta (piHaHCYBAaHHIO PO3IOBCIOKEHHS 30p0oi MacoBOro
3HueHHs (cT. 2091 KK Ykpainu); nopyieHHs NOpsIKY BeieHHs 6a3u JaHUX PO BKIAAHUKIB ab0 [OPSIKY
dopmyBaHH 3BiTHOCTI (cT. 2201 KK Vkpainu); ¢panbcudikauis ¢piHaHCOBUX JOKYMEHTIB Ta 3BITHOCTI (piHaHCOBOI
Oprasisallii, MpUxXOBYBaHHS HENJIATOCIIPOMOXXHOCTI (PiHaHCOBOI YCTAaHOBU ab0 MiJICTaB [1J1S BiIKJIMKaHHS
(anymoBanHs) ninensii pinaHcoBoi yctanosu (cT. 2202 KK Ykpainm); maxpaiicTo 3 piHaHCOBUMHU pecypcamu (CT.
222 KK YkpaiHnn); nifipo6sieHHs OKYMEHTIB, SIKi [I0JIal0ThCS [71s1 peecTpaliii BUNycKy LiHHuX nanepis (cT. 2231 KK
YKpainn); He3aKOHHE 30MPaHHSI 3 METOI0 BUKOPUCTAHHS 200 BUKOPUCTAHHS BiJOMOCTEH, 110 CTAHOBJISITh
KOMePpLiliHy a60 6aHKiBCbKY TaeMHHULO (cT. 231 KK Ykpainu); po3royiomeHHs: KOMEPLiiHOI, 6aHKiBCbKOi TaeMHUI
a6o npodeciiiHoi TaeMHULIi HAa pUHKaX KalliTaly Ta OpraHi3oBaHUX TOBapHUX pUHKax (cT. 232 KK Ykpainn);
HE3aKOHHE BUKOPUCTaHHsI iHcaiaepchKoi iHpopmalii (cT. 2321 KK Ykpainu); npuxoByBaHHS iHpopMallii 1po
IisiypHiCTb emiTeHTa (CcT. 2322 KK YKpainn); He3aKOHHe BUKOPMCTaHHS iHcainepchkoi iHpopMallii om0 ONTOBUX
€HepreTUYHUX NPonyKTiB (cT. 2323 KK Ykpainu). 3anpornoHoBaHo NoAinaTy iHpopMaliilo B KpUMiHAIbHUX
IIPaBONOPYLIEHHSX y cepi rocrofapchKoi AisyIbHOCTI Ha Taky, 110: 1) 10#aeThCsl UM iHIIMM YHMHOM
BHMKOPHCTOBYETbLCSI 11711 BAMHEHHS Pi3HOTO POy Ailf; 2) CTAHOBUTD [I€BHY TAEMHUII0. 3alIPONIOHOBAHO BHECTU 3MiHU
1o KK Ykpainu B yaCcTHHI 3aCTOCYBaHHS 3aX0/1iB KDUMIiHAJIbHO-TIPABOBOr'O XapaKTepPy 3a BYMHEHHS KPUMIHAILHUX
[IpaBONOPYLIEHb, [TOB'sI3aHUX 3 06irom iHpopmaliii y cdepi rocriogapcpkoi JisiIbHOCTI, a came 1010 3aCTOCYBaHHS
nokKapasb y Buji rpady Ta 1o36apyeHHs IpaBa 06iiMaTy NeBHi ocaay abo 3aliMaTUCs [IEBHOIO IisI/IbHICTIO,
3aCTOCYBaHHS crelianbHOI KOH(iCKalil Ta 3aX0/1iB KPUMiHAJIbHO-IIPABOBOT'O XapaKTepy 010 IPUANYHUX OCib. 3
ypaxyBaHHSM MDKHapOZHOTO AOCBiAY, HAlliOHAJIbHOTO PETYJISITUBHOTO 3aKOHOIABCTBA Ta BiTYM3HSIHOI CYJ0BOI
IIPaKTHKY, 3 METOI0 yHidiKallii [10710’)keHb KpUMiHAJIBHOI'O 3aKOHOJJABCTBA Ta 3MEHIIEHHS KiJIbKOCTi CIleljialbHUX
HOPM, 3alIpOIIOHOBAHO BUKJIIOYNTH 3 TeKcTy KK VkpaiHu KpuMiHanibHO-TIpaBOBi HOpMY, Nepen6adeHi cT.cT. 2051, 4.
1cr. 2091, 2201, 2202, 2323. YI0CKOHAIEHO MTOJIOKEHHS NP0 Te, [0 BULOBUMU 00’€KTaMU KPUMiHAJIbHUX
[IpaBONOPYLIEHb, [TOB'sI3aHUX 3 06irom iHpopmaliii y cdepi rocriofgapchkoi IisiibHOCTI, MOKYTh OyTU cUCTeMa
IpOIIOBOro 06iry, GOHLOBOIO PUHKY Ta 00iry OKpeMUX AOKyMeHTIB (cT.cT. 200, 2231, 2321, 2322, 2323 KK YkpaiHn);
MOPSIOK 3alHSATTSI TOCIIOAAPCHKOIO HistnbHICTIO (cT.cT. 2051, 2091 KK Ykpainu); cdpepa kpegutysanss (ct.cT. 2201,
2202, 222 KK Ykpainn); nopsnoK 3[iliCHeHHs JoOpOoCcoBicHOI KOHKYpeHLii (cT.cT. 231, 232 KK Ykpainu). Po3BunyTi
0COOJIMBOCTi BpaxyBaHHS IIiICTaB Ta NPUHLUUIIIB KpUMiHai3allii IpY BCTAHOBJIEHHI KPMMiHAJIbHO] BiIOBiaIbHOCT
3a CyCIIiJIbBHO HeOe3IeYHi AisHHS, SKi BAMHSIOTLCS y cepi rocoapChKoi AisJIbHOCTI, IO N0JIIra€ B HEOOXiAHOCTI
BU3HA4YEHHS iX CYCIiNIbHOI He6Ee31eYHOCTI 3a pO3MiPOM 3aIOAiSHOI MKOAM Ta YHipikauii NigxoniB 10 o6paxyBaHHs
1jei KoY, @ TAKOK YHUKHEHHS KPUMiHai3aliiHOI HaJMipHOCTI.

2. Criminal law contains a number of provisions that ensure the protection of information relations. This includes a
separate Section XVI of the Special Part of the Criminal Code of Ukraine, and provisions that provide for criminal
liability for illegal actions with restricted information, and provisions defining criminal offences, the subject of
which is various types of information. Special attention should be paid to the provisions of the criminal law that
ensure the protection of information used in business activities, since their interpretation, and therefore the
practice of application, is not established, requiring reference to the provisions of regulatory legislation, which, in
turn, is huge in scope, contradictory and extremely unstable. In addition, in recent years, numerous amendments



have been made to the CC of Ukraine: both new corpus delicti of criminal offences that indicate information as the
subject of the relevant encroachment and new versions of existing criminal law provisions have been introduced.
Given the above, the issues of comprehensive characterisation of criminal law protection of information in the
field of economic activity are relevant and important, which will facilitate a systematic interpretation of criminal
law, ensure unity and correctness of its application practice, and improve the legislation of Ukraine on criminal
liability. The author analysed a group of criminal offences related to the circulation of information in the field of
economic activity, which were identified by the criterion of determining information as the subject of the relevant
criminal offences, including: illegal actions in respect of remittance documents, payment cards and other means
providing access to bank accounts, electronic money and equipment for their production (Art. 200); forgery of
documents submitted for state registration of legal entities and individual entrepreneurs ( (Art. 205-1); willful
violation of the law on prevention and counteraction to legalisation (laundering) of proceeds from crime, terrorist
financing, and financing of weapons of mass destruction (Art. 209-1); violation of the procedure for maintaining a
database of depositors or the procedure for reporting (Art. 220-1); falsification of financial documents and
reporting of a financial organisation, concealment of insolvency of a financial institution or grounds for revocation
(cancellation) of a financial institution's license (Art. 220-2); financial fraud (Art. 222); counterfeit of documents
submitted for registration of securities (Art. 223-1); illegal collection for the purpose of use or use of information
that constitutes banking or trade secrets (Art. 231); disclosure of trade or banking secrets (Art. 232); illegal use of
insider information (Art. 232-1); non-disclosure of the issuer information (Art. 232-2); illegal use of insider
information regarding wholesale energy products (Art. 232-3). The author proposes to divide information in
criminal offences in the field of economic activity into the following types: 1) submitted or otherwise used for
various types of actions; 2) constituting a certain secret. The author proposes to amend the Criminal Code of
Ukraine in terms of application of criminal law measures for criminal offences related to the circulation of
information in the field of economic activity, namely, to improve the provisions on the application of penalties in
the form of fines and deprivation of the right to hold certain positions or engage in certain activities, application of
special confiscation and criminal law measures with respect to legal entities. Taking into account international
experience, national regulatory legislation and national judicial practice, with a view to unifying the provisions of
criminal law and reducing the number of special provisions, it is proposed to exclude from the text of the CC of
Ukraine the criminal law provisions provided for in Art. 205-1, Part 1 of Art. 209-1, 220-1, 220-2, 232-3. The
provisions stating that the specific objects of criminal offences related to the circulation of information in the field
of economic activity may include the system of money circulation, the stock market and the circulation of certain
documents (Art. 200, 223-1, 232-1, 232-2, 232-3); the procedure for engaging in economic activity (Art. 205-1, 209-
1); the credit sector (Art. 220-1, 220-2, 222); the procedure for fair competition (Art. 231, 232). The author develops
the peculiarities of taking into account the grounds and principles of criminalisation when establishing criminal
liability for socially dangerous acts committed in the field of economic activity, which is the need to determine
their social danger by the amount of damage caused and unify approaches to calculating this damage, as well as to

avoid criminalisation redundancy.
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