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V. BizomocTi npo gucepraniio
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1. MeToposoriuHi OCHOBU 3a6€3Me4YeHHs (PYHKLiOHAJIbHOI CTIKOCTI po3nofineHrx iHpopMaLilHUX CUCTEM [0

KiOEPHETUYHUX 3arpo3

2. Methodological bases for ensuring the functional stability of distributed information systems to cyber threats

Pedepar:

1. B pucepTauii BupillyeTbcs akTyasbHa HAyKOBO-IIPUKJIAJHA IPO6ieMa pO3pPOOKH METOMLOJIOTIYHUX OCHOB
3abe3ne4eHHs (PYHKLIOHAIbHOI CTIIKOCTI po3nofineHux iHpopMalillHUX CUCTEM 10 KiDEpHETUYHHUX 3aTrpo3.
BupimunTty nocrapjaeHy HAyKOBO-TIPUKJIAHY NIPO6GJIEMY IPOIIOHYETLCS PO3POOIEHHSIM TEOPETUYHUX Ta
METOJ0JIOTIYHMX OCHOB CTBOPEHHS iHpopMalliiiHoi TexHosorii 3a6e3nedeHHs QyHKIiOHATIbHOI CTIMKOCTI
posmnoginenux iHpopMalillHUX CUCTEM 10 KibepHETUYHUX 3arpo3. B po6oTi Bepile ofep>kaHo METOL0JIO0TivHi
OCHOBMU 3a0e3Ie4eHHs (YHKIIOHAJIBHOI CTIMKOCTI pO3NOiIEHUX iH(POPMALIIHUX CUCTEM [0 KiOEPHETUYHUX 3arpo3
Ha OCHOBIi B3a€MOIIOB'SI3aHOI CYKYITHOCTi MOJIeJIeli i MeTOZiB, sIKa IPYHTYIOTbCSI HA CTPYKTYPOBaHOMY ITPECTABJIEHHI
IIOKa3HMKIB QYHKIIOHYBaHHS Ta [1I0Ka3HUKIB KibepHETUYHUX BILINBIB. Lle Haflae MOKIUBICTb OyAyBaTH
iHpopMalifiHi CUCTEMU 3 TEXHOJIOTIYHMMU BJIACTMBOCTSIMU BYACHO BUSIBJISITU Ta 6JI0OKyBaTH Kib€pHETUYHI BIIVBU.
P0o3p061€HO KOMIIJIEKC aHAIITUYHUX MOJIeNIel i MeTOZiB MOHITOPUHTY IpoLiecy PYHKLIOHYBAaHHS PO3NOIiIEeHUX

iHopmaniiHUX cucTeM Ta B3aeMOJIii areHTiB [1py OLiHIIi CTaHy PO3M0oAiieHoi iHpopmaliliHoi cuctemu. Llei



KOMIIJIEKC BPaXOBY€E 4acoBi, iH(pOpMaLiliHi i CTPYKTypHi IIOKa3HVKY Ta KPUTEPIii, 10 Ja€ MOXINUBICTb 3a0€311€YUTU
CTiliKicTh QYHKIIOHYBaHHS PO3MOAiIeHUX iHPOPpMaliTHUX CUCTEM JO KibepHETUYHUX BIIMBIB. YIOCKOHATIEHO
MeToJ, QyHKIiOHYBaHHS areHTiB BUSBJIEHHS Ta 6JIOKyBaHHS IIKiJIMBUX KiOepHETMYHUX BIIMBIB HA IIPOLieC
(PYHKLIOHYBaHH4, 110 O3BOJISIE €(EKTUBHO 3aXMILATH PO3NOAieHy iH(pOpMaLifiHy CUCTEMY SIK Bif] aTaK Ha BCbOMY
9acOBOMY iHTepBaJli, TaK i Bif OBiJIbHUX aTak. [JaHWi1 MeToT, 6a3yeThCSl HA BUKOPUCTAHHI MOJiesiel BUSIBJIEHHS Ta

6s10kyBaHHs1 DDoS-atak, a Takox 300py iHpopmaliii mpo BxigHuit Tpadik 3 3an1com 10 6a3U JaHUX.

2. In the dissertation the actual scientific and applied problem of working out of methodological bases for ensuring
the functional stability of distributed information systems to cyber threats is solved. The proposed problem is
solved by the development of theoretical and methodological foundations for the creation of information
technology aimed for ensuring the functional stability of distributed information systems to cyber threats. The
methodological bases for ensuring the functional stability of distributed information systems to cyber threats are
developed, which is based on the interrelated set of models and methods based on a structured representation of
performance indicators and indicators of cyber influences. This provides the ability to build information systems
with technological properties to detect and block cyber effects in a timely manner. The complex of analytical
models and methods for monitoring the operation of distributed information systems and the interaction of agents
in the assessment of the state of distributed information system is developed. This complex takes into account
time, information and structural indicators and criteria, which makes it possible to ensure the stability of the
functioning of distributed information systems to cyber influences. The method of functioning of agents for
detecting and blocking harmful cyber influences on the operation process is improved, which effectively protects
the distributed information system both from attacking throughout the time interval and from slow attacks. This
method is based on the using of DDoS-attack detection and blocking models, as well as the collection of
information about incoming traffic with a record in the database.
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