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Pedepar:

1. Y puceprauii po3risiHyTy akTyaJbHy HayKOBY ITPOOGJIEMY, 1O TI0JIAra€e y 3'1CyBaHHi IPaBOBOi IPUPOJIHU, CYTHICHUX
03HaK Ta 0cobsMBoCTel iHpopMaliliHOi 6e3rexku JI0MHY, BU3HAYeHHi ii Micis B cuctemi iHpopManiiiHoi i
HallioHaJIbHOI 6e31eKy, BU3HAYeHHi peasbHUX Ta MOTEHIIIHUX 3arpo3 iHdopMaliiiHill 6e3mnelri ToauHN.
[TpoaHasnizoBaHO eTanu CTaHOBJIEHHS YKPaiHCHKOIO 3aKOHOJABCTBA Y iHpopMaliliHiil cdepi B LisoMy, Ta IOAO
iHpopMaliiiHOi 6e31eKU NI0INHY, 30KpeMa, Ta BU3HAYEHO iCTOPUKO-TIPABOBI [1epeyMoBU (POPMYBaHHS CydyaCHUX
3arpo3 indopmaniiiHiil 6e3neri 1oguHA. 3'1COBAaHO CTaH HAYKOBUX JOCIiKEHb IIPAaBOBUX MPobJieM iHpopmaliiiHoi
0e3MeKu JII0VHY B Cy4acHil Haylli. 3aporloHOBaHO METOJI0JIOTiI0 TPAaBOBUX AOCIiIyKeHb iHpopMalliliHOi 6e3rexku
JIIOJVHU. Y3araJbHEHO Cy4acHi HayKOBi KOHLENLii o0 PO3yMiHHA iH(pOopMaLiiiHOi 6€3NeKU JII0AMHU Ta BU3HAYUTU
ii mpaBOBY IPUPOAY i CyTHICHI XapaKTepUCTUKU. 3'5ICOBAHO Miclie iH(OopMaliiiHOi 6e3MeKn JI0JUHN B CUCTEMI

indopmaniitHoi 6e3neku Ta Hal[ioHaIbHOI 6e311eKy, pO3MEXOBaHO cucTeMy iHhopMaLiiiHOI 6e3eKu JI0UHU Bif,



cucreMu ii 3a6e3nedeHHs], Ta 3alPOIIOHOBaHE aBTOPChKe 6aueHHs cucTeMu iHpopmaliiiHoi 6e3neku. BussieHo
TEOPEeTHUKO-TIPAaBOBi Ta HOPMATUBHO-TIPABOBI MiBaIMHU POPMYBaHHS iH(POPMaLIIHO-TIPABOBOTO CTATYCY JIIOJUHU.
ChopMyJIbOBAHO Ta YTOUHEHO [TPABOBUI 3MiCT OCHOBHUX IIOHSITD i KaTeropiil ingpopmaliiiHoi 6e3nexku JIoLuHY,
30KpeMma, iHpopmaliiiHa 6e3mneka JoAuHY, iHpopMaliiliiHi mpaBa JI0QUHY Ta ITpaBa i CBO60U JIIOIUHU B
indpopmaliiiHOMy CycHisbCTBi. BCTAaHOBUTH 0COGIMBOCTI IPABOBOTO 3a0€3I1€YEHHSI [IPaB i 6€311eKU OKPEMUX
KaTeropiii oci6 B iHopmaniiiniit chepi. BusBieHo nmpobiemu mpaBoBoro 3abesrnedeHHs iHpopMallifiHOi 6e3neKku
JIIOJMHU B yMOBaxX ri6puiHoi BililHU. OKpecjeHO MOXJIMBOCTI i HAapSIMU BUKOPUCTAaHHS iHO3€MHOT0 JOCBiAy 1Sl
BU3HA4Y€HHS ITPABOBUX OCHOB iH(pOpMaliliHOiI 6e3MeKy JI0IMHY, a TAKOXX KOHIEINTyasIbHi 3acaiu IeP>KaBHOI
nosliTUkY y cdepi inpopmaniiiHoi 6e3nexu noguHy B Ykpaini. Po3po6sieHo mpono3utiii mojo yi0CKOHaNIeHHS
VIPaBIIiHCbKOi i HOPMOTBOPYOi TPakTHKU y cpepi iHpopmalliiiHoi 6e3neKy JII0AMHYU 3 ypaXyBaHHIM HallpaljloBaHb
[IPaBOBOi HAyKU Ta HAYKU MPO 6e31eKy Ta chOPMYJIIIOBaHi peKOMEH ALl 0I0 BIOCKOHAJIEHHS! YUHHOTO

3aKOHOZABCTBA YKpaiHM 3 METOI0 rapaHTyBaHHS iH(pOpMaLiliiHOi 6e311eKU JIIOAUHU.

2. The dissertation deals with the actual scientific problem, which consists of elucidation of legal nature, essential
features and peculiarities of human information security, determination of its place in the system of information
and national security, determination of real and potential threats. The stages of the development of Ukrainian
legislation in the information sphere in general, as well as on the information security of the person, in particular,
are determined, and the historical and legal preconditions for the formation of modern threats to the human
information security are determined. The state of scientific researches of legal problems of information security of
a person in modern science is determined. The methodology of legal research on information security of a person
is proposed. The legal nature of human information security and its and essential characteristics are generalized.
The place of human information security in the system of information security and national security is determined,
the system of information security of a person is separated from the system of its provision, and the author’s vision
of the information security system is proposed. Due to the analysis of international experience, the dichotomy of
the problem of international information security and information security of human being as a component of the
institute of human rights in international law has been identified. It has been established that the harmonization of
key issues is necessary in view of the economic interests of states, democratic values and globalization processes,
and, at the same time, practically impossible in view of the differences in the interests of the main geopolitical
players; while the legal and organizational provision of information security of a person at the national level is
insufficient due to globalization, intensive cross-border information processes, labor migration, e-commerce, loss
of identity and a whole range of social processes that arise in connection with the formation of an information
society. The theoretical-legal and normative-legal foundations of formation of the information-legal status of a
person are revealed. The legal content of the basic concepts and categories of information security of a person, in
particular, human information security, human information rights and freedoms in the information society are
specified. The problems of legal providing of human information security in the conditions of hybrid warfare are
revealed. The possibilities and directions of using foreign experience for determining the legal basis of human
information security, as well as the conceptual foundations of state policy in the field of information security of a
person in Ukraine are outlined. Proposals for the improvement of managerial and normative practice in the field of
human information security are developed, and recommendations for improving the current legislation of Ukraine
in order to guarantee the information security of the person are formulated. The state policy in the field of human
information security is investigated. The necessity at the level of the independent state body of the State to
establish the Commissioner for human information security, whose activities should be directed at the
implementation of state policy towards ensuring information security of the person, including protection of
human rights and freedoms in the information sphere, in particular, the right to access public information and
protection of personal data etc. Taking into account the specifics of cases involving violations of information rights
and freedoms of citizens, the expediency of creating a specialized court - the High Court of Information, it is
proposed to attribute to its jurisdiction cases involving violations of human rights to access information,
protection of personal data, defamation, and as well as on the realization of citizens' rights to participate in
political life related to the use of e-democracy tools. It was determined that the legislative level requires a number



of issues that are closely related to human information security, in particular: the creation of a legal basis for life-
long education as a necessary condition for the existence of a person in the information society; effective
regulation of the media, especially new media; creation the conditions for the development of critical thinking and
other tools vital in the formation of the information society; overcoming of digital inequality in geographical and
demographic (age) dimensions and others.
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