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1. MTignanui O. I. MeTop ninBuieHHs 6e3nexky inpopmatifitHoro oominy B SDN-Mepekax Ha OCHOBI iHTerpaliii
TexHoJiorii Zero Trust Ta Blockchain. - Keasnigikaniiina HaykoBa npalist Ha mpaBax pykonucy. Jlucepraist Ha
3000yTTS HAYKOBOTO CTyIEHS NoKTopa (inocodii 3a cnenjanpHicTio 172 «TenekoMyHikalii Ta pagioTexHika» (raaysb
3HaHb 17 «EsnekTpoHika Ta TesekomyHikanii»). — KI1I im. Iropst Cikopeskoro, MOH Ykpainu, Kuis, 2026. HaykoBuit
KepiBHUK — PomaHoB O. L., 1-p TexH. HayK, npodecop. AKTyanbHicTb TeMu. 3pocTanHs IoT, xMapHux /edge-cepsiciB
i KepyBaHHS MepEXEIo Yepe3 IPOrpaMHi MOJIITUKY po3MUBae nepumerp 6esneku. lenrpanizauis SDN - ogHOYacHO
nepesara i pusuK: MOMUJIKU KOHDIrypatii 41 KoMIpomMeTallisi KOHTpoJiepa MacIITabyIOTh HETaTUBHUI €(eKT. Zero
Trust 1ae KOHTEKCTHY [IOBIipY, ajie He TapaHTye He3MiHHOCTI XypHaiB; Blockchain ycysae neit gediuur, ane



i3os1p0BaHO He 3abe3mneyye onepaTuBHOrO enforcement. BincyTHiCTh eguHOI paMKy, 1O MOETHYE OHTOJIOTIIO,
aJITOPUTMIYHUU KOHTYP PillleHb i KiJIbKiCHe OIiHIOBaHHS, 3yMOBJIIOE aKTyaJIbHICTh TeMU. MeTa poboTu -
nifBuILEeHHs 6e3neky iHpopmMauiiHoro oo6miny B SDN HyIIXoM po3po6JIeHHSI METOY T2 METOAUKY iHTETPOBAaHOTO
KEPYBaHHS JOCTYIIOM i Bepru(iKoBaHOTO ayauTy Ha ocHOBi Zero Trust i Blockchain. 3aBnanns: o6rpyHTyBaTu
nepexiz 1o apxirekrypu «Zero Trust + Blockchain»; po3po6uTtu OHTOIOTIYHY MOZEb 3aXUCTy OOMiHY; pO3pOOUTH
MeTOJ, Ha OCHOBIi 6e3nepepBHOi Bepudikauii 3 nuHamiyHum TTL; 3arIponoHyBaTH METOAUKY OLIHKY e(eKTUBHOCTI
Ha OCHOBI iHTerpajabHOTO NTOKAa3HUKA; eKCIIEPUMEHTAJIbHO NiATBepAUTU eDeKTUBHICTh pileHb. O6'eKT — poLecu
yIIpaBJIiHHS 6€3MeKOI0, AOBIpolo i1 goctynom y SDN. [IpegmeT — MeTo[] i MeTOIMKA MiBUIIEeHHSs 6e3MeKu OOMiHy B
SDN Ha ocHoBi Zero Trust i Blockchain. HaykoBa HoBu3Ha. Yriepie po3po61€HO OHTOJIOTIYHY MOZEb 3aXUCTY
0o6MiHy B SDN Ha ocHoBi Zero Trust i Blockchain, mo ¢popmanisye cyTHOCTI cepefoBuiLa, aTpubyTU JOCTYILY,
HOJIITUKY Ta NpoLeaypu Bepudikalii. YI0CKOHATIEHO METO], KEPYBaHHSI JOCTYIIOM, IO NO€HYE KOHTEKCTHY
aBropusatito, SDN-enforcement, fail-safe kepoBaHicTs, 6e3nepepBHY NepeoLiHKY 10Bipy Ta Bepu@dikoBaHe
SKYpPHaJIIOBaHHSI. YIOCKOHAJIEHO METOJMKY OL[iHIOBaHHS €(pEeKTUBHOCTI, 1110 3a6e31euye rnepexif, Bif, IKiCHUX BUMOT
IIO JIOKAJIbHUX iHJIEKCIB Ta iHTerpasbHOro nokasHuka iTZBEL IIpaktuyne 3HadyeHH4. [ligXiz migBuilye KepoBaHiCTb
IOJIITUK, 3MEHIIy€E PU3UK HECAHKLIOHOBAHOTO JOCTYILY, IOCUJIIOE KOHTPOJIb BHYTPILIHIX 3arpo3; NiTBEPIKEHO
eKcrepuMeHTabHO B Mininet + OpenDaylight 3 soriunum koHTypoMm Hyperledger Fabric. Pezynbratu
BIIPOBA/’)KEHO B HaBYaJsIbHUI Nponec Kadenpu tenekomyHikauit HHITC KIII im. Irops Cikopcbkoro. Anipo6ariist Ta
ny6sikauii. 3a Temo10 ony6J1ikoBaHo 12 mpaup: 7 cratell y (paxoBux,/iHO3€eMHUX BUJAHHSX, 1 — y Scopus, 4 Te3u
KoHQepeHwii, 1 po3ain y moHorpadii Springer. OcHoBHu# 3MmicT. Po3nin 1 - orsnsag Bpasnusocteit SDN, nmigxomnis
Zero Trust i Blockchain; BusiBjieHO nporajvHy — pillleHHs OXOIIIOITh a00 KOHTPOJIb IOCTYITy, a60 ayIUT, HE B
OJIHOMY KOHTYpi. Po31in 2 - oHTOsIOrYHA MOiesIb TpeIMETHOI 06J1acTi Ta apxiTekrypa SDN + ZTA + Blockchain y
TpbOX KOHirypauisx, matpun BignosigHocti HI T31. Po3gin 3 - cTpyKTypHO-MaTeMaTU4HA MOZEJb KOHTYPY Ta
metoy i3 fail-safe-koHTposiem, continuous authorization, verify /log->kypHanioBaHHsIM, CUCTEMA JIOKATbHUX
ingekcis Ta iTZBEIL Po3pin 4 - ekcriepuMmeHTasnbHa riepesipka Ha Mininet + OpenDaylight + ZTA + audit-piBHi:
MigTBEPIKEHO MiBUILIEHHS KEPOBAHOCTI, IPOTUIil 3arpo3aM i Ipo30pocCTi ayguTy. BucHoBKU. PO3B'43aHO 3ama4y
nipBumenHs 6e3neku o6Miny B SDN muisixom interpanii SDN, ZTA i Blockchain. Po3po6yieHo 0OHTOJIOTiYHY MOZeJIb,
METOJI, Ta METOJIMKY OLiHIOBaHHS Ha OCHOBI iTZBEI. EkcriepuMeHTaIbHO MiATBEPIPKEHO MiABUIEHHS 3aXUIEHOCTI 1
KEepOBaHOCTi KOHTYPY. 3aBIaHHs AucepTallii BAKOHAHO B IOBHOMY 00CSI3i, pe3yJIbTaTh MaloTh HAYKOBY HOBU3HY i
MIpakTUYHYy NpUAaTHiCcTh 0y SDN-iHQpacTpyKTyp.

2. Pidpalyi O.1. Method for Enhancing the Security of Information Exchange in SDN Networks Based on the
Integration of Zero Trust and Blockchain Technologies. — A qualifying scientific work in manuscript form.
Dissertation for the degree of Doctor of Philosophy, Specialty 172 "Telecommunications and Radio Engineering"
(Field 17 "Electronics and Telecommunications"). - Igor Sikorsky Kyiv Polytechnic Institute, Ministry of Education
and Science of Ukraine, Kyiv, 2026. Scientific supervisor - Romanov O.L, Dr. Sc. (Engineering), Professor.
Relevance. The growth of IoT, cloud /edge services, and policy-driven network control erodes the classical
security perimeter. Centralized SDN control is both an advantage and a risk source: configuration errors or
controller compromise can scale negative effects. Zero Trust provides context-aware trust but not immutable logs;
Blockchain closes this gap but, alone, lacks responsive enforcement. The absence of a unified framework
combining ontology, an algorithmic decision loop, and quantitative assessment justifies the topic's relevance.
Purpose. To enhance SDN information-exchange security by developing a method and methodology for integrated
access management and verified auditing based on Zero Trust and Blockchain. Objectives: justify the "Zero Trust +
Blockchain" architecture; develop an ontological model of information-exchange protection; develop a security
method based on continuous verification with dynamic TTL; propose an effectiveness-assessment methodology
using an integral indicator; experimentally validate the solutions. Object of research - processes of managing
security, trust, and access in SDN. Subject of research - the method and methodology for enhancing information-
exchange security in SDN via Zero Trust and Blockchain integration. Scientific novelty. For the first time, an
ontological model of SDN information-exchange protection based on Zero Trust and Blockchain has been
developed, formalizing network entities, access attributes, policies, and verification procedures. An improved SDN



access-control method has been developed, combining context-aware authorization, SDN enforcement, fail-safe
control, continuous trust re-evaluation, and verified logging. An improved effectiveness-assessment methodology
has been developed, enabling transition from qualitative requirements to local indices and the integral iTZBEI
indicator. Practical significance. The approach improves policy controllability, reduces unauthorized-access risk,
and strengthens control of insider threats; confirmed experimentally in a Mininet + OpenDaylight environment
with a Hyperledger Fabric logical layer. Results are implemented in the educational process of the
Telecommunications Department at Igor Sikorsky Kyiv Polytechnic Institute. Approbation and publications. 12
works have been published: 7 articles in Ukrainian /foreign journals, 1 indexed in Scopus, 4 conference abstracts,
and 1 chapter in a Springer monograph. Main content. Chapter 1 reviews SDN vulnerabilities and Zero
Trust/Blockchain approaches; a gap is identified - solutions address either access control or audit, not both in one
loop. Chapter 2 develops the domain ontology model and the SDN + ZTA + Blockchain architecture in three
configurations, forming an NDI TZI compliance matrix. Chapter 3 builds a structural-mathematical model and a
method with fail-safe control, continuous authorization, and verify /log recording, plus local indices and the
integral iTZBEI indicator. Chapter 4 presents experimental validation confirming improved controllability, threat
mitigation, and audit transparency. Conclusions. The problem of enhancing SDN information-exchange security
through SDN, ZTA, and Blockchain integration has been solved. An ontology model, a method, and an assessment
methodology based on iTZBEI were developed. Experimental validation confirmed improved security and
controllability. The dissertation objectives have been fully accomplished; the results possess scientific novelty and
practical applicability for SDN infrastructures.
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