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1. Tenepariist nceBOOBUIIAIKOBUX IIOCiIOBHOCTEN OIepaliili CTPOroro CTiiKoro KpunrorpagiuHoro KogyBaHHs Ha

OCHOBI IIEPETBOPEHHS IPYrOro onepaHja

2. Generation of pseudo-random sequences of operations of strict stable cryptographic coding based on the
transformation of the second operand

Pedepar:

1. Inceprauifina po60Ta IpUCBsIYeHa MiABUILIEHHIO MIBUIKOCTI IIOTOKOBOTO MUPYBaHHS 32 PaXyHOK reHepariii
IICEB/IOBUIAIKOBUX I10CJIIIOBHOCTEN IPYIU IBOXPO3PSAHUX IBOXONIEPAaHIHUX Ollepaliil CTPOroro CTilikoro
KpUNTOrpagivHoOro KoJyBaHHsI Ha OCHOBI IIEPETBOPEHHS IPYroro onepanpa. Jis qOCSrHeHHS JAHOTO Pe3yJIbTaTy B
IpyroMy po3zini 6ysio po3po6seHO MEeTOT, CUHTEe3y OOEPHEHUX JBOXPO3PSIHUX JBOXOIIEPAaHIHUX ONlepalii
CTPOTOT0 CTIMKOrO KpUIITOrpadiyHOro KOJyBaHHs Ha OCHOBI IEPETBOPEHHS APYroro onepaHjia MskoM peasisaliii
MogeJli aBToMara nobyoBYU APYroro onepaHia o6epHEeHoi onepatii. B TpeTboMy po3fiii po3po6aeHo METOS
CHHTE3y I'PYIU IBOXPO3PSAHUX ABOXONEPAHAHUX ONePaLiil CTPOroro CTiliKOro KpMnTorpadivHoro KoJyBaHHs Ha

OCHOBI IIEPETBOPEHHS APYTrOro ONepaHa BiloMOi onepalii MIsXxoM BUKOHAHHS HAJZl HUM JIBOXPO3PAAHO]



OZIHOOIIepaHIHOI onepauii. B yeTBepToMy po37ini po3po6aeHo METO L reHepallii IceBIOBUITaIKOBUX
IIOCJIiIOBHOCTE JBOXPO3PSIHUXK JBOXOIIEPAaHIHUX OIepaliili CTPOroro CTiKoro Kpuntorpa@iyHoro KogyBaHHs Ha
OCHOBI IIEPETBOPEHHS APYrOro ONepaHa, o 4O3BOJII€ 3HAYHO CIIPOCTUTU NPOLLEC CUHTE3Y IPYIIU Ollepaliil Ta
POOUTH MOKJIMBAM BUKOPUCTAHHS JAHUX OIlepalliil y BHOCKOHAJIEHOMY METOZ] MiBUIIEHHS CTIMKOCTI i HaliHOCTI
IIOTOKOBOTO HdpyBaHHs. Pe3ysnbTaTu BIpoBaakeHi B YepkacbKOMY Aep>KaBHOMY TEXHOJIOTYHOMY YHiBEpCUTETI,
YepkachKill MiCbKill KOHCYIbTAaTUBHO-JiarHOCTUYHIN nosikminiui (ginist N22), TOB «Hosga [Tomrtay, ITAT
«YepkacuobaeHepro». Kio4osi ciioBa: KOMITIoTepHa Kpunrorpadisi, onepatlii kpunrorpagivHoro nepeTBOpeHHs,

[IOTOKOBI IN(PU, CUHTE3 OIlePaLliil.

2. The dissertation is devoted to increasing of the speed of streaming encryption at the expense of generating of
pseudo - random sequences of a group of two-bit two-operand operations of a strict stable cryptographic coding
(further TBTOO of SSCC) based on the transformation of the second operand. The first section provides an
overview of publications on the synthesis of operations of cryptographic coding of information. The directions of
improvement of cryptographic coding are defined, the purpose and on its basis, the tasks of dissertation research
are formulated. The second section is devoted to the synthesis of inverted TBTOO of SSCC based on the
transformation of the second operand, the technology of studying the relationship between direct and inverse
operations of cryptic transformation is proposed. The third section is devoted to the development of a method for
the synthesis of the TBTOO of SSCC group based on the transformation of the second operand of a known
operation. The relationship between direct and inverse operations allows the synthesis of inverse operations, and
each inverse operation, in its turn, is a direct operation for another inverse operation, i.e. it is possible to
synthesize another operation by converting the second operand with a single operand operation. The fourth
section is devoted to the development of a method for generating pseudo-random sequences of TBTOO SSCC
based on the transformation of the second operand, for this purpose, the results of synthesis of groups of TBTOO
of SSCC based on the first operation are generalized. For the first time the method of synthesis of inverse two-bit
two-operand operations of strict stable cryptographic coding based on a set of two-bit two-operand operations of
strict stable cryptographic coding is developed; the relationships between direct and inverse operations, by
transforming the second operand are established; all previously mentioned measures provided the possibility of
practical application of these operations. For the first time a method of synthesis of a group of two-bit two-
operand operations of strict stable cryptographic coding on the basis of using the known twobit two-operand
operation of strict stable cryptographic coding and transformations of the second operand was developed. It was
achieved by sequentially performing on this operation a group of two-bit single-operand operations, which
provided the opportunity to increase the variability of crypto-primitives in the practical application of these
operations. For the first time the method of generation of pseudo-random sequences of two-bit two-operand
operations of strict stable cryptographic coding on the basis of use of groups of two-bit two-operand operations
of strict stable cryptographic coding and two-bit one-operand operations of strict stable cryptographic coding
was developed. It was done by transforming the second operands of direct and inverse two-operand operations,
which allowed to increase the speed of streaming encryption by generating pseudo-random sequences of direct
and inverse two-bit two-operand operations of strict stable cryptographic coding. The practical value of the work
lies in bringing the developed methods to discrete models of operations and algorithms for automatic generation
of pseudo-random sequences of operations of strict stable cryptographic coding for streaming computer
encryption systems. The variability of cryptographic transformations is expanded by increasing the number of
operations from 12 to 24. The developed pseudo-random sequence generator of two-bit two-operand operations
of strict stable cryptographic coding provides synthesis of operations 15-20% faster than the tabular method of
synthesis when providing a sequence period (24 !)2 . The obtained result provided the speed of implementation of
the method of increasing the stability and the reliability of streaming encryption with maximum uncertainty of the
conversion results.
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