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1. Texnosoris 3a6e3nedyeHHs QyHKIiOHANIBbHOI 6e31eKy iHTerpoBaHoi iHpopmaliiiHOi cucTeMu
JepXIpUKOPAOHCIYKOU Ha cTafii MogepHisalii

2. Technology of providing functional safety of the integrated information system of the State Border Service at
the stage of modernization

Pedepar:

1. B pucepTaniiiHiil poboTi BupillyBasach HayKOBO-TIpUKJIaHA IIpobsieMa 3abesnedyeHHs: QyHKI[iOHaNbHOI 6e3leKu
Bimomyoi iHTerpoBaHoi iHdopMaliiliHoi cucTemu Ha ctafii MmoaepHisalii. ChopmoBaHa 3arajibHa KOHIIETI1isI
3a6e3nevyeHHs QyHKLIOHANbHOI 6€3M1eKy Ha CTaii MOJepHi3allii, K iHCTpyMEHTaJIbHO-METO/I0JIOTiYHa 6a3a, sKa
3abe3rnevyye BUKOHAHHS PO3IVISIHYTUX CcTpaTeriil. Po3pobyieHna maremaTuiHa Mozesb iHpopmaniiiHux notokis IC Ha
cTafii MoiepHi3allii Ta MeTo 1 BU3HaYeHHs pallioHaJIbHOI TOCIiMOBHOCTI MOiepHi3allii eleMeHTiB iHbopmalitHux
cucreM. Po3po6JieHi Mojesti KaHay iHpOopMaliiiHOro 1eCcTabiizyl040oro BIJIMBY i QyHKIIOHAIBLHOI 3aXULLEHOCTI
iHdopmaliitHOI cucTeMU Ta METOZ, PO3MOiy 3ac06iB 3ab6e3nedeHHs PYHKLiOHANbHOI 6e3neKu iHpopMaLiitHIX

cucteM Ha crafiii mogepHizanii. CpopmoBaHnii MeTo[ OLiHIOBaHHS ypasiusocTi IC B iHTerpoBaHiil iHpopmaLiiiHii



cucreMi Ha cTafii MogepHisalii Ha 6a3i po3po6IeHNX aHATITUYHUX MOjieJlell opyIeHHs BiacTuBocreil IC.
Po3po6ieHni1 KOMIJIEKC METOIB Y3TrOIPKEHHS CUCTEM PO3MEXKYBaHHS JOCTYIY B iHpOpMaLIiiHUX CUCTEMAX Ha
cragii MogepHizauii. 3a3HaueHa CyKyIHICTb METO/IIB JO3BOJINJIA CPOPMYBATH METO0JIOTIYHUI 6a31C y3rOIPKEHHS
MoJesell pO3MEXXyBaHHS LOCTYIy iH(pOpMalliiHMX CUCTEM Ha cTafii MogepHisalii. B pamkax meTonis
chopMyIbOBaHi Ta 10Ka3aHi 6a30Bi Teopemu 6e3neku. Po3pobieHa mogesb iHpopMaLiiHUX AeCTabinizy0unx
¢daxTOopiB Ha cTaAii MozepHi3alii i MeTos olLiHIOBaHHS e(PeKTUBHOCTI 3abe3neueHHs! QyHKIIOHaNbHOI 6e3reKu
iHopmaLiiHuX cucTeM Ha cTafii MoaepHisauii Ta iHpopMalifiHa TEXHOIOTis 3a6e3MeyeHHs PYHKLiOHAJIbHO]
6e3neKy iHTerpoBaHoi iHGopmMallifiHOi CUCTEMU HA CTaAii Mo epHizalii.

2. In the dissertation, the scientific and applied problem of ensuring the functional security of the departmental
integrated information system at the stage of modernization was solved. The general concept of providing
functional safety at the stage of modernization is formed, as an instrumental and methodological framework that
ensures the implementation of the considered strategies. The mathematical model of information streams and
method for determining the rational sequence of modernization of elements of information systems were
developed. A models of the channel of information destabilizing influence and functional security of the
information system and the method of distribution of means of providing functional security of information
systems at the stage of modernization have been developed. The method of evaluating the vulnerability of IS in the
integrated information system at the modernization stage has been further developed on the basis of developed
analytical models for the components of IS properties. A set of methods for reconciling access systems in
information systems at the stage of modernization has been developed. This set of methods allowed to form a
methodological basis for the harmonization of the models for the differentiation of access information systems at
the stage of modernization. In the framework of the methods, basic security theorems are formulated and proved.
The model of information destabilizing influence and method for assessing the effectiveness of providing
functional security of information systems at the stage of modernization have been further developed. The
information technology for ensuring the functional security of integrated information systems at the stage of
modernization was developed.
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