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Pedepar:

1. ¥ nuceprauii 37ilicHeHO TeopeTHUYHe y3arajbHeHHs I IpaKTUYHe PO3B’s13aHHs [TpobaeMu popMyBaHHS
rOTOBHOCTI MaiOyTHIX yunTeliB iHpOpPMaTUKHU 4O PO3BUTKY HaBUUOK LIM(PPOBOi 6e31eKH yUHIB Ha 3acafiax
iHopmauiitHoro niaxomy. ¥ nepmomy po3zini oxapakTeprM30BaHO LUQPOBi 3arpo3H i BiNOBigHI HABUYKY LUQPPOBOi
6e31eKy MOJIOZ] Ta LOBeIeHO BaXKJIMBICTb iX PO3BUTKY B yMOBaX iHGOPMALIIHOTO CYCIIiIbCTBA, a TAKOXK
y3arajJlbHeHO pe3yJbTaTU aHajli3y TEOPETUYHOTO i IPaKTUYHOIO CTaHy PO3PO0JIEHOCTI MPo6aeMHU MiATOTOBKU
MaMOyTHIX yunTeliB iHpOPMaTHUKU O PO3BUTKY HaBMYOK LMPPOBOi 6e3nekn yyHiB. Ha ocHOBI aHasizy HayKoBOi
JliTepaTypy BUABIEHO MOXKJIMBI IIJIAXU MOEPHI3allil IporpaM IiAroTOBKY BYMUTEIIB 111 PO3BUTKY B YYHIB HABUYOK

uudpoBoi 6e3neku: iHTerparis 11uppoBoi 6e3rexku B Kypcu 3 METOUKYM HaBYaHHS iHPOPMAaTUKY; po3podKa i



VIPOBAIXEHHS CIIELiali30BaHUX KYPCiB 3 LM(PPOBOi O€3I1E€KU Y OCBITHbO-IPOPECIiNHI IPOrpamMy MirOTOBKU
BUYUTEJIiB; BAKOPUCTAaHHS HUPPOBUX iHCTPYMEHTIB Ta CUMYJISLIL 1151 pOPMYBaHHSI IPAaKTUYHUX HABUYOK LUPPOBO]
0e3IeKy; CIIpUSHHS CIiBIpali Ta OOMiHy 3HaHHSIMU 3 IpodecioHasaMu. Y APyromMy po3fiji yTOUHEeHO CYTHICTb i
CTPYKTYpPY FOTOBHOCTI MailOyTHIX yuuTeliB iHPOPMATUKU 4O PO3BUTKY HABUYOK LM(PPOBOI OE3MEKN YUHIB,
3MOJI€JIbOBAHO NpoLec GOPMYBaHHS FOTOBHOCTI MallOyTHIX yunTesiB iHpOpPMATUKU 4O PO3BUTKY HAaBUYOK
1udpoBoi 6e3neky YIHIiB Ha 3acafiax iHpopmaliiiiHoro nigxony. 3a pesyabTaTaMu TEPMiHOJIOTIYHOTO aHaJIi3y
KJIIOYOBUX IOHSTh JOCJIJIKEHHS OyJI0 YTOUHEHO CYTHICTb KJII0UOBOi KaTeropii focyifikeHHs. BusBieHa CyTHICTb
00yMOBMJIA PO3IJISA], TIOHSITTS «TOTOBHICTb YYUTEJIB iHPOPMATUKY 10 PO3BUTKY HAaBUYOK LM(PPOBOi 6€3ME€KM YUHIB»
K CKJIQZHOTO OCOOUCTICHOTO YTBOPEHHS, SIKE IMIO€JJHYE B COOi TPM KOMIIOHEHTH: - MOTUBALIIHNI KOMIIOHEHT; -
IIpeIMETHO-METOIUYHUI KOMIIOHEHT; - OCOOUCTICHUI KOMIIOHEHT i OXOILIIOE pePIEKCUBHY [isJIbHICTB, SKa
IO3BOJISIE AaHAJII3yBaTU BJIACHUM piBeHb LM(POBOi 6€3MeKU, BAJOCKOHANIOBATA METOMKY HaBYaHHS, GOpMyBaTu
KPUTHYHE MUCJIEHHS Y LIKOJISIPIiB Ta yCBiOMJIIOBATH €TUYHI acnieKTy uu¢poBoi B3aemoii. Ha 0CHOBI y3aranbHeHHS
HayKOBUX pe3yJIbTaTiB OOIPYHTOBAHO HEOOXiHICTh BUKOPUCTAHHS iH(QOpMaLifiHOrO MiAX0y SIK IPOBiIHOrO y
(opMyBaHHi TOTOBHOCTi Mali0yTHIX y4uTeliB iHPOPMATUKU IO PO3BUTKY HAaBUYOK LIM(PPOBOi 6€3MEKU YUHIB,
OCKiJIbKU caMe iHpopMaLiltHui Nifxin f03BOJIsie MAOYTHIM YIUTEISIM ONaHyBaTU IPUHLMUNY O6€31e4YHOI B3aeMOJIi
B 1M(POBOMY CepeoBUllli, PO3BUHYTH HAaBMUKM KPUTUYHOTO aHali3y iHdopMaliii, 3aX1CTy [1epCOHANbHUX JaHUX Ta
€TUYHOI0 BUKOPUCTaHHS HUPPOBUX PECYPCIB. 3 BUKOPUCTAHHAM METO/Y MOJIEIIOBAHHA 6yJI0 YHAOUHEHO NPOLEC
(pOpMyBaHHS TOTOBHOCTI MaliOyTHIX y4UTEJIiB iIHPOPMATUKH 1O PO3BUTKY HAaBUYOK LIM(PPOBOi O€3I1€KU YUHIB Ha
3acazax iHpopmauiitHOro niaxony. ABTOpCbKa MoJiesb 6a3y€eThCsl HA JOTPUMAHHI MPUHIUIIB (HAyKOBICTb Ta
aKTyaJIbHICTb, CHCTEMHICTb, KOMIIETEHTICHA OPi€HTOBAHICThb, [IPAKTUKO-OPi€HTOBAHICTD, IHTETpaLlis Ta
MDKAMCLUMIIIIHAPHICTB) IPY OpraHisalii HaBuaHHS crelkypcey «Lludposa 6e3neka y HaB4aJIbHOMY CEPELOBULLI» Y
TpaAULiiHil GopMi (JIeKLii, NPaKTUYHI 3aHATTS) 3 BAKOPUCTAHHSIM aKTUBHUX i IPOOJIEMHUX METO/IiB HABYaHHS Ta
pi3Hux undpoBUX 3ac06iB HaBYaHHS (UUQPOBi HaBYA/IbHI cepeloBUIna, UMPPOBI OCBITHI pecypcy Ta IIporpamu
CIIelliali3oBaHOro CIPSIMyBaHHS). Y TPETbOMY PO3[ijli po3p06JI€HO AiarHOCTUYHMI iHCTpYMEHTapiil JOCiIKeHHS
Ta €KCIIEPMMEHTAJIBHO IIE€PEBIPEHO €(PEKTUBHICTh MOAEJi (POPMYBaHHSI TOTOBHOCTI MallOyTHIX yYUTEIiB
iHpopMaTUKK 10 PO3BUTKY HABUYOK LIM(POBOi 6€31eKu yuHiB Ha 3acagax iHdopmaliitHoro nigxony. Y 1ociimpKeHHi
3 BUKOPUCTaHHSIM [IOPIBHSJILHOIO aHali3y CxapakTepPU30BaHO YOTHPH PiBHI TOTOBHOCTI MaOYTHIX yYuTeJIiB
iHpopMaTUKK 10 PO3BUTKY HAaBUYOK LM(POBOi 6€3MeKU yUHiB: IOYATKOBUIA, 6230BUI, BUCOKUIA, TBOPUMIL. BusiyieHi
B XOJi JOCJIiIKEHHS TPO6JIeMU 1 OTPUMaHi pe3yJbTaTy fany nifctasy Ass GOPMYJIOBAaHHS PEKOMEHAlii
PO3pOOHMKAM Ta BUKJIazadyaMm, sIKi peasizyioTb OCBITHI TpOrpamu MiAroTOBKY BUMTENIB iHpopmaTuku. 3o0Kpema,
BiICYTHICTb [10CJIiOBHOI Ta €(eKTUBHOI ITOJIITUKU B rajnysi [u@poBoi 6€31eKy B OCBITHIX TporpamMax MiAr0TOBKU
yuuTeliB iHPOPMATUKMA MOXKE MaTU BiTepMiHOBaHi HETaTMBHI HACJiAKK. [HTerpauis Kypcis 3 un¢poBoi 6e3nexku B
OCBIiTHI IIpOrpamu MiArOTOBKY BYMTEJIiB iHPOPMATHKN Ma€e BUITU 32 PAMKU i30JIbOBAaHUX BUOIPKOBUX 260
(aKyIbTaTUBHUX KYPCiB i CTaTW HOPMATUBHUM KOMIIOHEHTOM OCBITHBOI IIPOIpaMH, a OCBiTHI yCTaHOBU I1OBUHHI

PO3BUBATU KyJIbTypy O€3[1epepBHOr0O HaBYaHHS 1J1s1 IPO(ECiHOro po3BUTKY B rajysi 11udpoBoi 6e3neKu.

2. The thesis provides theoretical generalization and practical solution to the problem of forming future computer
science teachers’ readiness to develop students’ digital security skills based on the information approach. The first
chapter characterizes digital threats and relevant digital security skills of youth. It proves the importance of their
development in the information society, as well as summarizes the results of the analysis of the theoretical and
practical state of the problem of preparing future computer science teachers to develop students’ digital security
skills. Based on the analysis of scientific literature, possible ways to modernize teacher training programs to
develop students’ digital security skills are identified: integration of digital security into courses on computer
science teaching methods; development and implementation of specialized courses on digital security in
educational and professional teacher training programs; use of digital tools and simulations to develop practical
digital security skills; promotion of cooperation and knowledge exchange with professionals. The second chapter
clarifies the essence and structure of future computer science teachers’ readiness to develop students’ digital
security skills, and models the process of forming the readiness of future computer science teachers to develop
students’ digital security skills based on the information approach. The identified essence led to the consideration



of the concept of “computer science teachers’ readiness to develop students’ digital security skills” as a complex
personal formation that combines three components: - the motivational component; - the subject-methodological
component; - the personal component is an important component of readiness. It includes reflective activities that
allow analyzing one’s own level of digital security, improving teaching methods, developing critical thinking in
students, and realizing the ethical aspects of digital interaction. Using the modeling method, the process of
forming future computer science teachers’ readiness to develop students’ digital security skills based on the
information approach was illustrated. The author’s model is based on the principles (scientificity and relevance,
systematicity, competence orientation, practice orientation, integration and interdisciplinarity) in organizing the
teaching of the special course “Digital Security in the Learning Environment” in the traditional form (lectures,
practical classes) using active and problem-based learning methods and various digital learning tools (digital
learning environments, digital educational resources, and specialized programs). In the third section, the
diagnostic tools of the study are developed, and the effectiveness of the model of forming future computer science
teachers’ readiness to develop students’ digital security skills based on the information approach is experimentally
tested. As a leading method of scientific and pedagogical research, the pedagogical experiment is used to confirm
theoretical conclusions through statistical methods. The empirical data collected during the pedagogical
experiment for all indicators confirmed the positive changes in the average for the EG compared to the CG: the
subject-methodological component of future computer science teachers’ readiness to develop students’ digital
security skills acquired the most significant dynamics in the EG - both indicators showed a significant increase in
the average (9.07 and 2.52 vs. 12.22 and 3.59, respectively). The statistical analysis confirmed the primary
assumption of our study about the effectiveness of the developed model of forming future computer science
teachers’ readiness to develop students’ digital security skills based on the information approach. The problems
identified in the study and the results obtained gave grounds for formulating recommendations for developers and
teachers who implement educational programs for training computer science teachers. In particular, the lack of a
consistent and effective digital security policy in computer science teacher education programs may have delayed
negative consequences. Integrating digital security courses into computer science teacher education programs
should go beyond isolated elective or optional courses and become a normative component of the curriculum.
Education institutions should develop a culture of lifelong learning for professional development in digital security.
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rOJIOBYIOYOTO Ha 3aCiflaHHi

BignosizanpHuii 32 MiATOTOBKY Yuctsakosa Iprna AHaTosiiBHa

00JIiIKOBHX JOKYMEHTIB



PeecTtpaTop VYKpIHTEI

KepiBHuk Bigginy YKpIHTEI, mo €
BiZITIOBiZAaILHUM 3a peecTpallilo HayKoBoi IOpuenko TeTsHa AHaTosiiBHA

OistJIBHOCTI




