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Pedepar:

1. Y nuceprauii 37iliCHEHO TEOPETUYHE y3arajJbHEHHS I IPaKTUYHE PO3B’s13aHHS pobaeMu (POpMyBaHHS
FOTOBHOCTI MaliOyTHIX y4uTesliB iHPOPMATUKHU 1O PO3BUTKY HaBUYOK LIM(PPOBOI 6e3MeKU Y4HIiB Ha 3acaiax
indopmauiitHoro nigxony. Y nepiomy po3zini oxapakTepru3oBaHo LudpoBi 3arpo3u i BinnosigHi HaBUYKY U@POoBOi
6e3IeKu MOJIOZ] Ta 10BEJIeHO BAXJIMBICTD iX PO3BUTKY B yMOBax iHGOPMaLiiHOTO CyCIIiIbCTBA, @ TAKOXK

y3arajbHEHO pe3yJIbTaTH aHajli3y TEOPETUYHOTO i MPaKTUYHOTO CTaHy PO3POOIEHOCTI POO6IEMU MiATOTOBKU



MaMOYTHIX y4nTesliB iHPOPMATHUKU O PO3BUTKY HAaBMYOK LMPPOBOi 6e3nekn y4HiB. Ha 0CHOBI aHasi3y HayKOBOi
JliTepaTypy BUSBJIEHO MOJKJIMBI IIJIIXW MOZEPHI3allii Mporpam MirOTOBKY BUUTEJIIB [IJI1 PO3BUTKY B YYHIiB HABUYOK
1r@poBoi 6e3neKku: iHTerpanis 1uppoBoi 6e3MeKu B Kypcu 3 METOAUKM HaBYaHHS iHPOPMAaTUKY; po3pobKa i
YIPOBAIXEHHS CIIeLiali30BaHUX KYPCiB 3 LM(PPOBOi 6€31€KU Y OCBITHbO-NIPOPECIiNHI IPOrpamMu MirOTOBKU
BUMTEJIiB; BAKOPUCTAHHS UU(POBUX iHCTPYMEHTIB Ta CUMYJISLi 17151 GOPMYyBaHHSI IPAKTUYHUX HAaBUYOK LIUPPOBOI
0e3reKy; CIIpUSHHS CIiBIpali Ta 0OMiHy 3HaHHSIMU 3 IpodecioHanaMu. Y APyromMy po3fijii yTOUHEHO CYTHICTb i
CTPYKTYpPY FOTOBHOCTI MailOyTHiX yuuTeliB iHPOPMATUKU 4O PO3BUTKY HABUUOK LIM(POBOI O€311EKN YUHIB,
3MOJI€JIbOBAHO NpoLec GOPMYyBaHHS FOTOBHOCTI MallOyTHIX yunTesiB iHGOPMATUKU 4O PO3BUTKY HAaBUYOK
udpoBoi 6e3nexy YIHIB Ha 3acaax iHpopmMaliiiHoro niaxony. 3a pe3yabTaTaMu TEPMIiHOJIOTIYHOTO aHaJI3y
KJIIOYOBUX IOHSTh JOCJiJIKEHHS OyJI0 YTOUHEHO CYTHICTb KJII0UOBOi KaTeropii focifikeHHs. BusBieHa CyTHICTb
00yMOBMJIA PO3IJIS], TIOHSTTS «TOTOBHICTb YYUTEJIB iHPOPMATUKY 10 PO3BUTKY HAaBUYOK LU(PPOBOi 6€3MeKM yUHiB»
SIK CKJIQIHOTO OCOOHMCTICHOTO YTBOPEHHS, SIKe TIOEAHYE B COOi TPY KOMIIOHEHTH: - MOTHBaLliiHUI KOMIIOHEHT; -
[IpeIMETHO-METOIUYHUI KOMIIOHEHT; - OCOOUCTICHUI KOMIIOHEHT i OXOIIIOE pePIeKCUBHY isJIbHICTB, IKa
IIO3BOJIsIE aHAJII3yBaTU BJIACHUM piBeHb (P POBOi 6€31eKU, BAJOCKOHAIIOBATY METOMKY HaBYaHHS, GOpMyBaTu
KPUTHAYHE MUCJIEHHS Y WIKOJISIPIiB Ta YCBiZOMJIIOBATY €TUYHi aclieKTy 1udpoBoi B3aeMogii. Ha 0CHOBI y3araibHeHHS
HAyKOBUX pe3yJIbTaTiB OOIPYHTOBAHO HEOOXiHICTh BUKOPUCTAHHS iH(QOpMaLifiHOrO MiAX0y 5K MPOBiIHOrO y
(opMyBaHHi TOTOBHOCTiI MaliOyTHIX yuuTeiB iHPOPMaTUKU O PO3BUTKY HAaBUYOK LIM(PPOBOi 6€31eKU YUHIB,
OCKiJIbKM caMe iH(pOopMaLiHUN NifgXif, 103BOJIsI€E MalOyTHIM yUUTEIISIM ONAaHyBaTU IPUHLUUNY O€3I1€YHOI B3aeMOJi
B LU POBOMY CEPELOBUIL, PO3BUHYTU HAaBUYKU KPUTUYHOTO aHasi3y iHpopMallii, 3aX1CTy NepCoOHaIbHUX JAaHUX Ta
€TUYHOTO BUKOPUCTaHHS LU(PPOBUX PECYPCIB. 3 BUKOPUCTAHHIM METOMY MOJEIOBAHHA 6yJI0 YHAOUHEHO NPOLEC
(OopMyBaHHS TOTOBHOCTI MalOyTHIX yuuTeJsIiB iHPOPMATUKH O PO3BUTKY HaBUYOK LIM(PPOBOi O€3I1€KM YUHIB Ha
3acazax iHpopMaLiliHOro Migxony. ABTOpCbKa MOZEJb 6a3yeThCs HA JOTPUMAaHHi IPUHLNIIB (HAyKOBiCThb Ta
aKTyaJIbHICTb, CHCTEMHICTb, KOMIIETEHTICHA OPi€HTOBAHICThb, IPAKTUKO-OPi€HTOBAHICTD, iHTETpalLlisd Ta
MDKAMCLUMILIIHAPHICTD) IpY opraHisallii HaByaHHS crelkypcey «Llndposa 6e3neka y HaB4aJbHOMY CEPEeLOBULLI» Y
TpaguLiiHii ¢popmi (J1eKuii, MpaKTUYHi 3aHSITTS) 3 BUKOPUCTAHHSIM aKTUBHUX i IPOOJIEMHUX METO/MiB HaBYaHHS Ta
pisHuX 1MPPOoBUX 3ac06iB HaBUaHHS (LMQPOBI HABYAJIbHI CEPELOBUIIA, LN(POBi OCBITHI pecypcH Ta Iporpamu
CIIelliali3oBaHOro CIPsIMyBaHHS). Y TPETbOMY PO31ijli po3p06JI€HO AiarHOCTUYHUI iHCTpYMEHTapiil JOCiIKeHHS
Ta €KCIIEPUMMEHTAJIBHO I1€PEBIPEHO €(PEKTUBHICTb MOAEJi (POPMYBaHHSI TOTOBHOCTI MallOyTHIX yYUTEIiB
iH(pOpMaTUKK 10 PO3BUTKY HaBUYOK LIM(POBOi 6€3MeKM yUHIB Ha 3acafax iHpopMaLiliHOro nigxony. Y SOCiIKeHH]
3 BUKOPUCTaHHSIM MTOPIBHSJIBHOTO aHaJIi3y CXapaKTe€PHU30BaHO YOTHUPH PiBHI TOTOBHOCTI MAaUOYTHIX yYMTEJIiB
iHpopMaTUKK 10 PO3BUTKY HaBUYOK LIM(POBOi 6€3MeKU yUHiB: I0YAaTKOBUIL, 6a30BUI1, BUCOKUA, TBOPUMIL. BusiByieHi
B XO[li JOCJIiZPKEHHS TPOGJIEMU 1 OTPMMAaHI Pe3ysbTaTy Ay MifCTaBy AJ1s1 GOPMYJIIOBAaHHS PEKOMEHAALIN
PO3POOHMKAM Ta BUKJIA[Ia4yaM, sIKi peasisyloTb OCBiTHI TpOrpamMu MiArOTOBKY BYUTEIIB iHPOpMaTUKU. 30Kpema,
BiICYTHICTb I10CJIiOBHOI Ta €(pEeKTUBHOI IOJIITUKU B ranysi u@poBoi 6e3neKky B OCBITHIX Tporpamax MiiroTOBKU
yuuTesliB iHpOPMaTUKMA MOXKE MaTU BiTepMiHOBaHi HETaTMBHI HacifKu. [HTerpauis Kypcis 3 LngpoBoi 6e3neKku B
OCBITHI IPOrpaMu MiArOTOBKY BYUTEJIB iHPOPMATUKN Ma€e BUITHU 32 PAMKU i307IbOBAHUX BUOIPKOBUX ab0
(aKyJIbTaTUBHUX KYPCiB i CTaT¥ HOPMAaTUBHMM KOMIIOHEHTOM OCBITHBOI IIPOrPaMH, a OCBIiTHI YCTaHOBU IIOBUHHI

PO3BUBATU KyJIbTypy O€3l1epepBHOr0 HaBYaHHS 1J1s1 IPOQeciiHOro po3BUTKY B rajnysi 1udpoBoi 6e3nexu.

2. The thesis provides theoretical generalization and practical solution to the problem of forming future computer
science teachers’ readiness to develop students’ digital security skills based on the information approach. The first
chapter characterizes digital threats and relevant digital security skills of youth. It proves the importance of their
development in the information society, as well as summarizes the results of the analysis of the theoretical and
practical state of the problem of preparing future computer science teachers to develop students’ digital security
skills. Based on the analysis of scientific literature, possible ways to modernize teacher training programs to
develop students’ digital security skills are identified: integration of digital security into courses on computer
science teaching methods; development and implementation of specialized courses on digital security in
educational and professional teacher training programs; use of digital tools and simulations to develop practical
digital security skills; promotion of cooperation and knowledge exchange with professionals. The second chapter



clarifies the essence and structure of future computer science teachers’ readiness to develop students’ digital
security skills, and models the process of forming the readiness of future computer science teachers to develop
students’ digital security skills based on the information approach. The identified essence led to the consideration
of the concept of “computer science teachers’ readiness to develop students’ digital security skills” as a complex
personal formation that combines three components: - the motivational component; - the subject-methodological
component; - the personal component is an important component of readiness. It includes reflective activities that
allow analyzing one’s own level of digital security, improving teaching methods, developing critical thinking in
students, and realizing the ethical aspects of digital interaction. Using the modeling method, the process of
forming future computer science teachers’ readiness to develop students’ digital security skills based on the
information approach was illustrated. The author’s model is based on the principles (scientificity and relevance,
systematicity, competence orientation, practice orientation, integration and interdisciplinarity) in organizing the
teaching of the special course “Digital Security in the Learning Environment” in the traditional form (lectures,
practical classes) using active and problem-based learning methods and various digital learning tools (digital
learning environments, digital educational resources, and specialized programs). In the third section, the
diagnostic tools of the study are developed, and the effectiveness of the model of forming future computer science
teachers’ readiness to develop students’ digital security skills based on the information approach is experimentally
tested. As a leading method of scientific and pedagogical research, the pedagogical experiment is used to confirm
theoretical conclusions through statistical methods. The empirical data collected during the pedagogical
experiment for all indicators confirmed the positive changes in the average for the EG compared to the CG: the
subject-methodological component of future computer science teachers’ readiness to develop students’ digital
security skills acquired the most significant dynamics in the EG - both indicators showed a significant increase in
the average (9.07 and 2.52 vs. 12.22 and 3.59, respectively). The statistical analysis confirmed the primary
assumption of our study about the effectiveness of the developed model of forming future computer science
teachers’ readiness to develop students’ digital security skills based on the information approach. The problems
identified in the study and the results obtained gave grounds for formulating recommendations for developers and
teachers who implement educational programs for training computer science teachers. In particular, the lack of a
consistent and effective digital security policy in computer science teacher education programs may have delayed
negative consequences. Integrating digital security courses into computer science teacher education programs
should go beyond isolated elective or optional courses and become a normative component of the curriculum.
Education institutions should develop a culture of lifelong learning for professional development in digital security.
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VIII. 3akr04Hi BimoMocTi
BaacHe IlpizBume Im'a ITo-6aTbKOBI [lnmerko IHHa Bosonumupisha

TOJIOBH paju

Biacue IpizBume Im's [1o-6aThKOBI [Mumenko [nHa BononumupisHa

rOJIOBYIOYOTO Ha 3acCifiaHHi

Bi,ILHOBi,ILaJIbHHfI 3a Hi,uI'OTOBKy YucTtgakoBa IpI/IHa AHaTosiiBHa

00JIIKOBHX JOKYMEHTIB

PeecTtpartop YkpIHTEI

KepiBHuKk Bigginy YKpIHTEI, mpo €
BiZITIOBiJaJIbHUM 3a PEECTpalLilo HayKoBoi IOpuenko TeTsHa AHaToiiBHA

OisIJIbHOCTI




