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1. 3abesneuyeHHs 3anacy GyHKIIOHANBHOI CTIMKOCTI iHpOpMaLifHUX CUCTEM B YMOBAX iHIUAEHTIB HYJIbOBOTO JTHS

Ha OCHOBI KJlacTepu3allii

2. Ensuring the functional resilience of information systems in the event of zero-day incidents through clustering

Pedepar/aHoTanis:

1. O6’ekT mocmimKeHHs: polec 3abe3nedeHHs 3anacy QyHKLiOHaIbHOI CTiKOCTi iHpOopMaLiiiHUX cuCcTeM (Tati -
IC). [IpepmeT mocifkeHHs: MoZesli Ta MeToAu 3abe3neyeHHs 3anacy QyHKIioHanbHOI cTiikocTi IC B ymoBax
iHIMIEHTIB HYJIbOBOTO JHS HA OCHOBI KjlacTepu3alii. MeTa fucepranifiHoi poOOTH: NiABUIIATA €PEKTUBHICTb
CHCTEM 3a0€3IeYeHHs 3anacy (PyHKUioOHaAbHOI cTiliKocTi IC B yMOBax iHIMIEHTIB HYJILOBOTO IHS. B po6oTi
OTpMMaHi HOBi HayKoBi pe3ynbraTu: 1. [loganbmunii pO3BUTOK MOJeel 3anacy QyHKLiOHaNbHOI cTiikocTi IC B
YMOBax iHIUIEHTIB HYJIbOBOT'O [IHS Ha OCHOBI METPUK KOPUCHUX e(deKTiB cUCTeM Ta MifcucteMm. 2. Briepuie
3aIpPONIOHOBAaHA MOJE/b KEPIBHUX BIVIMBIB Ha 3anac (pyHKLiOHaIbHOI cTilikocTi IC Ha IpuKiagi cucteMu
3abe3neyeHHs QyHKLIOHANBHOI cTiliKocTi IC B yMOBax iHIMIEHTIB Hy/1bOBOTO AHA. 3. HabyB MojasybIoro po3BUTKY

METOJ, BU3HaYeHHs 3anacy QyHKIioHanIbHOI cTiikocTi IC B yMOBax iHIMIEHTIB HYJIbOBOTO JIHS HA OCHOBI



kiacrepusauii. TeopeTnyHe i MpakTUYHE 3HAYEHHS OTPMMAHUX pe3yJbTarTiB: 1. [IporHo3yBaHHs 3anacy
(dyHKLIOHATBHOI CTIMKOCTI CCTEMH Ta 3HAXOPKEHHS ONITUMAJIbHOTO PO3IOLiNTy PeCypCy CUCTEMU MixX
MiJCUCTEMaMHU, 3 YpaxyBaHHSIM iX BJIaCTUBOCTEN, B YMOBAX iHIIMIEHTIB HYyJIbOBOTrO IH. 2. Ha erari NpoeKkTyBaHHS
IO3BOJIsIE HAJJaBaTH CUCTeMi OTPiOHI piBHI OTEHLiaTy aBTOHOMHOCTI Ta [OTEHLiajy Crewiasisalii cucteMuy,
HAJIABaTU CUCTEMi YMOBM peastisalii MoTeHLialiB aBTOHOMHOCTI Ta crieljiasisalii, a TaKoX Ha eTarli eKCIuryaTauii
crucTeMu 306iybIIyBaTy 3anac QyHKIiOHaNIbHOI CTIMKOCTi CUCTEMHU B MOTPIOHUX MeXKax 33 PaXyHOK CTBOPEHHS
pecypCcHOi HaJIMIIKOBOCTI. 3. []J03BOJIsIe He JMIle BUSIBUTU HeOE3Ie4YHi CTaHy, ajle I BU3HAYUTU PiBeHb 3a1acy
(PYHKLIOHAIBHOI CTIMKOCTI HA OCHOBi arperoBaHoi METPUKY, 1[0 BUKOPUCTOBYE BifICTaHi Bill HOBOTO CTaHy
HYJIbOBOTO JTHS [10 BiJOMUX [TIO3UTHMBHUX Ta HETaTUBHUX CTaHIB. [I[pakKTU4HE 3HAYE€HHS OTPMMAaHUX PE3YyJIbTATiB
1oJIsirae y po3po61ii Mozeseil Ta MEeTO/IB, SIKi J03BOJIMIIM PO3POOUTH Ta YCIIIIHO 3aCTOCYBAaTH HA IIPAKTULL
IporpaMHe 3a6e3nedyeHHs [1jis IPOrHO3yBaHHs 3anacy QyHKIiOHaIbHOI CTiKoCTi IC B yMOBax iHIIM/IEHTIB
HYJIbOBOTO JHS, IJ151 ONTUMAJIBHOTO PO3MOiTy 06MEXEHOTO PECYPCY MiX MiICUCTEMaMU, IPOEKTYBAHHS CUCTEMU
3abe3nevyeHHs PyHKUiOHAIbHOI cTilikocTi IC 3 TaKMMU BIaCTUBOCTSIMHY, 1110 HaWKpallle BilllOBiAal0Th yMOBaM
po6otu IC. PesysnbTaTy JOCIIIKEHDb IPUMHATI [0 BIPOBAJ)KEHHS B KOPIOpPaTHBHI iHpopMauiiHiil cuctemi TOB
«CAVBEP JIAB», TOB «HBIT «CMAPT COJIIOIIEHC», a TakoX B KOPIIOPATUBHIl XMapHili 069UCIIIOBAIbHIi
matgopmi TOB «JATA 3AXUCT».

2. Object of research: the process of ensuring the functional resilience margin of information systems (hereinafter
- IS). Subject of research: models and methods for ensuring the functional resilience margin of IS under zero-day
incidents based on clustering. Objective of the dissertation: to enhance the efficiency of systems ensuring the
functional resilience margin of IS under zero-day incidents. Scientific novelty of the obtained results: 1. Scientific
novelty of the obtained results: 1. Further development of models for the functional resilience margin of IS under
zero-day incidents based metrics beneficial effects of systems and subsystems. 2. A model of control actions
regarding the functional resilience margin of an information system is proposed for the first time, using the
example of a system for ensuring the functional resilience of an information system in the face of zero-day
incidents. 3. Further development of a method for determining the functional resilience margin of IS under zero-
day incidents using clustering techniques. Theoretical and practical significance of the obtained results: 1.
Forecasting the system's functional resilience margin and determining the optimal allocation of system resources
among subsystems, taking into account their properties under zero-day incident conditions. 2. At the design stage,
it enables providing the system with the required levels of autonomy and specialization potentials, establishing the
conditions for realizing these potentials, as well as increasing the system's functional resilience margin within
required limits during operation via resource redundancy. 3. It enables not only detecting hazardous states, but
also determining the level of the functional resilience margin based on an aggregated metric utilizing distances
from a new zero-day state to known positive and negative states. Practical significance of the results lies in the
development of models and methods that facilitated the engineering and practical deployment of software
designed to forecast the functional resilience margin of IS under zero-day incidents, optimize the allocation of
constrained resources among subsystems, and design IS functional resilience systems with properties tailored to
specific operational environments. Implementation of research results: The research findings have been accepted
for implementation in the corporate information system of «CYBER LAB» LLC, SCIENTIFIC PRODUCTION
ENTERPRISE «SMART SOLUTIONS» LLC, and the corporate cloud computing platform of «DATA PROTECTION»
LLC.
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