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2. Methods and systems for detecting computer attacks in corporate networks based on population algorithms

Pedepar:

1. Y po6oTi nogaHo pe3ysbTaTH JOCIiIKEHHS], CIIPSIMOBAHOTO Ha MifBUILIEHHS €(eKTUBHOCTI NPOTUAIi 3JI0BMUCHUM
IisSIM Y KOPIIOPAaTMBHUX MEPeXXax LIJISIXOM YIOCKOHAJIEHHS apXIiTEKTYPH Ta METOJiB (PYHKIIOHYBaHHS OOMaHHUX
cucreM 3 npumankami i nactkamu (OCIIIT). 3anponoHOBaHO OHOBJIEHY apXiTEKTYPY TAKUX CUCTEM, Y SIKill
CHHTE30BaHO IOMYJIALiMfHI aITOPUTMU, 30KpeMa aIFOPUTM MOJII 1 IToJIym’s], 110 3abe3revyye oNTUMizallito
(opMyBaHHS NIOCJiJOBHOCTEN KPOKIB y IIpoleci peasisaliii KOMITIOTEPHHUX aTaK i [ill 3710BMUCHOTO IIPOIrPaMHOr0
3a6e3ne4eHHs. 3aBIsSKU LIbOMY IOCITa€ThCS YHUKHEHHS IOBHOTO NIEPE60PY MOXKJIMBUX BapiaHTIB, TPUCKOPEHHS
30DKHOCTI pilleHb I1if, yac AMHAMIYHUX 3MiH y cepefoBUILi KOPIIOPAaTUBHOI MepeXi Ta BpaxyBaHHS IIOTEHLiHO]
3/1aTHOCTI 3JI0BMUCHUKIB 37i/ICHIOBATH [IBOLiIZIbOBI aTaku. 31iliCHEHO aHaJli3 apXiTeKTypy cy4acHUX OOMaHHUX
CHCTEM, METOJ,B iX opranizallii (yHKIIIOHyBaHHS, METOIiB BUSIBJIEHHS] KOMITIOTEPHUX aTaK Ta TUIIB [OMYJISLIMHAX
aJIrOPUTMIB, SIKi MOXKYTb OyTH cUHTe30BaHi B apxiTekTypi OCIIII. B po6ori npencrasneno apxitekrypy OCIIII, B skiit

CHMHTE30BaHO JITOPUTM MOJI i MOJIyM’s 1151 IIOKpalieHHs iX QyHKIiOHyBaHHS IIif 4ac aTtak, Mojesli ABOLIbOBUX



KOMITIOTEPHUX aTaK, METOJ], CUHTe3y aJIFOPUTMY JUCKPETHOI onTruMizallii Mo i nosym’s B apxitektypi OCIIIT
meToy, opranizauii pyHkuionysanHs OCIII B KOpIIOpaTUBHUX MEpesKax, METO, BUSBJIEHHS aTaK BiMOBa B
00CJIyTOBYBaHHi y Mepe’kax Ha OCHOBI CTaTUCTUYHUX ITOKA3HUKIB a TAKOXX PO3pO0JIEHO BiANOBiHY OOMaHHY
CHCTEMY, 3[1iICHEHO IIOCTAHOBKY €KCIIEPUMEHTIB Ta IIPOBELEHI TOCIII>KEHHS! i3 pO3p00JIeHOI0 cucTemMo10. O6’'€KTOM
nocrnipkeHHs e npouec opranisauii OCIIIT nng BusasnenHsa KA ta 3113 B KopriopaTuBHUX Mepeskax. [Ipegmerom
IIOCJIiIKEHHS € MeTONI OpTaHi3alii 0OOMaHHUX CUCTEM 3 IPUMaHKaMMU i TACTKaMMU [1JIsl BUSIBJIEHHSI KOMITIOTEPHUX
aTak Ta 3JI0BMUCHOTO IIPOIPaMHOro 3a6€3Me4eHHs B KOPIIOPAaTUBHUX MepeXax. MeTolo IucepTaliftHoro
IOCJIIKeHHS € NMOKpalleHHs IPOTU/Iii KOMITIOTEPHUM aTakaM Ta 3JI0BMUCHOMY IPOrPaMHOMY 326e3I1e4eHHIO B
KOPIIOPaTUBHUX Mepeskax IMIJIIKOM ONTUMIizallii KpOKiB 0OMaHHUX CUCTEM 3 IPMMaHKaMU i TaCTKaMM 32 PaxyHOK
CHUHTE3Y IONYJIALIMHNX aJITOPUTMIB B LIEHTPax [IPUMHATTS pilleHb. HayKoBa HOBU3HA OTPUMAHUX PE3YJILTATIB
IIOJISITA€ B HACTYITHOMY: yIOCKOHAJIEHO apXiTEKTypy OOMaHHUX CUCTEM 3 IPMMAHKaMU i IaCTKaMH, B SIKill Ha
BiZMIHY BiJl BiJOMVX BapiaHTiB apXiTeKTypH, 30iliICHEHO CUHTE3 MOMYJIALIMHNX aJITOPUTMIB, 30KPEMA aJITOPUTMY
Mo i mosym’s, it onTuMizalii popmMyBaHHSI I1OCIIiZOBHOCTI HACTYITHUX KPOKIB IpU 3zilicHeHHi KA Tta niit 3113,
YVHUKHEHHSI [IOBHOTO ITepebopy BapiaHTIB, IIBUKOI 30DKHOCTI 06paHuX KPOKIB IIpY TPUBAKYUX BIIMBAX Ta 3MiHU
MIOCJIiOBHOCTI KPOKIB 3 BpaXyBaHHSM IOTOYHUX 3MiH B OTOYYIOUOMY CEPENIOBHUIIi KOPIIOPATUBHUX MEPEXK, a TAKOXK
BpaxXyBaHHSI [IOTEHIiIHOi CITPOMO>KHOCTI 37I0BMUCHUKIB [0 3MiMICHEHHS JBOLiIbOBUX KA; po3p0671eHO HOBUM METO]
CHHTE3Y aJrOpUTMYy AUCKPETHOI ONITMMIi3allii MoJli 1 TOJIyM’ss B apXiTeKTypi 0OMaHHUX CUCTEM 3 IpUMaHKaMU i
[IaCTKaMH, SIKUH, Ha BiIMiHY Bif| BiTOMUX, XapaKT€PU3YeTbCsI POPMYBAHHSIM AMCKPETHOIO IIPOCTOPY MOLIYKY 3
KOOPAMHATHUM IOJIaHHSIM O0’€KTIB, CHHTE30M CIIipajIbHOI'O CJIiJly Ha OCHOBi CEKTOPHOT'O OLiHIOBaHHS ITOTEHLIMHNX
KPOKIB i KyTOBUX XapaKTEPUCTUK, YPaXyBaHHSM 4acy SIK [TapameTpa 3MiHM KPOKiB Ta JUHAMIYHUM IepEeMillleHHIM
MOJIi ¥ MOJTyM’sl 1711 YHUKHEHHSI ITIepe4acHoi 30DKHOCTI [0 JIOKaJIbHUX ONTUMYMIB, 10 AaJ10 3MOTy PO3pO0JIsTU
0OMaHHI CUCTEMH, 5IKi 3a6€31e4yI0Th JOBrOTPUBAJIE ! aJallTUBHE (PYHKLIOHYBAaHHS Y [IPOLECi IPOTUIil
3JI0BMUCHHKAM y KOPIIOPAaTUBHUX MepesKax 32 paXyHOK 3MiHM KPOKIiB J1J1s1 OIpall0BaHHS [107il; po3p06JIeHO HOBUU
MeTOoJ, oprasisanjii pyHKLiOHYBaHHS OOMaHHUX CUCTEM 3 IPUMaHKaMU i MacTKaMU B KOPIIOPAaTUBHUX MEPEXax, B
SKOMY Ha BiJMiHY Bifl BilOMUX, B apXiT€KTypi 0OOMaHHUX CUCTEM CUHTE30BaHO MONYJISILilHI aIrOPUTMHU, 30KPEMA
aJITOPUTM MOJIi i TOJIyM'sl, 1J14 3[iliICHEHHSI HUMU BUOOPY HACTYIHUX KPOKIB 7151 yHUKHEHHS peartisaliii
3JI0BMUCHMKaMMU [IBOLIIZIbOBUX aTakK 110 Ja€ 3MOTy YHUKATU [I0BHOTO IIepebopy BapiaHTiB 3 MOXJIMBUX KPOKIB,
IIBUAJIKOI 30DKHOCTI 06paHMX KPOKiB IIpY TPMBAKYUX BIIMBAX Ta 3MiHY I1OCJILOBHOCTI KPOKIB 3 BpaxyBaHHSIM
[IOTOYHMX 3MiH B OTOUYIOUOMY CE€PELOBUIII KOPIIOPATUBHUX MEPEXK Ta YCKIIAJHIOE [1ii 32 paxyHOK MPUNHATTS
pilieHb Ha OCHOBI NOMYJISILIHHUX aJITOPUTMIB 3 MOKJIMBICTIO CAMOCTIMHO 6JI0KyBaTy ab0 aKTMBYBATU CEPBEPH YU
KOMITIOTePHI CTaHIlii, MPUMaHKU YU [MACTKU Mif] 4aC BCTAaHOBJIEHHS MMOTEHIIiIIHO 3JTOBMUCHUX BILJIUBIB B
KOPIOPaTUBHUX MEPEXax; po3p0o0JI€HO HOBUI METOJ, BUSIBJIEHHS aTaK BilMOBU B 00CJIyTOBYBaHHI y MepeXkax Ha
OCHOBI CTaTUCTUYHUX [TOKA3HUKIB, IKUI HA BiIMiHY Bif BizoMux, 6a3yeTbcst Ha 06YKNCIEHHI CTATUCTUYHUX 03HAK
MepeskHoro IP-Tpadiky npu po36uTTi MOTOKY MakeTiB HAa 4YacOBi BiKHA, i BCTAHOBJIIOE AUHAMIUHi 3MiHU TpadiKy Ha
PiBHI BCbOTI'O aHAJII30BaHOrO ME€PiOay, 110 NO3BOJISAE MiIBULIMTH LOCTOBIPHICTb BUSBJIEHHS aTaK BilMOBa B
06cyIyroByBaHHi. [IpakTryHE 3HaYE€HHS OTPUMaHUX Pe3yJIbTaTiB. PO3po61eHo 06MaHHy CUCTEMY 3 TPUMaHKaMHU i
nactkamu 1ijist BusisieHHs KA ta 3[13 B KOPIIOpaTUBHUX MEPESKAx, OCOBIUBICTIO SIKOi € MPUUHSTTS B Hill pillieHb
10,0 HAaCTYITHUX KPOKIB Ta iX KOPUTYBaHHS 3 BUKOPUCTAaHHIM aJITOPUTMY IUCKPETHOI onTUMizalii MoJi i mosym’s, a
TaKOX iMIIJIEMEHTALLi€I0 B il KOMIIOHEHTaX METOly BUSIBJIEHHSI KOMITIOTEPHUX aTaK Ha OCHOBI aHai3y iX CTaTUYHUX

[TIOKa3HUKIB.

2. The paper presents the results of a study aimed at increasing the effectiveness of countering malicious actions
in corporate networks by improving the architecture and methods of functioning of deceptive systems with
decoys and traps (OSPP). An updated architecture of such systems is proposed, in which population algorithms are
synthesized, in particular the moth and flame algorithm, which optimizes the formation of sequences of steps in
the process of implementing computer attacks and malware actions. This avoids a complete enumeration of
possible options, accelerates the convergence of solutions during dynamic changes in the corporate network
environment, and takes into account the potential ability of attackers to carry out dual-purpose attacks. The
analysis of the architecture of modern deceptive systems, methods of their organization of functioning, methods



for detecting computer attacks and types of population algorithms that can be synthesized in the OSPP
architecture is carried out. The paper presents the architecture of the OSPP, in which the algorithm of moths and
flames is synthesized to improve their functioning during attacks, models of two-purpose computer attacks, the
method of synthesis of the algorithm of discrete optimization of moths and flames in the OSPP architecture, the
method of organizing the functioning of the OSPP in corporate networks, the method of detecting denial-of-
service attacks in networks based on statistical indicators, as well as the appropriate deceptive system was
developed, experiments were set up and studies were carried out with the developed system. The object of the
study is the process of organizing OSPP for the detection of spacecraft and runways in corporate networks. The
purpose of the dissertation research is to improve counteraction to computer attacks and malware in corporate
networks by optimizing the steps of deceptive systems with decoys and traps through the synthesis of population
algorithms in decision-making centers. The scientific novelty of the results obtained is as follows: the architecture
of deception systems with decoys and traps has been improved, in which, in contrast to the known variants of
architecture, the synthesis of population algorithms, in particular the moth and flame algorithms, has been carried
out to optimize the formation of the sequence of subsequent steps in the implementation of spacecraft and actions
of the malware, to avoid a complete enumeration of options, rapid convergence of selected steps with ongoing
impacts and changes in the sequence steps taking into account current changes in the environment of corporate
networks, as well as taking into account the potential capability of intruders to carry out dual-purpose spacecraft;
A new method for the synthesis of the algorithm for discrete optimization of moths and flames in the architecture
of deceptive systems with decoys and traps has been developed, which, in contrast to the known ones, is
characterized by the formation of a discrete search space with a coordinate representation of objects, the
synthesis of a spiral trace based on sectoral estimation of potential steps and angular characteristics, taking into
account time as a parameter of step change, and the dynamic movement of moths and flames to avoid premature
convergence to local optimums, which made it possible to develop deceptive systems that ensure long-term and
adaptive functioning in the process of countering intruders in corporate networks by changing steps for
processing events; A new method of organizing the functioning of deceptive systems with decoys and traps in
corporate networks has been developed, in which, in contrast to the well-known ones, population algorithms, in
particular the moth and flame algorithm, are synthesized in the architecture of deceptive systems, in order for
them to choose the next steps to avoid the implementation of two-purpose attacks by attackers, which makes it
possible toavoid a complete enumeration of options from possible steps, rapid convergence of selected steps with
ongoing impacts and change in the sequence of steps taking into account current changes in the environment of
corporate networks and complicates actions due to decision-making based on population algorithms with the
ability to independently block or activate servers or computer stations, decoys or traps when establishing
potentially malicious influences in corporate networks. Practical significance of the results obtained. A deceptive
system with decoys and traps for detecting spacecraft and runways in corporate networks has been developed, the
peculiarity of which is decision-making on the next steps and their adjustment using the algorithm of discrete
optimization of moths and flames, as well as the implementation of the method of detecting computer attacks in
its components based on the analysis of their static indicators.
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