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CTPYKTYPY BUCOKOTOYHUX CTETONETEKTOPIB JJ151 HaJlilHOTO BUSIBJIEHHS CTETAaHOTPaM B YMOBAX «CJIIMIOrO»
CTeroaHaslisy, po3po6Ky MeTOZiB JIoKasi3allii 10JI0’KeHHs ITiKCeJliB, BAKOPHUCTAaHUX [1J1s1 BOYIOBYBaHHS CTErobiTiB, Ta
BUJTyYEHHS TPMXOBAHUX [IOBiJOMJIEHB, @ TAKOXK JECTPYKLil cTeraHorpaM Ipu 3abe3neyeHHi MiHiMaIbHUX 3MiH
CTaTUCTUYHUX IIapaMeTpiB 06po6III0BaHNX 300paskeHb, 110 [103BOJISIE MACKYBaTH BILJIMB Ha cTeraHorpadiuHuii

KaHaJl epenayvi NaHux.

2. Disruption of critical infrastructure systems (CIS) of government institutions and private corporations, especially
in the context of military operations, can lead to unauthorized leakage of restricted information, as well as
significant losses in the economic, social, political and military spheres. Effective countermeasures against the use
of non-forceful methods of influence by the adversary (competitor) to disrupt the operation of the CIS requires the
introduction of multi-level and comprehensive protection of the critical information infrastructure of state and
private organizations. Special attention is paid to measures aimed at reducing threats related to the leakage of
personal data when exchanging multimedia data, such as digital images, in communication systems, in particular,
ensuring reliable detection of hidden (steganographic) transmission channels information with limited access. In a
number of theoretical studies and practical applications of the methods for high-precision stegdetectors (SD)
design, there are problems caused by: limited or even lack of a priori data regarding the type and parameters of the
embedding method, the impossibility of reliable detection of stego images under minimization of cover image
payload, non-linear dependence of SD accuracy on the statistical and spectral characteristics of processed digital
images. In particular, this applies to cases of detection of stego images formed using the novel adaptive
steganographic methods, which allow to minimize changes in the statistical, spectral and structural parameters of
the cover image by message hiding. The thesis is devoted to solving of the actual scientific and applied problem of
ensuring a high probability of stego images detecting in the absence of a priori data on the used embedding
method, minimizing of cover image payload with stegodata, and changing statistical, spectral, and structural
parameters of processed images within wide limits. To solve this problem, the work proposes a new concept for
the design of SD that is based on the integration the stages of digital image preprocessing and analysis of
statistical, structural and spectral parameters of processed images. This allows reducing the complexity of
designed SD while ensuring high accuracy of stego images detection. In order to solve the researched scientific
and applied problem, a new concept of design methods of preprocessing of the investigated images is proposed,
which is based on the use of special methods of image decomposition and synthesis, to ensure high accuracy of
the estimation of cover image parameters based on the available (noisy) data. On the basis of the proposed
approaches to the selection of optimal methods of preprocessing of the digital images according to the criterion of
minimizing the value of the stego images classification error P_E, experimental estimates of the probability limit of
stego images detection were obtained depending on the available a priori data on the used embedding method and
statistical parameters of the investigated images. In order to align stegdetector’s accuracy with estimated limit of
the probability of stego images detection, a method of synthesis of the structure and optimization of the
parameters of high-precision detectors is proposed. The proposed method is based on representation the task of a
SD design as an optimization task of maximizing the distance between the probability distributions of the
brightness values of the pixels of the cover and stego images after their preprocessing. On the basis of the
proposed method of structure synthesis and optimization of parameters of SD, a software complex for carrying
out steganalysis of digital images is proposed and developed. The complex allows to automate the solution of a
wide range of tasks related to the synthesis of the structure of high-precision SD for the reliable detection of stego
images under the conditions of "blind" steganalysis, the design of methods for the localization of the position of
pixels used for embedding stegobits, and the extraction of hidden messages, as well as the destruction of stego
images while ensuring minimal changes in statistical parameters of processed images, which allows to conceal the
influence on the steganographic data transmission channel.
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