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Pedepar:

1. B po6oTi BupilieHo akTyajbHe HayKOBe 3aBJJaHHS 3 PO3POOKU METOIiB Ta MozeJi 11j1s1 iHdpopMallifiHOI TexHOJIorii
BUSBJIEHHS iH(pOpPMaLIilHUAX Onlepaliil B COLiaJIbHUX MEPE’Kax, 3 BPAXyBaHHIM OCOOJIMBOCTEN (PYHKILIIOHYBaHHS
Pi3HUX TUIIB KOPUCTYBAUiB coLiaIbHUX MepexX. O0’'€KTOM OCTIIKEHHS € TPolieC BUsIBIEHHS iHpOpMaLifiHUX
onepaljiil y coujanbHux Mepeskax. [IpegmMeTom [OoCipKeHHs € MeTOIU, MOieJb Ta iHpopMalliliHa TeXHOJIOTis
BUSBJIEHHS iHpOpMaLifHUX onlepaLliil y CoLliaJIbHUX MEepeXKax Ha OCHOBI areHTHOI'O MOJIEJII0BaHHS. MeTo10
IVCEePTaLifHOrO JOCJIIPKEHHS € MiIBUAILIEeHHS PiBHS iHOpMaLiliHOI 6e3M1eKM 32 PaXyHOK PO3POOKU METOMIB Ta
mogeJii BUusiBJIeHHs iHpopMaliiHUX olepaniil y corjjiabHUX Mepeskax Ha OCHOBI areHTHOTO MOJIe/TIOBaHHSI.
3aBIaHHA JOCIIKEHHS [10J1sirae y po3po0Lii METOIiB Ta MOJeJli HA OCHOBI areHTHOTO MOJIEJ/II0BaHHS 3 Pi3HUMU
THIIAMU areHTiB, @ TAKOK CTBOPEHHI iH(pOopMaLiiHOI TEXHOJIOTIi 1151 BUSIBJIEHH iH(pOpMaLiiiHUX ollepalliil B
colLjiaZIbHUX Mepeskax. 3allpONIOHOBAHI METOIY Ta MOJEJIb IHTETPYIOThCS B €AUHY iH(GOPMALiiHy TEXHOJIOTIIO, SIKa

Mae MOTeHian [j1s IPUKJIALHOTO 3aCTOCYBaHHS B cpepi HauioHanbHOI iHpopMaLifiHoi 6e3nexy, iHpopmaniiiHoi



aHaJITUKY, CTPaTEriYyHNX KOMYHIKaIill Ta COLiaIbHOTO MOJEIOBaHHS. /17151 IpOBeleHHS JOCTiIKEHHS 6YII0
3aCTOCOBAHO METOJ, CUCTEMHOTO aHaJi3y, METOJ, MOJEJIIOBAHHS CLIEHAPiiB, METOAY €KCIIEPTHUX OLiHOK, KOHTEHT-
aHali3, MEpeXXeBY aHAJIITUKY, METOJIY [TOOYJOBM MaTeEMaTUYHUX MOJieJIell BIUIMBY areHTiB, METO 004K CIIEHHS
KoedillieHTiB BIUIUBY areHTiB, iMiTallifiHe MOJEIIOBAHHS, METOIU MAaTEMAaTUYHOTO aHaJi3y, TpadiyHe MOAEIOBAHHS,
MO/IeJIIOBAaHHS AVMHAMIYHUX NIPOLIECiB y 6araToareHTHUX cucTemax, GOpMyBaHHS Ta JU3aiiH 6a3 JaHUX, METOU
onTuMizallii, 0HO- Ta 6GaraToKpUTepiasbHUM aHasi3. Bu3HayeHo, 1110 B yMOBax IoBHoMacuTabHoi arpecii PO npoTtu
YkpaiHy, sika BKJIIOYa€e 37iliCHEHHS iHpOpMalLiiiHOTrO BIIJIMBY, MOHITOPMHT KiOeppOCTOPY B YaCTHHi COLIiaJIbHUX
Mezia Ha IpeJMET BUSIBJIEHHS iH(OpPMaLiiHUX 3arpo3 Ta Opraxisalii IpoTUAii € BasKJIMBUM 3aBAAHHIM
HalioHa/IbHOI 6e3neku Ykpainu B iHdbopmariiliHiil cdepi. Takok 3a3HaY€HO, 10 COIliaabHi MepesXi Hapasi cTamu
OCHOBHUM I10JIEM 37iliCHEeHHS iHpopMaliliHuX onepaliil 3aBIsKU KiJIbKOCTI LiJIbOBOi ayguTOPii, IBUKOCTI i
TOPU30HTAJIBHOCTI PO3NOBCIOMKEHHS KOHTEHTY. OCKiJIbKM iCHYIOUi Ha CbOrOJHi METOIM BUSBJIEHHS iHPOPMaLIIMHUAX
orepaliil y coujaabHUX Mefiia He 3a6e31eYy0Th KOMIJIEKCHOTO BUPIlIeHHS TPO6JieMHU, IIOCTa€ HEOOXiAHICTD Y
PO3pOo06JIeHHI NiAXOiB, 1110 IOENHYIOTh Habip B3a€EMOIONIOBHIOIYUX METOiB i Mogesti. EQekTrBHe BUSIBIEHHS TaKUX
oIepalin BuMarae MiXKIaMCUUIUIIHAPHOIO iAX04y, K1l iHTerpye 3HaHHS Ta iIHCTPYMEHTApil i3 ranysen
iHpopMaTUKH, COLi0JIOrii, ICUXOJIOTiI Ta KOMYHiKaliil. OCHOBHI pe3yJIbTaTu AOCJIIPKEHHS Ta HAyKOBA HOBU3HA
[IOJISTAIOTh ¥ po3poobui Ta Bepudikallii KOMIJIEKCHOTO MiIX0y A0 BUsBIEHHS iHQOpMaLiliHUX onepaLiil y
COLIiaJIbHUX MEPE’Kax IJISIXOM IMO€IHAHHS ABOX METOIB Ta ar€HTHOI MOJeJli 3 iIMiTallilHUMY eKCIIEpUMEHTaMU.
Ynepuie 3allpONIOHOBAHO areHTHY MOJI€JIb, KA BPaXOBye YOTUPU TUIY areHTiB (JIiiepy rpoOMaiCbKoi AyMKHY, 60TH,
TPOJIi, 3BU4aiiHi KOPUCTYBayi) 3 AudepeHLilioBaHnMU KoedillieHTamu BIIIMBY. HaBeleHO MaTeMaTU4YHy IOCTaHOBKY
3a7la4di MOJIEII0BaHHS, 3a[IPOIIOHOBAHO KOMILJIEKCHUI MeTOo, BUsiBieHHs 1O 1171 areHTHOI MOoAesli, o iHTerpoBaHui
B €IMHY iHpOpMaLiliHy TEXHOJIOTiI0. 3alpOIIOHOBAHO NIPOrPaMHy pealizallilo MOZeJi Ta IPOBEAEHO CEPilo
iMiTal[iTHUX €KCIIEPUMEHTIB, SKi NigTBEPIPKYIOTh €(PEKTUBHICTb PO3POOJIEHOr0 MiIX0Ly AJIS aHaJi3y CTPYKTYPHO-
[IOBEJiHKOBUX XapaKTepUCTUK iHPOpMaLiliHUX onepaLiil y tnppoBoMy cepenoBUlLi. MyIbTUMOAANbHICTD
3aIIPOIIOHOBAHOI ar€HTHOI MOJEJI IT0JISIrae y CUHTE3] KIJIBKOX IiIXOMIB 10 iMITal[iiHOrO MOJEJII0OBaHHS
inpopMauifiHKX onepaLliil y CoLiaJIbHUX MepeXkax. Y MoJesli OJHOYaCHO BPaXxOBaHO TOMOJIOTIYHI XapaKTe€PUCTHUKU
MepeXXeBOi CTPYKTypH (CTPYKTYPHUM MifXin), iHAMBinyanbHi IOBEIiHKOBI OCOGIMBOCTI areHTiB (areHTHa
napajurma), 4acoBy AMHAMIKy aKTUBHOCTI KOPUCTYBayiB (JUHAMIYHUMI MiJXil), @ TAKOX COLliajIbHI peakliii, 1110
BiZJOOpaKalOThCs y 3MiHI Mofesiell B3aeMoii (coLionoriyHuii BUMip). Takuil KOMIJIEKCHUH NifXxiz, 3abe3nevye
BHUCOKUI1 piBeHb aIEKBATHOCTI MOZIEJII [I71 aHai3y CKIaAHuX iHpopMalifiHMX IPOLECIB i JO3BOJISE BiITBOPIOBATH
KJIIOYOBI XapaKTepUCTUKY peanbHuX iHpopMaLiliHuX onepaliil. BusHaueHO OCHOBHI CyTHOCTI, 110 3aKJIa1al0Th
OCHOBY (PyHKIIiOHyBaHHS HOBOi iHopMalLliliHOi TexHoJIorii: 1. AreHTHa MOZesb BUSIBJIEHHS iH(popMaLiitHuX
onepaliil B coljaIbHUX MEpPeKax Ha OCHOBI areHTHOTO MOJEJIIOBAaHHS Ta ii NporpamMHuil Ko, 2. MeTos po3paxyHKy
Koe(illieHTy BIIJIMBY KOKHOTO TUITy areHTy. 3. KoMIIeKCHUI MeTOJ, BUSIBIEHHS iHpOpMaLiiiHUX onepaLliil. 4.
MopesoBaHHS 3 OHUM TUIIOM areHTiB (TisIbKW 3BUYaliHi KopucTyBadi). 5. MoesiloBaHHS 3 YOTUPMa TUIIaMU
areHTiB (BCi TUIIM areHTiB). Ha OCHOBI OTpMMaHUX pe3yJbTaTiB cGOPMOBAHO apXiTEKTypy iH(PpOopMaLiiiHOI TEXHOJIOTii
17151 BUSIBJIEHHS iHpOPMaLiiHMX oNepaliil y colianbHuX Mepeskax. Lisg indopmaliifina TeXHOIIOris € yHi(piKOBaHUM
iHCTpYMEHTOM JJ151 IIPOBEIEHHS eKCIIEPUMEHTIB, I0OYA0BY CUMYJISILH iHPOpMaLiiHUX onepaliii, BUSBJICHHS
KJIIOYOBUX aKTOPIB BIUIMBY, Ta GOPMYBaHHS CUCTEMU CTPATEriYHOTO pearyBaHHs Ha OCHOBI JaHUX.

2. The work solves a current scientific task of developing methods and model for an information technology to
detecting information operations in social networks, taking into account the functional specifics of various types
of social media users as components of decentralized systems. The object of the research is the process of
detecting information operations in social networks. The subject of the research is models, methods and
information technologies for detecting information operations in social networks based on agent-based modelling.
The purpose of the research is to enhance the level of information security by developing methods and a model for
detecting information operations in social networks using agent-based The research employs system analysis,
scenario modeling, expert evaluation methods, content analysis, network analytics, mathematical modeling of
agent influence, computation of influence coefficients, simulation modeling, mathematical analysis, graphical
modeling, modeling of dynamic processes in multi-agent systems, database design, optimization methods, and



single- and multi-criteria analysis. The introduction substantiates the relevance of the research topic, formulates
the purpose, objectives, and methods of the research, describes the connection between the research and the
scientific programs of the department, and describes the scientific novelty and practical significance of the
dissertation results. It is determined that in the context of full-scale aggression by the Russian Federation against
Ukraine, which includes the use of information influence, monitoring cyberspace in terms of social media to
identify information threats and organize countermeasures is an important task for Ukraine's national security in
the information sphere. It is also noted that social networks have now become the main field for information
operations due to the size of the target audience and the speed and horizontality of content distribution. Since the
methods currently used to detect information operations on social media do not provide a comprehensive solution
to the problem, there is a need to develop approaches that combine a set of complementary methods and models.
Effective detection of such operations requires an interdisciplinary approach that integrates knowledge and tools
from the fields of computer science, sociology, psychology, and communications. The main results of the study
and scientific novelty lie in the development and verification of a comprehensive approach to identifying
information operations in social networks by combining two methods and an agent-based model with simulation
experiments. For the first time, an agent model is proposed that takes into account four types of agents (opinion
leaders, bots, trolls, ordinary users) with differentiated influence coefficients. A mathematical formulation of the
modeling problem is presented, and a comprehensive method for detecting 10 for the agent model, integrated into
a single information technology, is proposed. A software implementation of the model is proposed and a series of
simulation experiments are conducted, confirming the effectiveness of the developed approach for analyzing the
structural and behavioral characteristics of information operations in a digital environment. The multimodality of
the proposed agent model consists in the synthesis of several approaches to simulation modeling of information
operations in social networks. The model simultaneously takes into account the topological characteristics of the
network structure (structural approach), the individual behavioral characteristics of agents (agent paradigm), the
temporal dynamics of user activity (dynamic approach), as well as social reactions reflected in changes in
interaction patterns (sociological dimension). This comprehensive approach ensures a high level of model
adequacy for analyzing complex information processes and allows reproducing key characteristics of real
information operations. The main entities that together constitute information technology have been identified: 1.
Agent model for detecting information operations in social networks based on agent modelling and its program
code. 2. Method for calculating the influence coefficient of each type of agent. 3. Comprehensive method for
detecting information operations. 4. Modeling with one type of agent (only regular users). 5. Modeling with four
types of agents (all types of agents). Based on the results obtained, an information technology architecture has
been developed to detect information operations in social networks. This information technology is a unified tool
for conducting experiments, building simulations of information operations, identifying key actors of influence,
and forming a data-driven strategic response system.
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VIII. 3akr04Hi BimoMocTi
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