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MO EJIOBAHHSA
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Pedepar:

1. B po6oTi BupileHO aKTyaJbHe HayKOBE 3aBJJaHHS 3 PO3POOKU METOIIB Ta MoZeJi 1j1s iHpopMaliliHOI TeXHOJIOTii
BUSIBJIEHHS iHOpMaLIiiHUX omepalliil B COLiaIbHUX MepesKax, 3 BpaXyBaHHSIM O0COOJIMBOCTEN (PYHKIIOHYBaHHS
Pi3HUX THUIIIB KOPUCTYBaYiB coljiaibHMX MepesK. O0'€KTOM IOCIIZPKEHHS € NPOLieC BUSIBJIEHHS iHpopmaliitHux
onepaliil y coujanbHuX Mepesxax. [IpegmMeToM OCiIPKeHHS € METOIU, MOZieJIb Ta iHpopMalliliHa TEXHOJIOTis
BUSIBJIEHHS iH(QOPMaLiMHUX Onepaliil y COLiaJIbHUX MEePeXKax Ha OCHOBI ar€eHTHOI'O MOJIEIIOBaHHS. MeToI0
IVCepTaLifHOrO NOCJIIPKEeHHS € MiIBUleHHs PiBHS iHdopMalLlifiHOI 6e3reKy 3a paXyHOK PO3POOKY METOiB Ta
MogeJii BUsIBJIeHHs iHpopMalliliHuX olepalliil y coljialbHUX MepeXkax Ha OCHOBI areHTHOTO MOJI€/IIOBaHHSI.

3aBpaHHs JOCIiIKEHHS MOJISITae y po3po01ii METOLIB Ta MOJIEJi Ha OCHOBI ar€HTHOT'O MOJIE/IIOBAHHS 3 Pi3BHUMU



THIIAMU AreHTiB, @ TAKOK CTBOPEHHI iH(POpMaLiiHOI TEXHOJIOTI 1151 BUSIBJIEHHS iH(POpMAaLiIHUX Ollepalliil B
coljaZlbHUX MepeskaX. 3allpONIOHOBaHI METOIM Ta MOZEJIb iHTETrPYIOThCS B €AUHY iHPOPMaIiliHy TEXHOJIOTIIO, SIKa
Mae IIOTeH1Liaj [ NPUKJIAJHOTO 3aCTOCYBaHHs B cepi HallioHanbHOI iHpopmalliiiHoi 6e3neky, iHpopmaLifiHO]
AHaJIITUKY, CTPATEriYHUX KOMYHIKallill Ta COLiaJIbHOrO MOJEIIOBaHHS. 17151 IPOBeAEHHS AOCTiIpKEHHS O6yJ10
3aCTOCOBAHO METOJ, CUCTEMHOIO aHaJli3y, METOJl MOJEJIIOBAHHS CLIEHAPiiB, METOU €KCIIEPTHUX OL[iHOK, KOHTEHT-
aHali3, MepeXXeBy aHaJIITUKY, METOJIY [T0OYJOBU MaTeMaTUYHUX MOJiesiell BIJIMBY areHTiB, METO 004K CIIEHHS
KoedQilieHTiB BIVIUBY areHTiB, iMiTallifiHe MOJI€/II0BaHHS, METOIU MAaTEMAaTUYHOTO aHali3y, rpadiyHe MOEI0OBaHHS,
MOJIEIIOBAaHHS AMHAMIYHUX MPOLIECIB Y 6araToareHTHUX cucTtemax, GOpMyBaHHS Ta IU3aiiH 6a3 JaHUX, METOOHN
onTuMizallii, oHO- Ta 6araToKpUTepiasbHUY aHasi3. Bu3HayeHo, 110 B yMOBax IoBHoMacwTabHoi arpecii PO npoTtu
Ykpainy, sika BKJIt04ae 37ificHeHHs iHpopmMaliiiHOTro BIIJIMBY, MOHITOPUHT KiOepIpOCTOPY B YaCTHHI COLIiaJIbHUX
Mezia Ha IpeJMET BUSIBJIEHHS iHOpMaliliHUX 3arpo3 Ta OpraHisaluii IpoTUAii € BaskKJIMBUM 3aBAAHHSIM
HaljoHanbHOI 6e3neku YKpainy B iHpopmaliliHii cdepi. Takox 3a3HaUYeHO, WO COLiaIbHI MepeXi Hapasi cTanu
OCHOBHUM I10JIeM 37ilicCHeHHs iHpopMaliliHuX onepawiil 3aBIsKY KiJIbKOCTI LiJIbOBOi ayAuTOPii, IBUIKOCTI i
TOPU30HTAJIBHOCTI PO3IIOBCIOMXEHHS KOHTEHTY. OCKi/IbKM iCHYIOUi Ha CbOrOJHI METOMIM BUSBJIEHHS iHPOPMaLIIMHUX
orepaliil y coujaJbHUX Meflia He 3a6e31eYy0Th KOMIIJIEKCHOTO BUPilIeHHS TPo6JieMHy, IIOCTa€ HEOOXiAHICTD
PO3pOO6JIeHHI NiAXO0IiB, 110 TOENHYIOTh Habip B3a€EMOIONIOBHIOIYUX METOiB i Mogerii. EQekTruBHe BUSBIEHHS TaKUX
onepaliy Bumarae MibKAMCIUIUIIHAPHOTIO MiAX04y, KUl iHTerpye 3HaHHS Ta iIHCTPYMEHTApil i3 ranysen
iHopmarukuy, couioorii, ICUXOJIOTiI Ta KOMYHiKaliil. OCHOBHI pe3yJIbTaTi AOCJIIIPKEHHS Ta HAyKOBa HOBU3HA
II0JIATalOTh Y PO3pO6Li Ta Bepu@iKallii KOMIIJIEKCHOTO MiIX04y 0 BUSBJIEHHS iHQOPMaLiiHUAX onepauiil y
COLlaJIbPHUX MEPE’Kax IJISIXOM MO€IHAHHS ABOX METOIB Ta ar€eHTHOI MO el 3 iMiTallilHUMU eKCIEpUMEHTaMU.
Ynepiie 3allpONIOHOBAHO areHTHY MOJI€JIb, SIKa BPaXOBye YOTUPU TUIY areHTiB (JIiiepy rpoMaicbKoi AyMKHY, 60T,
TPOJIi, 3BUYaliHi KOpUCTYyBayi) 3 TudepeHLiioBaHUMU KoediljieHTamu BIIMBY. HaBeieHO MaTeMaTU4HY [TIOCTAHOBKY
3a7ia4di MOJIEIIOBaHHS, 3a[IPOIIOHOBAHO KOMILJIEKCHUI MeTo, BUsiBieHHS 1O 171 areHTHOI MoAesli, o iHTerpoBaHui
B €IMHY iHpOpMaLiliHy TEXHOJIOTii0. 3alpOIIOHOBAHO NIPOrPaMHy pealizallilo Mofesi Ta IPOBEEHO Cepilo
imMiTaliIHMX €KCIIEPUMEHTIB, 5IKi NiATBEPAXYIOTh €(PEKTUBHICTb PO3POOJIEHOTO MifXOAY [JIs1 aHAJIi3y CTPYKTYpHO-
NIOBEIiHKOBUX XapaKTePUCTUK iHPOpMaLIiiHUX omepaliil y 1udppoBoMy cepenoBulli. MyIbTUMOIANbHICTh
3aIMIPONIOHOBAHOI ar€HTHOI MOJEJII MOJISITae y CUHTE3] KiJIbKOX MiAXOMIB 10 iMITal[iiHOrO MOJEII0OBaHHS
iHopmaLiiiHUX omepaliil y colliaJIbHUX Mepexkax. ¥ MoJieJli OJHOYaCHO BPaXx0OBaHO TOIOJIOTIYHI XapaKTe€PUCTHUKU
MEpPEKeBOi CTPYKTYpH (CTPYKTYpHUH Mifxin), iHAMBiAYyanbHi MOBENiHKOBI OCOOJIMBOCTI areHTiB (areHTHa
napagurma), 4acoBy AMHAMIKy aKTUBHOCTI KOPUCTYBaviB (GUHAMIYHUMI MiJXiT), @ TAKOX COLiayIbHI peakiiii, o
BiZOOpakaloThCs y 3MiHI Mozesiel B3aeMoii (coLionoriyHuii BUMip). Takuil KOMIJIEKCHUH Mifxiz, 3abe3nevye
BMICOKUM piBE€Hb aJJeKBAaTHOCTI MO IJ1s1 aHali3y CKIaAHUX iHpOpMaLiliHMX IPOLIECIB i J03BOJIsIE BilTBOPIOBATH
KJIIOUOBi XapaKTE€PUCTUKU peasibHUX iH(popMaliliHUX onepaliil. BusHaueHO OCHOBHI CYTHOCTI, IO 3aKJIaAI0Th
OCHOBY (yHKIIOHYBaHHS HOBOi iHopMaLiliHOi TexHoJiorii: 1. AreHTHa MOZesb BUSIBJIEHHS iHpopmaliitHux
oInepaliil B coljjaIbHUX MEpesKax Ha OCHOBI areHTHOT'O MOJEJIIOBaHHS Ta ii IporpamMHuil Ko, 2. MeTon po3paxyHKy
KoedilieHTy BIUIMBY KOKHOT'O TUILy areHTy. 3. KOMIIJIEKCHUI MeTOZ, BUSIBJIEHHS iH(pOpMaLiIHUX omepauiil. 4.
MopemoBaHHS 3 OIHUM TUIIOM areHTiB (TisIbKM 3BUYaliHi KoprucTyBadi). 5. MozesitoBaHHS 3 YOTUPMa TUIIaMU
areHTiB (BCi TUIIM areHTiB). Ha OCHOBI OTpMMaHuX pe3ysbTaTiB cGOPMOBAHO apXiTeKTypy iH(popMaliiiHOi TeXHOIOTii
17151 BUSIBJIEHHS iHQOpMaLiliHMX oNepaliil y colianbHuX Mepeskax. Lis indopmaliifina TeXHOJIOris € YHi(piKOBaHUM
iHCTpyMEHTOM /1J11 IPOBELIEHHS €KCIIEPUMEHTIB, I00Y0BY CUMYJISILIN iHQOpMaLiiiHUX Onepalliil, BUSBJIE€HHS
KJIIOYOBUX aKTOpIB BIUIMBY, Ta GOPMYBaHHS CUCTEMU CTPATEriyHOTO pearyBaHHs Ha OCHOBI aHUX.

2. The work solves a current scientific task of developing methods and model for an information technology to
detecting information operations in social networks, taking into account the functional specifics of various types
of social media users as components of decentralized systems. The object of the research is the process of
detecting information operations in social networks. The subject of the research is models, methods and
information technologies for detecting information operations in social networks based on agent-based modelling.
The purpose of the research is to enhance the level of information security by developing methods and a model for
detecting information operations in social networks using agent-based The research employs system analysis,



scenario modeling, expert evaluation methods, content analysis, network analytics, mathematical modeling of
agent influence, computation of influence coefficients, simulation modeling, mathematical analysis, graphical
modeling, modeling of dynamic processes in multi-agent systems, database design, optimization methods, and
single- and multi-criteria analysis. The introduction substantiates the relevance of the research topic, formulates
the purpose, objectives, and methods of the research, describes the connection between the research and the
scientific programs of the department, and describes the scientific novelty and practical significance of the
dissertation results. It is determined that in the context of full-scale aggression by the Russian Federation against
Ukraine, which includes the use of information influence, monitoring cyberspace in terms of social media to
identify information threats and organize countermeasures is an important task for Ukraine's national security in
the information sphere. It is also noted that social networks have now become the main field for information
operations due to the size of the target audience and the speed and horizontality of content distribution. Since the
methods currently used to detect information operations on social media do not provide a comprehensive solution
to the problem, there is a need to develop approaches that combine a set of complementary methods and models.
Effective detection of such operations requires an interdisciplinary approach that integrates knowledge and tools
from the fields of computer science, sociology, psychology, and communications. The main results of the study
and scientific novelty lie in the development and verification of a comprehensive approach to identifying
information operations in social networks by combining two methods and an agent-based model with simulation
experiments. For the first time, an agent model is proposed that takes into account four types of agents (opinion
leaders, bots, trolls, ordinary users) with differentiated influence coefficients. A mathematical formulation of the
modeling problem is presented, and a comprehensive method for detecting IO for the agent model, integrated into
a single information technology, is proposed. A software implementation of the model is proposed and a series of
simulation experiments are conducted, confirming the effectiveness of the developed approach for analyzing the
structural and behavioral characteristics of information operations in a digital environment. The multimodality of
the proposed agent model consists in the synthesis of several approaches to simulation modeling of information
operations in social networks. The model simultaneously takes into account the topological characteristics of the
network structure (structural approach), the individual behavioral characteristics of agents (agent paradigm), the
temporal dynamics of user activity (dynamic approach), as well as social reactions reflected in changes in
interaction patterns (sociological dimension). This comprehensive approach ensures a high level of model
adequacy for analyzing complex information processes and allows reproducing key characteristics of real
information operations. The main entities that together constitute information technology have been identified: 1.
Agent model for detecting information operations in social networks based on agent modelling and its program
code. 2. Method for calculating the influence coefficient of each type of agent. 3. Comprehensive method for
detecting information operations. 4. Modeling with one type of agent (only regular users). 5. Modeling with four
types of agents (all types of agents). Based on the results obtained, an information technology architecture has
been developed to detect information operations in social networks. This information technology is a unified tool
for conducting experiments, building simulations of information operations, identifying key actors of influence,
and forming a data-driven strategic response system.
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VIII. 3aKkJII04Hi BiZoMOCTi

Biacue IpizBume Im's I10-6aTbKOBI Kazumup Bononumup Bikroposiy
TOJIOBH pajgu

BiiacHe IIpi3Buie Im'sa ITo-6aTbKOBI Kasumup Bonopumup Bikroposny
rOJIOBYIOYOrO Ha 3acigaHHi

BiznoBigassHHUI 3a MiATOTOBKY JIncenko Harasnig BosogumupiBHa
00JIIKOBHX JOKYMEHTIB

PeecTparop IOpueHko TeTssHa AHaTOJiiBHA

KepiBHuKk Bigginy YKpIHTEI, mpo €
BiZIOBiZasIbHUM 3a peecTpallilo HayKOBOIi IOpyenko TeTsHa AHaToiBHA

OisIIBHOCTI




