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iHTeIIeKTyaJ'[bHI/IX €JIEKTPOECHEPTETUYHUX CUCTEM

2. Information technology for decision support to ensure the Smart Grid cybersecurity

Pedepar:

1. Incepraliito IpUCBSYEHO BUPIIIEHHIO aKTyaJbHOIO HAYKOBO-TIPUKJIAAHOTO 3aBAAaHHSI PO3POOJIEHHS MOZesIel Ta
iHdopmaliitHOI TeXHOIOorii NiATPUMKU IPUMHATTS pillleHb pU peasisalii 3axoiB i3 3abe3nedeHHs Kibepbesneku
PO3IIOJiNIeHNX IHTeIeKTyaJIbHUX eHepreTUYHUX CUcTeM. BuUKoHaHO po3pob6ky Mopenelt gpiznyHoi Ta Kibep-6e3nexu
PO3IOLiNeHUX IHTEIEKTYaJIbHUX €HEPreTUYHUX CUCTEM 3 BUKOPUCTAHHSIM ITapagurMu KibepgisunuHoro
IIPOEKTYBAHHS LIJISIXOM YPAaxXyBaHHS BILIMBY Ne(EKTiB i Bpa3IMBOCTEN Pi3HMX KOMIIOHEHT apXiTeKTypu. Briepie
PO3p06JIEHO METOZ, OL[iHKY BIIJIMBY NOiN Ha Kibep iHppacTpyKTypy pO3IOAiNIeHNX eJIeKTPOEHEPIreTHIHNX MEPEXK.
YIl0CKOHasIeHO TEeXHOJIOTiI0 yIpaBiliHHg iHdopmalieio Ta nofismu SIEM 11s1XoM pO3pOOKY i BKIIIOYEHHS CUCTEMU
NiATPUMKYU NPUMHSTTS pilleHs. [licTany nogansmoro po3BUTKY iH(popMalliliHi TEXHOJIOTiI 06po6KHY Ta aHali3y
IAaHKX 3 TEPUTOPIaZbHO PO30CEPEPKEHNX EHEPreTUYHNX MEPEX [1J1s 3a0e3nedeHHs 6e311e4Hoi po6oTH

€HepreTUYHoi iHPpacTPyKTypU LIJIIXOM BIIPOBAIKEHHS TEXHOJIOTII pO3II0ZiJIeHNX PeeCTpiB.



2. The dissertation is devoted to solving the actual scientific and applied problem of developing models and
methods of information technology supporting the functional requirements for the protection of distributed smart
grid infrastructures. The method of quantitative estimation of the safety of distributed intelligent energy networks.
The method of four-stage remote protection in complex networks with improved configuration is improved. Using
the paradigm of cyber-physical design we developed the model of smart grid protection that enable to take into
account the influence of defects and vulnerabilities of various architectural components. Further development of
information technology for the processing and analysis of data from geographically distributed energy networks
has been developed to ensure the safe operation of the energy infrastructure. System architecture, software tools
and elements of information technology for protection of smart grid infrastructure components was proposed.
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