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V. BimomocTi npo guceprauiio
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Tema gucepranii:
1. EKoHOMiKO-MaTeMaTu4yHe MOJEIOBAaHHS YIIPaBJliHHS €(PEKTUBHICTIO CUCTEM 3aXUCTY KOMIT'IOTEPHOI iHpopMaliii

2. Economic-mathematical modeling of computer information security systems management efficiency

Pedepar:

1. Y po6oTi 3a ;0IOMOT010 METOIiB CUCTEMHOI'O aHaJIi3y, IMHAMIYHOTO IPOrpaMyBaHHS, TeOpii KOPUCHOCTI, 3
BMKOPHCTaHHSIM 6araTOKpUTEpiaJbHOTO Migxoay y MeHeIpKMeHTi 1B opraHisauii po3po6s1eHO KOHLIENIIi0
€KOHOMiKO-MaTeMaTUYHOIO MOJIEJIIOBAHHS YIIPaBJliHHS eekTuBHiCcTI0 C3l. MeTooM aHaIorii 3 BUKOPUCTAHHSIM
cucremu Kiiinra BifoMy B HeokJlacU4Hil Teopii crioskuBaHHs AIDS-@yHKIIi0 KopucHOCTI agantosaHo y cdepi Ib Ta
BHMKOPHMCTAHO /1J18 KiJIbKiCHOTO OLIiHIOBaHHS e(eKTUBHOCTI QpyHKIioHyBaHHs C31 Ha mifcrasi 3aTpaTHUX
€JIaCTUYHOCTEN 30MTKiB OpraHisaii Bif TMIoBux iHpopMaliiiHux 3arpo3. Ha 6a3i 3aIporIOHOBaHOrO KOMILJIEKCY
EMM po3po6sieHO METOMKY OOIPYHTYBaHHS pillieHsb 3 yrpasiiHHs edektrBHicTI0O C31. BUKOpHCTOBYI0YM Onrcu
pEaIbHUX XaKEPChKUX aTaK, CKOHCTPYMOBAHO TUIIOBY YMOBHO-peasibHy C31 3 HaMNOMMPEeHIMMY 3aXUCHUMU

eJIeMEHTaMHU i 17151 Hei NoO0yA0BaHO (PparMeHT ONTUMAJIbHOI TPAEKTOPIi pO3BUTKY.

2. The concept of economic-mathematical modeling of SIS (system information security) management efficiency
using the methods of system analysis, dynamic programming, utility theory, a multi-criteria approach in the



management of IS (Information Security) organisation has been worked outin this thesis work. Known in
neoclassical theory of consumption AIDS-utility function has been adapted in the field of IS by the method of
analogy using of Kling's system. It has been also used for quantitative evaluation of the SIS efficiency based on the
cost-based loss flexibility of the organization caused by typical information threats. Method of management
solutionsgrounding in SIS (System information Security) management efficiency based on the offered EMM
complex has been developed.Typical real conditional SIS with the most widely used security elements has been
constructed using descriptions of real hacker attacks. The optimal path fragment of development has been created
for this system.
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