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1. Y nuceprauii po3B’si3aHO HAYKOBO-TIPUKJIAAHY 33724y MiZIBUIIEHHS CIIOCTEPEXXKHOCTI iHpopMaLifHUX CUCTEM Y
IIPOLIECax MOHITOPUHIY Ta pearyBaHHs Ha iHIUAEHTH KibepOeseku 32 YyMOB OOMEXEHOI CIIOCTEPESKHOCTI,
CIIPMYMHEHOI BOEHHMMHU BIUIMBaMU i Iierpajganielo iHppacTpyKTypH, 30KpemMa MaCOBMMU BiIKJIIOUEHHSIMU
€JIEKTPOIIOCTAa4YaHHSI Ta 3B's13Ky. Po3po6sieHo MeToosoriyHri anapaT ¢popmarisalii «BTpaTy CIIOCTEPEKHOCTI» SIK
BMMIipIOBaHOI BJIaCTUBOCTI aKTHBY; 3a[IPOIIOHOBAHO METOIM aTPUOYTUBHOIO NPOQiNi0BaHHS aKTUBIB i KOHTPOJIIO Ha
OCHOBi METPUK; CPOPMOBAHO BUCOKOPIiBHEBI BUMOTI'Y Ta apXiTEKTYpy TEXHIUHOI peaisdalii meToziB. MeTo po6oTH
€ MiJgBUILEeHHS e(PEeKTUBHOCTI IPOLeCiB 360py Ta aHali3y iHpopMallii B KOMITIOTEPHUX CUCTEMAX YIIPABJIiHHS

NoAiisiMu 6e3reKy MIJIIKOM iX yAOCKOHAJIEHHS B yMOBax aerpazauii indppactpykrypu inpopmaniitHo-



KOMyHiKaniiHux cucteMm. O6’'€KTOM JIOCTIIKEHHS € ITpoliecu 360py, aHasisy iHdopmarii npo nopii Ta iHIuAEHTH, a
TaKOX [IPUMHSTTS pillleHb B OlepaliliHuX [JeHTpax Kibep3axucTy B po3noiieHux iHpopMaLiiiHUX cucTeMax, sIKi
3a3HAIOTh Aerpajganii JOCTYIIHOCTI Ta CIIOCTEPEKHOCTI BHACIIIIOK 30BHIIIHIX BIUIUBIB. [IpeIMETOM JOCIIIIKEHHS €
METOY 300py Ta aHasi3y iHpopmallii B onepaliiiHuX LeHTpax Kibep3axucTy, CIpPSIMOBaHi Ha MiBUILIEHHS
CIIOCTEPEKHOCTI iHpopMaLIifiHUX cuCTeM. Biepiie po3po6sieHo popmaii3oBaHy IIOCTAHOBKY 3a/1a4i MiIBUILLLEHHS
criocTepeskHOCTi iHpopmallii y KOHTeKCTi ferpasauii iHdppacTpyKTypy, y sIKill «BTpaTa ClIOCTEPEsKHOCTI»
BM3HAYAETHCS SIK CTAH CUCTEMH, 32 SIKOTO 3MEHIIYEThCSI IOBHOTA Ta,/a0b0 JOCTOBIPHICTh TeJeMeTpii 1o piBHS, 110
HOpylIye KOPEKTHICTh BUKOHAHHS IIOHAMIMEHIIIE OJJHOTO KJIacy NpOoLeAyp ONepaLiiHOro LEeHTPY Kibep3axucTy, a
Nepexif, y TakKuii CTaH ONMUCYEThCS BUMIPIOBAHUMU O3HaKaMU JNOCTYITHOCTI IpKepesl OAiN i y3roIpyKeHOCTi
iHBeHTapHUX JaHuXx. JlicTaB MoAaNbLUIOr0 PO3BUTKY METO], aTpUOYTUBHOIO NPOQiNOBaHHS aKTUBIB, Y IKOMY IJIs1
KOXXHOTO aKTUBY (POPMYETBHCS BEKTOP aTPUOYTiB, PEJIEBAHTHUX [1JIs1 OLIiHIOBAHHSI CIIOCTEPEKHOCTI Ta PU3UKIB
inTepnperauii TezemeTpii 3a yMoB gerpagatii inppacTpykTypu. BUKOHAHO TPOEKTYBAHHS apXiTEKTYPU MPOTOTUITY
TEXHIYHOTO PillleHH MiJIBUIIEHHS CIIOCTEPEKHOCTI, B SKill BUIiJIEHO KOHTYPH IHBEHTApU3allii Ta 3/IUTTS JaHUX IIPO
aKTUBHY, aHAJIITUKY NOJIill /iHIMAEHTIB, aKTUBHOTO PearyBaHHsl, aTpUOYTUBHOTO MIPOQIiNIOBaHHS Ta 004K CIIEHHS
NpaBuJl/MeTpUK, Bidyasizarii Ta 3BiTHOCTI. PO3p0o61eHO METO0JI0TiI0 KOPEKIii TPOIeciB 00pOOKY CUTHAJIIB B
onepawliliHuX LeHTpaxX Kibep3axucTy, CIPSIMOBAHY Ha BUSIBJIEHHS Ta BpaxyBaHHS Aerpajaliii ClioCTepesKHOCT] SIK
YMOBU KOPEKTHOI iHTepnpeTaljii curuasis npo Kibepsarposu 3a yMOB BOEHHUX BIUIMBIB. Po3zin 1 npucesueHo
aHali3y BILIMBY CY4YaCHUX YMOB (DYHKLIIOHYBaHHS iHPOPMaLiliHO-KOMYHIKal[ilHUX CUCTEM Ha CIIOCTEPEKHICThb
inpopmauii. CuctemaTu3oBaHo (HaKTOPU BiliICbKOBOTO Yacy, IO OPYLIYIOTh IIOBHOTY, CBOEYACHICTb i JOCTOBIpHICTh
TesieMeTpii, Ta BUBHAUEHO iX BIIMB Ha IIPOLIECH BUSIBJIEHHS, aHasli3y i pearyBaHHs. Po3zin 2 npucBsueHo po3pobii
METO/IiB MiJIBUIIEHHS CIIOCTEPEXKHOCTI iHPopmaliii B ymoBax aerpagauii inppacrpykrypu. IlobynosaHo
IeCKPUIITUBHY MOJ€JIb BIIMBY Jlerpajalii eJeKTpOoXUBJIeHHS], KaHalliB 3B'I13Ky, IXepeJ TejeMeTpii Ta
iHBeHTapU3alilfHOTO KOHTEKCTY. 3allpOIIOHOBAHO aTpUOyTHUBHE NPOdiN0BaHHS aKTUBIB i 3/IUTTS iHBEHTApHUX

I AHWX, BUBHAYEHO MPaBuJja Ta METPUKU OL[iHIOBAaHHS BTPaTH CIIOCTEPEXXHOCTI, BBEIEHO aTPUOYTU IMHaAMI3My
aKTUBY i JECKPUIITOPA 3arpo3 Ta CGOPMOBAHO NPUHLMIM NOOYA0BY KOHTPOJIIB IJ151 PO3Pi3HEHHS TEXHIYHO]
Ierpagatlii i1 IOTeHLiNHO] aKTMBHOCTI areHTa 3arpo3. Po3fin 3 npucBsiueHo po3po6Li BUMOT, apXiTeKTypH Ta
IIPOTOTUITY TeXHiIYHOrO pimeHHs. CHOPMOBAHO IIPOEKT BiAKPUTOI MOAYJIbHOI apXiTeKTypH, BU3HAYEHO CKJIaf, ii
nifgcucreMm i MolyJliB, BUMOTM [IO iHTerpalii Ta JaHux, a TaKoX CPOPMOBAHO CKJIaJl €KCIIEPUMEHTAJIBHOTO CTEHY.
Po3pnisn 4 mpuCBsSYEHO eKCIIepUMEHTaJIbHI nepeBipLi e()eKTUBHOCTI pO3pO6JIEHUX METO/iB. BUKOHAHO NOPIBHSIHHS
6a30BOro pexxumy 006poOKY MO i pesKkuMy i3 3aCTOCYBaHHSM 3aIIPOIIOHOBAHOI METOOJIOTI] Ha CLieHapisIxX MacoBOi
BTpaTU €JIEKTPOKUBJIEHHS, Ilerpajiallii KaHasiB 3B's13Ky, BilHOBJIEHHS MicJIs lerpajallii Ta Hak/1aaHHs 3JI0BMUCHOL
aKTMBHOCTI Ha TJIi TEXHIYHOI HEZOCTYNHOCTI. Pe3ybTaTi MifTBEPANIIN 3MEHIIEHHS KiJIbKOCTi XMOHUX
iHTepnperaliii, NigBUIIEHHS TOYHOCTI Kiacudikalii, 3SHUKeHHS olepaliliHOro IyMy Ta MOKpalleHHs NpiopuTe3atlii
Nofiiii. AKTyasIbHICTh TEMATUKU BU3HAYAETHCS 3aJIEXKHICTIO ITPOLieciB 0OpoOKY, aHasIi3y Ta pearyBaHHs Ha Mofii Ta
iHIMIOeHTH 6e3IeKu BiJ, 6e3r1epepBHOro 300py TeJeMEeTPii Ta CTabiIbHOCTI iIHPPACTPYKTYPHUX KOMIIOHEHTIB, TOZ] 51K
Yy BOEHHUX YMOBAX 3HWXKYETbCS JOCTYIIHICTD IKEPeJI )KypHAIIOBAHHS, AerPafyloTh KaHAJM JOCTABJIEHHS MO Ta
3pocTae quHaMivHIiCTh iHppacTpyKkTypu. Lle 3yMmoBIioe notpeby ¢popmarisarii «sIKOCTi CIIOCTepEesKHOCTI» SIK
BMMIpIOBAaHOI BeJIMUMHU. [IpakTHYHA 3HAUUMICTD [10J15ITa€ Y MOXKJIMBOCTI 6€3[10CepeIHbOT0 BIPOBAIKEHHS
3aIPONIOHOBAHUX METOB y IIPOLeCU ONepaliliHUX LEHTPIB KibepOe3neKku LUISIXOM iHTerpauii Monyiis
iHBeHTapu3alii Ta 3/IMTTS JaHUX PO AaKTUBU, ATPUOYTUBHOTO MPOMiNOBAaHHS Ta OOUNCIIEHHS KOHTPOJIiB/METPUK 3

HasIBHUMU KOMIIOHEHTaMU TEeXHOJIOT{YHUX I171aTPopM 0OPOOKU Ta aHAi3y MOl 6e3NeKU.

2. The dissertation addresses the applied scientific problem of improving information system observability in
cybersecurity incident monitoring and response under limited observability caused by wartime impacts and
infrastructure degradation. A methodological framework for formalizing “loss of observability” as a measurable
asset property, methods for attribute-based asset profiling and metric-based control, and a prototype architecture
of the technical solution have been developed. The aim of the research is to improve the efficiency of information
collection and analysis in computer security event management systems under infrastructure degradation. The
object of the research is the processes of collecting and analyzing information on events and incidents and



decision-making in cybersecurity operations centers within distributed information systems affected by
degradation of availability and observability. The subject of the research is methods of information collection and
analysis in cybersecurity operations centers aimed at improving information system observability. For the first
time, a formalized problem statement for improving information observability under infrastructure degradation
has been developed, in which “loss of observability” is defined as a system state where telemetry completeness
and /or reliability decreases to a level that disrupts the correct execution of at least one class of cybersecurity
operations center procedures. The transition to this state is described by measurable indicators of event source
availability and inventory data consistency. The method of attribute-based asset profiling has been further
developed by forming, for each asset, a vector of attributes relevant to assessing observability and risks of
telemetry interpretation under infrastructure degradation. A prototype architecture for improving observability
has been designed, comprising asset inventory and data fusion, event/incident analytics, active response,
attribute-based profiling and rule /metric computation, visualization and reporting. A methodology for correcting
signal processing in cybersecurity operations centers has been developed to detect and account for observability
degradation when interpreting cyber threat signals under wartime impacts. Chapter 1 analyzes wartime factors
affecting telemetry completeness, timeliness, and reliability and their impact on detection, analysis, and response
processes. Chapter 2 develops a descriptive model of infrastructure degradation, attribute-based asset profiling
and inventory data fusion, rules and metrics for assessing loss of observability, asset dynamicity and threat
descriptor attributes, and principles for distinguishing technical degradation from potential threat actor activity.
Chapter 3 defines the requirements, open modular architecture, prototype, integration requirements, and
experimental testbed. Chapter 4 experimentally compares baseline event processing with the proposed
methodology under scenarios of power loss, communication degradation, recovery, and malicious activity against
technical unavailability. The results confirmed reduced incorrect interpretations and operational noise, and
improved classification accuracy and event prioritization. The relevance of the research is determined by the
degradation of telemetry collection and infrastructure availability under wartime conditions, which requires
formalization of “observability quality” as a measurable quantity. The practical significance lies in integrating the
proposed asset inventory, data fusion, attribute-based profiling, and control /metric computation methods with
existing security event processing and analysis platforms.
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VIII. 3aKkJII04Hi BiZOMOCTi
BsiacHe IIpi3Buie Im'sa ITo-6aTbKOBI
TOJIOBH pajgu

Byache IlpizBuie Im's ITo-6aTbKOBI

rOJIOBYIOYOTO Ha 3acCiiaHHi

BignoBigasbHUMH 3a HiATOTOBKY

00JIiKOBUX JOKYMEHTIB

Peectpartop

KepiBHuk Bigainy YKpIHTEI, mpo €
BiZIIOBiZaJIbHUM 32 peECTpallil0o HAyKOBOi

OisSIIBHOCTI

Moxop Bonogumup BosnognmMupoBuy

Moxop Bonogumup Bosogyumuposuy

Hparyuiios Poman IropoBuy

Opuenko TersiHa AHaTOJIiBHA

IOpuenko TeTsHa AHaTOJiiBHA



