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1. MeTonu Ta MoziesTi eKCIIEPTHUX CUCTEM PO3ITi3HaBaHHS KibepaTak Ha OCHOBI KJlacTepu3alii peasisariii o3HaK

2. Methods and models of adaptive expert systems of recognition of cyber attacks on the basis of clustering of
features

Pedepar:

1. IucepraniiiHa po60Ta MiCTUTb PE3yJIbTATH JOCIIIKEHb, IKi CIPSIMOBaHi Ha MMOJaNbIINN PO3BUTOK METOTIB Ta
MoJesiel ISl aalTUBHUX CUCTEM PO3ITIi3HaBaHHS KibepaTak Ha OCHOBI KJlacTepu3alii peaisariii 03Hak.
3anpornoHOBaHO CTPYKTYPHY CXEMY 3[aTHOI 0 caMoHaByaHHs ekcriepTHoi cuctemu (EC) 3 indopmaniiiHoi 6e3nexu.
Po3pob6neno monens EC y ckilafii cucTeMU iHTeJIeKTyaIbHOro po3ili3HaBaHHs Kibep3arpos (CIPK3) ta metop, ii
HaBYaHHS, y SIKMX 3aCTOCOBYEThLCS NIPOLelypa HEYiTKOI KilacTepu3allii peasnisaniil 03Hak Kibepartak Ta KOpeKIii
BUPIilIaTIbHUX NIPaBUJI, IO IO3BOJISIE CTBOPIOBATH aallTUBHI MexaHi3Mu camoHaBuyaHHs CIPK3. 3anponoHoBaHO
3aCTOCOBYBATH B SKOCTI OLIiHOYHOTO [TOKa3HuKa epekTuBHOoCTi HaB4aHHs EC MmogudikoBany iHpopmaliliny yMOBY

¢dyHKLiOHaNBbHOI pe3ynbTaTuBHOCTI (IYOP), sIka IPYHTYETbCSI HA €HTPOIIHOMY Ta iH(pOpMaLiIHO-AUCTAaHLIHHOMY



kputepii Kynbbaka-Jleitonepa. YI0CKOHaJIEHO METO, PO3OUTTS IPOCTOPY peaisalliii 03HaK Ha KJIaCTEPU B XOTi
peasizauii npouenypu posii3HaBaHHs KibepaTak, a TaKoX MeTo[, HaB4aHHs EC, sKi SBJISIOTh COO0I0 iTepaLiliHy
IpoLEeNypY MOIYKY rI06asbHOro Makcumymy IYOP. [Tposeseni Tectosi gocuigxkeHHss EC Ta nopiBHAIbHUI aHai3
i3 iCHyI0YMMU METOZAMU Ta MOJIEJISIMH, SIKi BUKOPHUCTOBYIOTBCS Y iHTEJIEKTyaJIbHUX CUCTEMAX PO3Ii3HABAHHS

Kibeparax.

2. The dissertation contains the results of researches aimed at further development of methods and models for
adaptive systems of recognition of cyber attacks on the basis of clusterization of the implementation of features. A
structural scheme of an expert system for information security capable of self-education is proposed. On the basis
of the analysis of available scientific publications, it was found that the complexity of application to intelligent
recognition systems of target cyber attacks of the formalized apparatus of analysis and synthesis is that a specific
information complex and their subsystems of information security consist of heterogeneous elements that are
described using different models. The method of teaching the expert system is improved, which is an iterative
procedure for finding the global maximum of the information condition of functional efficiency, and, unlike the
existing one, prevents possible cases of one object acquisition of objects of recognition of basic realizations of
signs of observation objects, as well as errors during the task of making decisions in the course of machine learning
procedures. Further development of simulation models for the composite construction of intelligent detection
systems for cyber attacks by simultaneously optimizing control tolerances during the analysis of recognition
objects, allowing them to conduct research, to select rational methods of counteraction and neutralization of
consequences, to analyze more complex and previously unknown types of cyber attacks on critical information
systems.
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