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1. Y puceprauii npeACcTaBiI€HO pe3yJIbTaTH JOCIiIKEHb, SIKi CIIPSIMOBAHI Ha PO3B'I3aHHS aKTyaJbHOIO HAYKOBOTO
3aBJAaHHS CTBOPEHHSA MOJIEJIi iHTEJIEKTyaJIbHOI CCTEMU BUSABJIEHHS IHCAUIEPChKUX 3arp0O3 Y XMapHUX CepBicax Ha
ocHOBI MogudikoBaHOi 6aeciBCbKOi Mepesxi. 3allpONIOHOBaHE PillleHHSI Ma€ iCTOTHE 3Ha4€HHSI [1J1s1 PO3BUTKY
iHpopMaLiIHMX TEXHOJIOTIi, OCKiJIbKY 3abe3Ieuyye BpaXyBaHHsI I0BEIiHKOBUX, TEXHIYHUX i OpraHisaliiiHux
iHIMKaTOPIB, @ TAKOX ClIEHAPIiB MaxpaniCbhKUX il 3 60Ky KEPiBHOTO [IEPCOHAY, 2 OTPUMaHi pe3yabTaTu
p€ai3oBaHoO y BUMJIALI IPOTOTUIY CUCTEMH MiTTPUMKY IPUMHSTTS PillleHb, 0 J03BOJISE IHTETPYBAaTU MOJIEJIb Y
3acobu iHpopMalifiHoi 6e3neky xMapHUX cucTeM. CTpiMKe BIIPOBA/I’)KEHHSI XMapHUX CEPBICiB Y F'0JIOBHI rasysi
€KOHOMIKH Ta I€P>KaBHOrO YIIPaBiiHHA — (PiHAHCH, OXOPOHY 3I0POB’S, JIOTICTUKY, €HEPTE€TUKY, OCBITY TOIIO
3yMOBMJIO HEOOXiZHICTb €(DEKTUBHOTO YIPABIIiHHS pU3UKamu iHpopMaliiiHoi 6e31eKky, 30Kkpema TUMH, 10

IIOB'sI3aHi 3 iHCalepChbKUMU 3arpo3aMu. Xo4ya xMapHi 004uciIeHHs 3a6e31eYyI0Th BUCOKY THYUKICTb,



MacIITabOBaHICTb i IIBUIKICTb ONPALIOBAHHS JAHUX, BOHU BOJHOYAC YCKIAQHIOIOTh KOHTPOJIb 3a TOBEiHKOIO
KOPHCTYBAUiB i CIIPUSIOTh 3pOCTAaHHIO HIMOBIPHOCTI IOpPYLIEHb 6€311eKU 3 60Ky BHYTPIlIHIX Cy6'eKkTiB ocTymmy. Came
iHcaliepchKi 3arpo3u CbOrOJIHI BU3HAIOTHCS OOHUMMU 3 HallHe6e3NevyHiux i HaliMeHII KOHTPOJIbOBaHUX (POPM aTak
Ha iHpopMaliliHy 6e3MeKy XMapHUX CepeloBUI. AKTYyaIbHICTb JOCJIIKEHHS 3yMOBJIEHA IOTPEOOIO y CTBOPEHHI
BIIOCKOHAJIEHUX IMOBIPHICHUX MOJeJIell Ta METOIB JJ11 BUABJIEHHS iHCaEPChKUX 3arpo3 y XMapHUX
cepeoBUIIAX, SIKi 6 TOeAHYBAIM aHAJITUYHY CTPOriCTb, aallITUBHICTb [0 CLieHapiiB OBeiHKM KOPUCTYBAYiB i
MOXJIMBICTb BIIPOBAPKEHHSI B IPAKTUYHI CUCTEMU Kibepaaxucty. [l peanisauii MeTu JocigXeHHs 0yy0
po3po6sieHO MoAM(DiKOBaHY MOJeJIb 6a€CiBCbKOI MepesKi 17151 BUSIBJIEHHSI iHCAlIePChbKUX 3aTPO3 Y XMAPHUX
cepBicax, sIKa BifIpi3HSAETHCS CBOEIO CTPYKTYPOIO, 10 BKIIIOYAE BY3JIM 1JIs1 OLIIHIOBAHHS MAXPalChKUX J1ill KEPiBHOTO
IIepCOHaJly, Ta 3[aTHICTIO BpaxoByBaTH LUPPOBIi cigyu, cpopMoBaHi B IIpolieci B3aeMoii 3 XMapHOIO
iHppacTpykTypo0. JOCIiIKEHO I peai3oBaHo NpoLenypy NO6YL0BY ONTHMAJIbHUX [IOCIiIOBHUX 6a€CiBCbKUX
IIpaBUJI, KA Ja€e 3MOTY OL[iHIOBATH IIMOBipHICTb NOpYIIEHHS iH(OpMaliiiHOi 6e3MeKH 1ie 10 HACTAHHS iHIUAEHTY, 3
ypaxyBaHHSM NIPUYMHHO-HACJIAKOBUX 1 HEJIIHITHUX 3aJIe5KHOCTEeN MiXX pU3MKaMU i1 OOIPYHTOBaHO BUKOPUCTAHHS
TEXHIYHMX, [I0BEJiHKOBUX Ta OpraHi3aliiiHMX iHIMKATOPIB y 3a7a4axX IIPOTHO3yBaHHS iHCAEePChKOI aKTUBHOCTI. A
TaKOX [IPOrPaMHO PEasi30BaHO y BUIJISIA] MPOTOTUITY CUCTEMU MiATPUMKU NPUVHATTS pillleHb 17151 PaxiBLiB 3
indopmaniitHoi 6e3neky, sika 3abe3rnedye iHTepakKTUBHY B3a€MOJLII0 3 aHAITUKOM, Bi3yasizallilo pe3yibTartiB i
NiATPUMKY YXBaJIEHHS] OOIDYHTOBAaHMX pillleHb 1010 BHYTPIlIHIX (IHCcalepchbkux) 3arpo3s. Bnepie po3pobiaeHo
MoaudikoBaHy MOJeJb 6a€CIBCbKOI MEPEXKi [1J151 BUSIBJIEHHS iHCalIepChbKUX 3arp0O3 y XMapHUX CepBicax
inpopmauiitHux cucremM. Ha BigmiHy Bifi HasiBHUX pillleHb, MOZEJIb BKJIIOYAE CIelianizoBaHi By3/ /111 BpaXyBaHHS
I}l 0cib, sIKi 3aliMal0Th KEePiBHI I0Cay, i MOZEJII0€ PUBKKU MIaxPaliChbKOi [10BEIiHKY 3 60Ky TaKOro IIepCOHAy.
Mopenb BpaxoBye LUQPOBI Ci1ify, siKi GOPMYIOTHCS I1if, Yac B3a€MOii KOPUCTyBada 3 XMapHUMU 3aCTOCYHKaMH, 110
IO3BOJISIE OLIHIOBATU MMOBIPHICTb BHYTPILIHIX 3arpo3 O MOMEHTY (PAKTUYHOrO NopyueHHs. CTPpyKTypa
PO3po6IeHOI MOeli BKIII0YAE OTKMC alPiOPHUX i allOCTEPiOPHUX UMOBIPHOCTEN 7151 BUPIMIAIbHUX TEXHIYHUX,
[IOBEJiHKOBUX Ta OpraHi3alliiiHMX iHIMKATOPiB, 1110 3a0e3Ievuye rauolie IPUIMHHO-HACIAKOBE MOMIEJIIOBaHHS
CUTYyallill 3arpo3u B yMOBaxX HEMOBHOI iHpopMallii. YIOCKOHATIEHO METO], BUSIBJIEHHS! HECAHKIIOHOBAHOT'O IOCTYIIy
10 XMapHUX CEPBiCiB IIJISIXOM BIIPOBAIPKEHHS aJJalITUBHOI 6a€CiBCbKOI MePeXXi 3 (PYHKLIOHAJIBbHICTIO IPOrHO3yBAHHS
iHCalIepChKUX 3arpo3. BigMiHHICTIO JAHOTO MMiTXO0ly € BpaxyBaHHS He JIMIIE [IOTOYHUX iHIUKATOPIB 3arpo3y, aje i
iXHIiX B3aeM03aJIe;KHOCTEN Y 4aci, 110 JO3BOJISIE BUSBJISITY 3arpo3y Ha PaHHIX CTaJisIX Ta CBOEYACHO 3a1106iratu
[OPYIIEHHSIM. 3alIPOIIOHOBAHO YTOUYHEHY NPOLEeNypy NOOYL0BYU ONTUMATBbHUX NOCIiLOBHUX 6a€CiBCbKUX IIPABUII,
SKi O3BOJISIIOTH QJAIITyBaTH ITOPOTOBI 3HAYEHHS OL[iHIOBAHHS PU3UKY 3aJIE>KHO Bif] KOHTEKCTY Aill. Takuii migxiz,
6a3yeTbcs Ha MiHiMizallii anocTepiopHOro pyU3UKY i 03BOJIsI€ MPUIMaT/ BUBaKEHI PillleHHs 040 O6e31eKu B

yMOBax 6araToKpurepiaabHOI HEBU3HAYEHOCTI.

2. The dissertation presents the results of research aimed at solving the urgent scientific problem of creating a
model of an intelligent system for detecting insider threats in cloud services based on a modified Bayesian
network. The proposed solution is of significant importance for the development of information technologies, as it
enables the consideration of behavioral, technical, and organizational indicators, as well as scenarios of fraudulent
actions by managerial personnel. The obtained results have been implemented in the form of a prototype decision
support system, which makes it possible to integrate the model into information security tools for cloud systems.
The rapid implementation of cloud services (CS) in the main sectors of the economy and public administration -
finance, healthcare, logistics, energy, education, etc. - has created the need for effective management of
information security (IS) risks, particularly those associated with insider threats. Although cloud computing (CC)
provides high flexibility, scalability, and speed of data processing, it simultaneously complicates the control of user
behavior and contributes to an increased likelihood of security breaches by internal subjects of access. Insider
threats are now recognized as among the most dangerous and least controllable forms of attacks on the
information security of cloud environments.The relevance of the research is determined by the need to create
improved probabilistic models and methods for detecting insider threats in cloud environments that combine
analytical rigour, adaptability to user behaviour scenarios, and the possibility of implementation in practical cyber
defence systems. To achieve the research goal, a modified Bayesian network model for detecting insider threats in



cloud services was developed. It differs in its structure, which includes nodes for assessing fraudulent actions of
managerial personnel, and in its ability to take into account digital traces generated in the process of interaction
with the cloud infrastructure. A procedure for constructing optimal sequential Bayesian rules has been studied and
implemented, enabling the assessment of the probability of an information security violation even before an
incident occurs, taking into account causal and nonlinear dependencies between risks. The use of technical,
behavioral, and organizational indicators in the tasks of forecasting insider activity has been substantiated. The
results have also been implemented in software form as a prototype decision support system for information
security specialists, which provides interactive interaction with an analyst, visualization of results, and support for
making informed decisions regarding internal (insider) threats. For the first time, a modified Bayesian network
model for detecting insider threats in cloud services of information systems has been developed. Unlike existing
solutions, the model includes specialized nodes for taking into account the actions of individuals in managerial
positions and models the risks of fraudulent behavior by such personnel. The model takes into account digital
traces generated during user interaction with cloud applications, which makes it possible to assess the probability
of internal threats before an actual violation occurs. The structure of the developed model includes a description
of prior and posterior probabilities for key technical, behavioral, and organizational indicators, providing deeper
causal modeling of threat situations under conditions of incomplete information. The method for detecting
unauthorized access to cloud services has been improved by introducing an adaptive Bayesian network with
functionality for forecasting insider threats. The distinctive feature of this approach is that it takes into account
not only current threat indicators but also their interdependencies over time, enabling threats to be detected at
early stages and violations to be prevented in a timely manner. A refined procedure has been proposed for
constructing optimal sequential Bayesian rules, which allows the adaptation of threshold values for risk
assessment depending on the context of actions. This approach is based on minimizing posterior risk and enables
well-grounded security decisions to be made under conditions of multi-criteria uncertainty.
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