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texHoJorii Blockchain

2. Development of a method of using software decoys as elements of protection of computer networks based on
Blockchain technology

Pedepar:

1. Incepranifina po60Ta IPUCBIYEHA BUPIIEHHIO aKTyaJIbHOTO HAYKOBO-TIPAKTUYHOIO 3aBJIaHHSI MiJIBUILLEHHS
e(peKTUBHOCTI BUSIBJIEHHSI KiGeP3/I04MHIB Ta MOKPALIEHHS CTIKOCTi 3aXMCHOI CUCTEMHU 3a PaXyHOK PO3POOKHU
METO/ly BUKOPUCTAHHS TPMMAHOK Ha OCHOBI IMHAMiYHUX aTpUOYTiB 6JI0KYENHY, 110 AAa€ 3MOTY MiIBUIUTA
e(EeKTUBHICTb IIJIIXOM 3MEHIIEHHS] HAaBAaHTaXEHHS Ha MepeskeBy iHPPacTPyKTypy Ta 4acy BiAI'yKy CepBicCiB AJis
niiCUJIEHH PiBHS Kibep3axucTy iH(opMallii B IPUBATHUX 200 Jep>KaBHUX KOMIIaHisIX. B pobOTi mpencTaBieHo
METOJI BAKOPMCTaHHS [IPOTPaMHUX IIPUMAHOK $K €JIEMEHTIB 3aXUCTY KOMII'IOTEPHMX MEPEX Ha OCHOBI TEXHOJIOTII
6s10K4eliH. B po6oTi 30cepeiKeHa yBara Ha oeJHaHHI TpaguLiiHUX METOJiB Kibep3axuCTy, TAKUX K IPOrPaMHi
IIPMMAaHKH, 3 I€PEJIOBOIO TEXHOJIOTIEI0 OJIOKYEIH, 0 NO3BOJISIE BUBECTU 3aXUCT KOMII'IOTEPHUX MEPEX Ha HOBUM
piBeHb. JlocinkeHHs BKIIOYa€ aHaJli3 HasBHUX ITPOOJIeM Ta pillleHb, AeTaJlbHe BUBYEHHS TEXHOJIOTI] 6JI0K4YeliH Ta il

MO>XUJIMBUX 32CTOCYBaHb y KiOep3axuCTi, a TaKO>K PO3POOKY KOHKPETHOTO METOMY 3aCTOCYBaHHS IPOrPaMHUX



IIPMMAHOK Ha OCHOBI 0JIOKYENHY IJ1s i BUIIEHHS €(EKTUBHOCTI 3aXUCTy KOMII'TOTEPHUX MEPEX.

2. The dissertation is devoted to solving the urgent scientific and practical problem of increasing the efficiency of
cybercrime detection and improving the stability of the protective system by developing a method of using decoys
based on dynamic blockchain attributes, which allows to increase efficiency by reducing the load on the network
infrastructure and the response time of services to strengthen the level of cyber protection of information in
private or public companies. The work presents a method of using software decoys as elements of computer
network protection based on blockchain technology. The work focuses on combining traditional cyber protection
methods, such as software decoys, with advanced blockchain technology, which allows taking computer network
protection to a new level. The research includes an analysis of existing problems and solutions, a detailed study of
blockchain technology and its possible applications in cyber protection, as well as the development of a specific
method of using software decoys based on blockchain to increase the efficiency of computer network protection.
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