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2. Theoretical and legal bases of cyber security of Ukraine

Pedepar:

1. Incepraliito NpUCBSIYEHO JOCIIKEHHIO ITPO6IEMHU ITPABOBOTO 3abe31e4eHHs Kibepbe3nekyu YKpaiHu, TaKoX y
poO6OTi 31iICHEHO MOPiBHSHHS Bif[IOBiIHUX NPAKTUK Yy €BPONENChKUX KpaiHax. Ha IbOMy T€OpETUYHOMY Ta
eMITipUYHOMY I'PYHTI y AucepTaLifHOMY JOCIIiIKeHHI 3a[IPOIIOHOBAHO PO3B’s13aHHS aKTyaJIbHOI HAyKOBOi IIPO6IeMu
- po3po6JIeHHS KOHLIENTyaJlbHUX IPABOBUX 3aca], 3abe3leyeHHs Kibepoesnexku YKpaiHy, Ta HaJlaHi IpakTU4Hi
peKoMeHpalii moA0 BOOCKOHAJIEHHS MEXaHi3MiB ii peasiszauii. Po3po6eHo J0riyHy cXeMy CHiBBiIHOLIEHHS
KibepHeTH4HOi Ta iHpopmaliitHoi 6e3neKy, a TAKOX MigIOPSIAKOBAHOCTI Pi3HOT0 poy 6e3meK. 3anporoHOBaHO
pospobuTtu KoHueniiiio KibepHeTHYHOi 6€3I1eKU JII0IUHY Ta [10JaHOo ii O6IpyHTYBaHHS. Bu3Hau€HO CTPYyKTypy Ta
3MICT KOHLIeNi, a TaKOXX MOTPeOy AOJIy4YeHHs [0 ii CKIaay LOKyMEHTIB CTPaTEriyHOro IJIaHyBaHHs YKpaiHu.
[TopgaHo npono3uiiii 3i CTPYKTYPHO-3MiCTOBHOIO HallOBHEHHS 3a3HAY€HOI KOHLIEIIi, 30KpeMa ii roJI0BHI IPUHLUIN
dbopmMyBaHHS, 3aBIAaHHS, MEXaHi3MU peasisalii I ouikyBaHi pe3ysbTaTy Aep>KaBHOI NOJITUKY Y cpepi 3abe3neyeHHs
iHdopmauiitnoi 6e3nexu moauHu. Kpim Toro, o6rpyHTOBaHO MeTy rapMoHizallii iHpopmaliliHuX BifHOCHH,
NiABUILEHHS BifIIOBiAANBHOCTI I€p>KaBU B 1L1ill cdepi, CTBOPEHHS YMOB 17151 GOPMYBaHHSI CIIPUSITIIMBOTO
KiGepHETUYHOTO CEPEIOBUILA SIK CTPATEriyHy CIIPSIMOBAHICTh KOHLeNLii. Bu3HaueHo 3a6e3ne4eHHs KibepHeTUYHOI
0e3IeKu SIK CaMOCTIlTHOTO KOMIIJIEKCHOTO MiXKrayly3eBoro iHCTUTYTY iHpopmaliiiiHoro rpasa. OXapakTepu3oBaHO
11oro B1acTUBOCTI. PO3p06JieHO KOHLENTYyaslbHi 3acaid IPaBOBOro 3abe3neyeHHs Kibepbesneky YKpaiHy Ha
Cy4aCHOMY eTarli po3BUTKY [7100a7bHUX iHGOpMaLiiHUX [TpOLleCciB. BUOKpeMIEHO Ta CUCTEMATU30BaHO CKIIAA0BI
HaliOHAJIPHUX iHTepeciB YkpaiHu B KibeprpocTopi. 3anpornoHOBaHO HOBi MeXaHi3MU CIBIpali MiX IPUBaTHUM
CEKTOPOM i Jiep>kaBHUMU opraHaMu y cepi 3abesnedeHHs Kibepbesneku YKkpainu. JJoeneHo, o KibeprnpocTip €

OOHO4YaCHO 00’'€KTOM 3aXUCTy i HOOKEPEJIOM 3arpoas.

2. The dissertation is devoted to the research of the problem of legal provision of cyber security of Ukraine, the
corresponding practices in the European countries are comparatively considered. On this theoretical and
empirical basis, the dissertation proposes a solution to a topical scientific problem - the development of
conceptual legal framework for cybersecurity in Ukraine and practical recommendations for improving the
mechanisms of its implementation in Ukraine. A logical scheme of the relationship between cyber and information
security, as well as the subordination of various types of security. It is proposed and substantiated to develop the
Concept of human cyber security. Its structure and content are determined, as well as the need to include in its
composition the strategic planning documents of Ukraine. The structural and substantive content of this Concept
is proposed, in particular its main principles of formation, tasks, implementation mechanisms and expected results
of the state policy in the field of information security. In addition, the goal of harmonization of information
relations, increasing the responsibility of the state in this area, creating conditions for the formation of a favorable
cyber environment as a strategic direction of the Concept is substantiated. The provision of cyber security as an
independent complex intersectoral institute of information law is determined. Its properties are described. The
role of the legal factor as a single regulator of processes and relations in the field of global electronic network, IoT
development, robotics intellectualization, use of cybersystems, microchips, hybrids, nanotechnologies, their
implementation in information management processes, human-government interaction, in everyday life has been
improved "digital person". Conceptual bases of legal support of cybersecurity of Ukraine at the present stage of
development of global information processes are developed. The components of Ukraine’s national interests in
cyberspace are singled out and systematized. New mechanisms of cooperation between the private sector and
public authorities in the field of cyber security of Ukraine are proposed. The following priority areas have been
identified: development of cyber intelligence, cyber security audit, mutual exchange of information on cyber
threats, replacement of ND TCI with a more effective and modern basic standard and introduction of industry
standards of cyber security, creation of industry centers for responding to cyber incidents (SOC) attacks (ISAC),



the creation of independent platforms for cooperation on the basis of educational institutions - cybercenters, in
order to effectively combat cyber threats. The approach to the system-functional analysis of the subjects of cyber
security of Ukraine has been improved, in terms of development of public-private partnership, expansion of
functional powers of the National Coordination Center for Cyber Security, improvement of functional tasks of the
Security Service of Ukraine. Cyberspace has been shown to be both a source of protection and a source of threats.
On this basis, in the priority of cybersecurity levels (security of man, society and state, which is based on the
constitutional principles of protection of vital interests of these entities), in relation to cybersecurity argued to
give priority to state interests, as it directly affects the interests of individual and society. Ensuring the cyber
security of the state is a prerequisite for personal and public cyber security.
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