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V. BizomocTi npo gucepraniio
MoBga guceprTallii: Vkpaincoka
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Tema gucepranii:
1. MeropooriyHi 0ocHOBM iH(GOPMaLIIHMX TEXHOJIOTIN 3aXUCTY JOKYMEHTOOOIry B iepapXiYyHMX aBTOMAaTU30BAHUX

CHCTEMax yIpaBJliHHSA

2. Methodological foundations of information technologies for document management protection in hierarchical
automated control systems

Pedepar:

1. B pucepTauiiniil poboTi JOCTiIXKy€eTbCS HAYyKOBO-IIPUKJIAIHA IIPOOIEMA CTBOPEHHS METOL0JIOTIYHMX OCHOB
iHpopMaLiiHUX TEXHOJIOTIN (POPMYBAHHS METOZIB Ta 3aCO0IB 3aXUCTY €JIEKTPOHHUX PECYPCIB B CKJIAIHUX
iepapxiuHUX CTPYKTypax yIPaBJliHHS 3 BUKO-~PHUCTAHHSIM aBTOMATU30BaHOI cuCcTeMU JOKyMeHToobiry (ACJO) B
YMOBax IiIBULEHUX PU3UKIB i 11ii 3arpo3 Ta atak. [IpakTryHa peasisauis METOAY KOMIJIEKCHOTO BUKOPHCTaHHS
iH(pOpMaLiIHO-CUCTEMHOI TEXHOJIOTII OLiHIOBAHHS PU3MKY 3[ilICHIOBAIACH [JIS1 IOJIrpadiyHuX MigIIPUEMCTB, 32
ZOTIOMOTO0I0 PO3PO6JIEHOTO B POOOTi aITOPUTMY Ta TPOTPAMHOTO 3a6€311eY€HHs, HA OCHOBI YOTO BUSIBJIEHO 27
KPUTHUYHUX Ta HIMOBIPHICHUX 3arpo3 [JI aKTUBIB MiAIIPUEMCTBA, IPOBELEHO PAH)XyBaHHS aKTUBIB Y IIOPSAIKY
3MEHILIEHHA X CXUJIbHOCTI 10 PU3KKiB. Ha OCHOBI ITPaKTUYHOI peaidalii CMCTEMHO-KOHLENTYaJIbHOTO METOLY
3axucty goctyny 1o ACIO, 3 KOHTPOJIEM PiBHS MIOBHOBaXKeHb AOCTYIIY [I0 LOKYMEHTIB, 36i/1b1niach e(peKTUBHICTD

dyHKUiOHYBaHHS Ta yIpaBiiHHs nojirpadivaum nignpuemctsoM Ha 20%. Kito4oBi cji0Ba: aBTOMAaTU30BaHA



cucTeMa IOKyMEHTOO0Iry, CUCTEMA 3aXUCTY, YIIpaB-JliHHS IOBHOBKEHHSIMU, PU3UKH, 3arPO3H1, aTaKU, BPA3JIMBOCTI,
IOJIiTHKA Ge3IeKky, iepapXiuHi cucTeMu yIpaBiliHHS, iepapxis, jorika, kateropii, Kibepoeanexa.

2. The dissertation examines the scientific and applied problem of creating methodological foundations of
information technologies for forming methods and means of protecting electronic resources in complex
hierarchical management structures using an automated document management system (ADMS) in conditions of
increased risks, threats and attacks. The practical implementation of the method of complex use of information
and system technology for risk assessment is carried out for printing companies, with the help of the algorithm
and software developed in the work, on the basis of which 27 critical and probable threats to the company assets
are identified, the assets are ranked in decreasing order of their exposure to risks. On the basis of the practical
implementation of the system-conceptual method of access protection to ADMS, with the control of the level of
authorization access to documents, the efficiency of the printing company operation and management increased
by 20%. Keywords: automated document management system, protection system, authori-zation management,
risks, threats, attacks, vulnerabilities, security policy, hierarchical control systems, hierarchy, logic, categories,
cyber security.
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