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1. MeTogosoriuyHi ocHOBU iHGOPMAaLIITHUX TEXHOJIOTIH 3aXUCTY JOKYMEHTOOOIry B iepapxXiYHMX aBTOMATU30BAHUX

CcHCTeMax YIpaBJliHHS

2. Methodological foundations of information technologies for document management protection in hierarchical
automated control systems

Pedepar:

1. B mucepTaniiHiil poboTi JOCTIIKYEThCS HAYKOBO-TIPUKJIaHA IIPOGIEeMa CTBOPEHHS METOLO0JIOTIYHMX OCHOB
iHopmaLiiHUX TeXHOJIOTrii (POPMYBaHHS METOLIB Ta 3aCO0iB 3aXUCTY €JIEKTPOHHUX PECYPCIB B CKIIQIHUX
iepapxiuHUX CTPYKTypax yNpaBJliHHS 3 BUKO—~PUCTAHHSIM aBTOMATU30BaHOI CUCTEMHU JOKYMeHTOoob6iry (ACO) B
YMOBax IiIBULEHUX PU3UKIB i 1ii 3arpo3 Ta aTak. [IpakTryHa peasnisalis METOAY KOMIIJIEKCHOTO BUKOPHCTaHHS
iHopmaLiitHO-CUCTEMHOI TeXHOJIOTI OL[iHIOBAaHHS PU3UKY 3[iICHIOBAIACH [JI51 TOJIirpadiuHux MifIIPUEMCTB, 32
IOTIOMOT0I0 PO3PO6JIEHOT0 B pOOOTI aJIrOPUTMY Ta IPOrPaMHOro 3a6e3le4eHHs], Ha OCHOBI 4YOro BUSIBJIEHO 27

KPUTAYHUX Ta UMOBIPHICHUX 3arpo3 IJ1s1 aKTUBIB MiJIIPUEMCTBA, IPOBEAEHO PAH)XYBAaHHS aKTUBIB y NOPSOKY



3MEHILIEHHA X CXUJIbHOCTI 10 pU3UKiB. Ha OCHOBI TPakTUYHOI pearidalii CMCTeMHO-KOHLENITYaJbHOTO METOLY
3axucty goctyny 1o ACJIO, 3 KOHTpOJIeM PiBHS TIOBHOBAKEHb OCTYIY [0 LOKYMEHTIB, 36i/1bMINIaCh €(PEKTUBHICTD
(YHKLiOHYBaHHS Ta yIpaBiiHHS NoJirpadivHum nignpuemctsoM Ha 20%. Kio4oBi cji0Ba: aBTOMAaTU30BaHA
cucTemMa IOKyMEeHTOO0iry, CUCTEMA 3aXUCTY, YIIpaB-JliHHS IOBHOBAKEHHSMU, PU3UKH, 3aIrPO3HU, aTaKU, BPA3JIMBOCTI,
noJliTUKa 6e3MeKy, iepapxiyHi cucTeMu yIpasiliHHS, iepapxis, yorika, KaTeropii, kKibepboesneka.

2. The dissertation examines the scientific and applied problem of creating methodological foundations of
information technologies for forming methods and means of protecting electronic resources in complex
hierarchical management structures using an automated document management system (ADMS) in conditions of
increased risks, threats and attacks. The practical implementation of the method of complex use of information
and system technology for risk assessment is carried out for printing companies, with the help of the algorithm
and software developed in the work, on the basis of which 27 critical and probable threats to the company assets
are identified, the assets are ranked in decreasing order of their exposure to risks. On the basis of the practical
implementation of the system-conceptual method of access protection to ADMS, with the control of the level of
authorization access to documents, the efficiency of the printing company operation and management increased
by 20%. Keywords: automated document management system, protection system, authori-zation management,
risks, threats, attacks, vulnerabilities, security policy, hierarchical control systems, hierarchy, logic, categories,
cyber security.
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