O0Js1ikoBa KapTKa aucepTaii

I. 3arasibHi BimOMOCTI

Jep>kaBHHH 00J1iKOBHI HOMep: 0421U103460
Oco006J1uBi TO3HAYKH: BinKpura

JaTa peecrtpamnii: 27-09-2021

Craryc: 3axumeHa

PexBi3utu Hakasy MOH / Haka3y 3aKjazy:

I1. BizomocrTi nipo 3700yBaya
Baacue IlpizBume Im'a Ilo-6aTbKOBI:
1. Kapmaues Irop Iroposuy

2. Karpachev Thor L.

KBasmigikamis:

InenTudikarop ORCID ID: He 3acrocosyerbcs
Bup, pucepranii: kanguzaar Hayk
AcnipaHTypa/JIOKTOpPaHTypa: Tak

IIIn¢dp HaykoBOi ceniaIbHOCTI: 05.13.06

Ha3Ba HayKoBOIi creniaJIbHOCTI: IndopmauiiiHi TexHoOTii

T'anyss / ramysi 3HaHB. He 3aCTOCOBYETHCS

OcBiTHBO-HayKOBa Mporpama 3i creniaJbHOCTI: He 3acTocoByeTbCs

Jara 3axHcTy: 23-09-2021

CnenianbHICTB 32 OCBITOI0: KoMM'IOTEPHI CMCTEMM Ta MEPEXI

Micue po6oTH 3400yBaya: HaujoHnanbHuil yHiBepcuTeT "UepHiriBcbka nosirexHika”

Kopg 3a €IPIIOY: 05460798

Micue3Haxoa>KeHHSI: By [lleBuenka, 6yn. 95, m. YepHiris, YepHiriscbkuii p-H., YepHirisebka 0671., 14035,

Ykpaina

dopma ByracHOCTI:

Cdepa ynpaBiriHHS: MiHicTepcTBO OCBiTH i HayKu YKpaiHu

InenTudgikarop ROR: He zacrocosyerscs



I11. BimomMocTi mpo opranizariiio, e Big0OyBcsl 3aXHCT

Iudp cnenianizoBaHOi BYEHOI pagH (pa30Boi Cleliagai30BaHOi BYE€HOI pazu): K 79.051.03
IloBHe HaliMeHYBaHHSI IOPHUAHUYHOI 0COOM: HaujoHanbHuil yHiBepcuTeT "UepHiriBechKa nostiTexHika"
Kopg 3a €IPIIOY: 05460798

Micueanaxo;pKeHHﬂ: ByJ. llleBueHKa, 6yz. 95, M. UepHiriB, YepHiriBcbkuil p-H., UepHiriBcbka 06:1., 14035,
Ykpaina

dopma BaacHOCTI:

Cdepa ynpaBitiHHS: MinictepcTBo oCBiTH i HayKu YKpainu

InenTugikarop ROR: He zacrocosyerscs

IV. BizomocTi nipo nmiznpueMcTBO, yCTaHOBY, OpraHisalliio, B sIKii 0yJ10
BUKOHaHO JHUCEPTALil0

IloBHe HaiMEeHYBaHHSI IOPUAHUYHOI 0COOH: HaujoHanbHuii yHiBepcuteT "UepHiriBchbka nosmirexHika"
Kopg 3a €IPIIOY: 05460798

Micue3HaxoaKeHHS: ByJ. llleBueHka, 6yz. 95, M. UepHiriB, YepHiriBcbkuil p-H., UepHiriBceka 061., 14035,
Ykpaina

dopma BaacHOCTI:

Cdepa ynpaBiriHHS: MiHicTepCTBO OCBITH | HayKy YKpaiHu

ImenTudikarop ROR: He zacrocoyerbcs

V. BimomocTi npo gucepraniio

Moga guceprariii:

Koau TemaTuyHHUX pyOpHK: 81.14.10.07, 50.01.30

Tema guceprauii:

1. Indopmauniitna TexHosioris 3a6e3nedeHHs PyHKLiIOHAIbHOI 6€3[1eK1 MOOIIBHUX [IPUCTPOIB
2. Information technology to ensure functional safety of mobile devices

Pedepar:

1. Incepraiist Ha 3M06YTTSI HAYKOBOTO CTYIEHs KaHAMIAaTa TEXHIYHUX HayK 3a crneljanbpHicTio 05.13.06 -

iHpopmauiiini TexHosorii. — HanioHanpHM yHiBepcuTteT «UepHiriscbKa nositexHikay, Yepwiris, 2021. luceprauis

IIPUCBSIY€HA BUSIBJIEHHIO IOTEHIIIITHO He6e3IeYHUX IPOrpaMHMX NOJATKIB 33711 3abe3nedyeHHs: QyHKIiOHaIbHOI

6e31exku MOOIIbHUX IIPUCTPOIB, 0 PYHKIIOHYIOTh Ha 6a3i onepaliiinux cucrtem Android. Y mexxax poboTu Brepie

3aIPOINIOHOBAHA Kjlacudikalisl TUIIB He6e3NeYHUX NOJATKIB, IKa 6a3yeThCsl Ha IPYIyBaHHI 10O3BOJIIiB Ha

BUKopucTaHHs API QyHKIii1 32 cTyrieHeM NMOTEeHLiHHUX BILJIMBIB, 110 1a€ MOKJIMBICTb OL[iHUTH IOJATKY 32 PiBHEM

Hebe3eKy [J1s1 KOpUCTyBaya TPy NPUMHSTTI pilleHb Ha ix BUKOopUCTaHHS. Po3pobiieHa Mozesib IpaB JOCTYIY IIpU

B3aemogii OC Android 3 mporpaMHUMU J0HATKaMU, SIKa BCTAHOBJIIOE BilHOIIEHHS MK IpyllaMu, 103BoJIaMu Ta API

(YHKLISIMY, 110 1a€ MOXKJIMBICTb BUKOPUCTOBYBATH [1CEBIOCMMBOJIU (PYHKIIiN /1711 TPUCKOPEHHS igeHTudikanii

IOJATKIB. YIOCKOHaJIEHO METOJ, IMHAMIYHOTO BUSIBJIEHHS [TIOTEHLIMHO HEeOe3IeYHUX JOIaTKiB 32 PaXyHOK



BMKOPHMCTaHHS CUTHATyp (QYHKLiOHANBbHUX JIAHLIOXKKIB JOJATKIB, 10 OYOYIOTbCS Ta OPIBHIOIOTHCS Mifl 9ac
BHMKOHAaHHS IOJATKIB, 110 03BOJISIE€ OL[iHUTH PU3KK IpH ix ineHTudikanii. Habyna nomanbuoro po3BUTKy
iHopmaliiina TexHoJoris 3a6e3nedeHHs PyHKIiOHaIbHOI 6€3[1eKU MOOIIbHUX MIPUCTPOIB, sIKa J,03BOJISIE 3[iCHUTA
IVHaMiYHe yIIpaBiiHHS NpolecaMy BUKopuctanHs gogatkiB OC Android 3a paxyHOK aHasi3y BUSIBJIEHOTO BEKTOPY
araku. Po3po6sieHa iHpopmalliliHa TEXHOJIOTiS Ma€e IIPAKTUYHE BTiJIEHHS Y BUTJISALi IPOrPAMHOT0O KOMILJIEKCY, 10
CKJIaZly SIKOTO BXOZSITh JIBa IIPOTrPaMHUX 3aCO0H, SIKi ITPALI0I0Th 3 BUKOPUCTaHHSIM XMapHOI'O CepeloBUIIA Ta
peasizoBaHi Ha MmoBax C#, Kotlin i JavaScript. KiouoBi csi0Ba: MoGisibHUI TPUCTPil, PyHKIiOHaNbHA Oe3iieka, OC

Android, Mogens npas goctyny, API ¢yHKIis, curHaTypa (QyHKIiOHaJIbHOTO JIaHLIOKKA TOHATKY.

2. The dissertation for the scientific degree of the candidate of technical sciences (PhD) in specialty 05.13.06 -
information technologies. - National University “Chernihiv Polytechnica”, Chernihiv, 2021. The dissertation is
devoted to the identification of potentially dangerous applications to ensure the functional safety of mobile
devices running on Android operation systems. For the first time, the classification of types of malicious
applications is proposed. It is based on the grouping of permissions to use API functions by the degree of potential
impact, which allows to assess the applications by the level of danger to the user for making decision to use it. The
model of access permissions for interaction OS Android with applications is developed, which establishes the
relationship between groups, permissions and API functions. It allows to use function aliases to speed up the
identification of applications. The method of dynamic detection of potentially dangerous applications is improved
due to the use of application functional chain signatures, which are built and compared during the execution of
applications that allows to assess the risk of identification. The information technology for ensuring the functional
safety of mobile devices has been further developed, that allows to control the processes of using Android
applications by dynamic analysis the detected attack vector. The developed information technology has a practical
embodiment in the form of a software package, which includes two software tools that work in cloud environment
and implemented by using C #, Kotlin and JavaScript. Key words: mobile device, functional safety, API function,
application functional chain signature.
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Baacue IlpizBume Im'a Ilo-6aTbKOBI:
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2. Kazymyr Volodymyr Viktorovych

KBasigikanis: 1.1, 05.13.06



InenTudikarop ORCID ID: He 3acrocosyerbcs
JoparkoBa iHdpopmamnist:

IloBHe HaliMEeHYBaHHSI IOPHAUYHOI OCOOH:
Kopg 3a €1PIIOY:

Micue3HaxoAKeHHS:

dopma By1acHoCTI:

Cdepa ynpassriHHS:

InenTudikarop ROR: He zacrocosyerscs

VII. BigomocTi npo odilifiHuX ONOHEHTIB Ta PELeH3€HTIB
OdiuiiiHi OIOHEHTH
Bsacue IlpizBuuie Im's I1o-6aThKOBI:

1. Crenenko IHHa BgyecsagiBHa

2. Stetsenko Inna V.

KBasigikanis: n. 1. 1., 05.13.06
InenTudikarop ORCID ID: He 3acrocosyetscs
JoparkoBa indpopmamnist:

IloBHe HaliMeHYBaHHSI IOPHUAHUYHOI OCOOH:
Kop 3a €IPIIOY:

Micue3HaxoaKeHHS:

dopma BaacHOCTI:

Cdepa ynpasiiHHS:

ImenTudikarop ROR: He zacrocosyerbcs

Baacue IlpizBume Im'a Ilo-6aTbKOBI:
1. IleBHeB Bosmopumup SIkoBieBuY

2. Pevnev Volodymyr Ya.

KBasmigikanis: k.1.1., 20.02.12
InenTudikarop ORCID ID: He 3acrocosyerbes
JoparkoBa iHdpopmamnist:

IloBHe HaliMEeHYBaHHS IOPHIHYHOI 0COOMH:
Kopg 3a €1PIIOY:

Micue3HaxoaKeHHS:

dopma ByracHoCTI:



Cdepa ynpasiriHHS:

InenTudikarop ROR: He zacrocosyerscs

Penensentu

VIII. 3aKkJII04Hi BiZOMOCTi
BiiacHe IIpi3Buie Im'sa ITo-6aTbKOBI
TOJIOBH paju

Baache IlpizBuie Im's ITo-6aTbKOBI

rOJIOBYIOYOTO Ha 3acCifiaHHi

BignoBigasbHUIH 3a HiATOTOBKY

00JIiKOBUX JOKYMEHTIB

Peectpartop

KepiBHuk Bigginy YKpIHTEI, mpo €
BiZIIIOBiZaJIbHUM 32 peECTpallil0o HAayKOBOIi

OisIIbHOCTI

Kaszumup Bonogumup BikTopoBud

Henuncos IOpiit OsekcaHgpoBuY

IOpuenko T.A.



