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1. TTo6ymoBa peKOH(}IrypoBHIX arlapaTHO-TIPOTPaMHUX 3aC00iB IOCUJIEHHS 3aXUCTY iHdopMalii Ha OCHOBI

aJITOPUTMIB 6JI0KOBOI'O CUMETPUYHOT0 MH(PYBaHHS

2. The construction of reconfigurable hardware-software tools of strengthening the protection of the information
based on symmetric block encryption algorithms

Pedepar:

1. Incepraliis npucBsYeHa AOCTIIKEHHIO Ta pO3p0o0Li NpUHIUIIIB 1106y10BY PEKOH(IrypoBHUX anlapaTHO-
IIPOrpaMHUX 3aco0iB, 110 peasi3yloTb CIIOCOOU [TOCUJIeHHS KpUNITorpadivyHoro 3aXMCTy Ha OCHOBI aJITOPUTMIB
6JI0KOBOT'O CUMETPUYHOro MU@pyBaHHS. Ha 0CHOBI aHasi3y cr10co6iB NOCUJIEHHS 3aXUCTy iHdopMallii Ta OLiHKM iX
004K CIII0BAIbHOI PECYPCOMICTKOCTI OOI'PYHTOBAHO JNOLJIbHICTh BUKOPUCTAHHS I iX peasidalii peKoH)IrypoBHUX
obuncmoBadiB Ha 6a3i [TJIIC. Ha ocHOBI aHani3y npuHnunis nobymosu anroputmis BCIII 3anponoHoBaHO
y3arajabHEHY CTPYKTYPY PEKOH)IrypOBHOTO KPUIITOIIPOLIECOPA, B SKill BUOKPEMIIEHO KOMIIOHEHTH, 110 HE 3aJIeKaTh
BiJl, KOHKPETHUX QJITOPUTMIB, i TOMY MOXYTb OYTH Hanepe], po3po0JIeHi, Halarog>xeHi Ta nepesipeHi. Po3apobiaeHo
TUIIOBi CTPYKTYPHI CxeMU 7151 peasizallii ycix BUSIBJIEHUX CIIOCOG6iB MOCUJIEHHS 3aXuCTy iH(popMalii. Po3pobieHo

METOJ, CUHTe3y peKOH(QIrypoBHUX KPUIITOIIPOLECOPIB, 1[0 peasi3yloTh CII0COOU [TOCUIIEHHS KpUnTorpadidyHoro



3aXUCTY, IKU J,O3BOJISIE TIOTOMIKYBATHU CITOCIO ITOCUIEHHS 3 XapaKTePUCTUKaMU HasIBHUX 004N CIIOBAIbHUX 3aCO0iIB,
a TaKOX IIPUCKOPIOE TIPoliec CTBOPeHHs KoHQirypauiit, mo 3aBaHTaxXyoTbcs B [IJIIC. Okpemi 3acoby ocuseHHs Ha
ocHoBi anroputmis BbCII nig neskux tunis PYO peasizoBaHO y BUIIIAL €KCIIEPUMEHTAIBHOI CUCTEMU, KOMIIOHEHTH

SIKOI MOXKYTb OyTY BUKOPUCTAHI [J1s1 IPAaKTUYHOI peasi3allii 3aliporIoHOBAaHOTO METOY.

2. Dissertation is dedicated to the research and development of construction principles of reconfigurable
hardware-software tools for implementing the methods of strengthening cryptographic protection based on
symmetric block encryption algorithms. The possible methods of strengthening information security based on
block cipher algorithms are investigated in the paper. The appropriateness of reconfigurable coprocessor on FPGA
for implementing those methods is substantiated. The generalized reconfigurable crypto processor structure on
the basis of construction principles of block cipher algorithms is proposed. In this structure the components that
independent from certain algorithms were singled out. Those components can be pre-designed, debugged and
tested in advance. A typical block diagrams to implement all identified methods of strengthening information
security were developed. The method of reconfigurable crypto processors synthesis, which implements tools of
strengthening cryptographic protection, was developed. This method allows user to harmonize the strengthening
method with characteristics of available computing facilities. The method is able to speed up the process of
creating configurations to be loaded into the FPGA. Some strengthening tools based on block cipher algorithms for
certain types of reconfigurable coprocessor were realized as an experimental system. Components of this system
can be used for practical realization of the proposed method.
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